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DDoS attack traffic through the analysis of responses to research
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Abstract DDoS (Distributed Denial Service, Distributed Service) attacks are being generated for a constant
threat on the Internet, countermeasures for this have been proposed. However, the problem has become an
increasingly effective instruction in any Measures are a variety of attacks and sophisticated attacks. Attackers
can change a steady attack tools to respond to these, the experts as a countermeasure to this constantly
research for a fresh attack. This paper is to introduce countermeasures to DDoS recent representative examples
of 7.7DDoS and look for 3.3DDoS existing types of DDoS attacks increased PPS attacks, high traffic sent,
web service delay and router and firewall settings, applications and to describe the DDoS countermeasures

research by certification, is so that you can plan effectively for the future DDoS attacks proposed method.
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Fig. 1. 7.7 DDos Attack Scenario
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Fig. 2. 3.3 DDos Attack Scenario
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Table 1, 7.7 DDos and 3.3 DDoS similarities

P2P Site

The PC used in the attack| Primarily an individual user's PC

That distribute malware

Forms of attack Pre—planned attack

Typical portal, public agencies,

Target financial institutions, etc.

Purpose Attack Obscurity

To destroy the hard disk shut down

Exit attacks attacks
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Fig. 3. IP Spoofed SYN Flooding Scenario

2.1.2 TCP Connection Flooding &4

PE WxsA] ¥ A IPE AMEste] B2%e]
TCP SYN sjZ1& 3 4u)dd AAEste] 34 W Ay
= U5 ESTABLSHED A4 ZJel7F &A8skA o
AH Fakg dovl= 34 Tyl

o]2]8k TCP Conection Flooding ¥2¢] tf-51ote
3= DDoSHol ulelA gxd 34 IP )1 & %3}
HolA abdste] SYN #j7lo] dEEE S Ahdshs

AeltH3, 4].

SYN packet with a deliberately
fraudulent (spoofed) source IP
return adress

Victim
TCP
Server

Fig. 4. TCP Connection Flooding Scenario

2.1.3 TCP Out—of-State Packet Flooding
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Fig. 5. HTTP Flooding scenario

Table 2. DDoS attack types and effects

Protocol Attack Type Impact of the attack
SYN Flood
Out-of-State
Tcp TCP Flag Flood |Session and server queue
c ion Flood exhaustion attacks
onnection Floo
HTTP Flood
UDP Flood Bandwidth
UDP/ICMP ICMP Flood exhaustion
IGMP Flood CPU |
Etc. Anomaly attack Session exhausted

B 2 29X A A F 3= o Ee Aol A Ao
0]l ACLS ©]-&3fe] DDoS 34 EHFY 7Hs7d¢]

3.1.1 IPFA Spoofing 227 EafZIXITt ACLAH

URPF(Unicast Reverse Path Forwarding)9] FIB
(Forwarding Information Base)tablesZ ©]-&3| 4] Table
o= ¢l Source IP 7271 -9 Al Agsta ACLS A
LA = AP UMEYA Y]} Broadeast F45 A
ko 24 [PF24 SpoofingS ®WA| 8t} the Table 3
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Table 3. RFC 1918

Access—list 101 deny ip 10.0.0.0 0.255.255.255. any

Access—list 101 deny ip 172.16.0.0 0.15.255.255. any

Access—list 101 deny ip 192.168.0.0 0.0.255.255. any

3.1.2 UDP,ICMP Flooding EzH=X}=t ACL
23

UDP #1712 2717} 2M ¢]/de]™ Drop gHeH4. 71.

- Access-list 106 remark CAR-ICMP ACL

- Access-list 106 uell any any

- 3'F Interface A1

- Rate-limit input access-group 104 2000000
25000 25000 confrom—action

- ransmit exceed-action drop

ICMP =71 2] =717} 256K o] ’d-¢]™H Dropdtci{4 8].

- Access-list 106 remark CAR-ICMP ACL

- Access-list 106 permit icmp any any echo

- Access-list 106 permit icmp any any echo-reply

- 3% Interface A1

- Rate-limit input access-group 106 2560000
8000 8000 confrom-action

- Transmit exceed-action drop

3.1.3 CAR(Committed Access Rate) AXN
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Fig. 6. Using a traffic defense applications
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