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Abstract

Broadcast encryption is a cryptographic primitive that allows a sender to securely transmit a message to a set of receivers. The
most influential broadcast encryption system was proposed in 2001 by Naor, Naor, Lotspiech, based on binary trees and the Subset
Difference (SD) method. In 2006, Jang, Nyang, and Song suggested a new broadcast encryption system that can reduce
transmission rate by 50% compared to the SD method, by introducing the so-called ‘2-SD’ method. Their result was later given
the registration of a patent in Korea (registration number: 100879083). Unfortunately, however, this paper shows that Jang et. al.‘s
broadcast encryption system is not secure against collusion attacks that are considered as being the basic security requirement in
designing broadcast encryption.
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