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ABSTRACT

Currently information related service such as internet banking, chatting, social network services are quite well
smeared into our daily life. Moreover, a rapid growth of service using smart devices brought an importance of
security in internet services and a research activation of digital forensic in a crime investigation. This paper presented
a previous digital forensic research trend and based on this, suggested a technology-strategy integrated digital
forensic process platform, taking a mid-long term government leading ICT R&D strategy and ICT paradigm shift
into account.
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Fig. 1 Digital Forensic Process
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Table. 1 Digital forensic process and technology[1]

Process Content and Technology
-Expert who has knowledge of
Establish various operating system and file
anplication plan | Y€ network, data base, and
f(l)erProfessiopnal accounting system should be
Manpower educated about digital forensic.
Trair}:in and They attend as an investigator to
Prior forensi cg 00l collect the evidence with speed and
evidence _Establish plan accuracy by using specialized tools.
collection for Conﬁmﬂ)i ty of -Establish the detailed plan to prove
step storage that the evidence is not destroyed
—Esta‘tﬁish lan and show that the evident is integrity
for main tzgn of by obtaining some information such
data infeeri as person who has the evidence,
gty time, and reason why taking the
evidence.
-Priority of
Z\(/)ilg:rllie -Data should be read from storage
lection media (computer memory, hard
KZ alf:a‘(’iecision disks, USB, etc) for digital
evidences, which can be easily
. whether to ;
Evidence ower down or damaged and lost, with a guarantee
collection got of the integrity of the data.(Integrity:

step Flexible action It means that data modulation is not
for evidence caused by raw storage media.)
-One of wuseful technique for

collection . . . .
object ev1depce collectlog is Imggmg
_Evidence technique guaranteeing integrity
collection

-Useful information should be
extracted from the data obtained
from evidence collection.

-Useful information can usually exist
inside or outside the file system of
storage media. For example,

Evidence -Da.ta recovery .criminals. can hide importapt
analysis step -Evidence information inside the NTFS or in
analysis the blocks which are not used by the

NTES.

-Recovery technique for deleted
files, decoding of encrypted files,
and string Searching technique are
useful techniques for evidence
analysis.

-Reliability of evidence data should

Write final be secured so that the impounded

Evidence renort digital evidences are chosen as legal
submission -E\I/)i Jence evidences.

step submission -Legal standard procedure for digital

forensic and verification procedure

for forensic tools should be made.
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Table. 2 Digital forensic types according to analysis
objects

Type Content
Computer Digital for'ensic ] for a geperal-purpf)se
. computer using Windows or Unix as operating
forensic
system
Embedded | Digital forensic for various device such as
(moblie) mobile device (e.g. smart phone), digital
forensic camera, camcorder, or PDA
Forensic for collecting and analyzing data such
as network information, user log, and internet
Network . . > " .
forensic browsing history from communication device
in case of communication by computer of
smartphone
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A4 argsiElol Qi AR A S 9 9
B AT E oj= Guidance SoftwareAl2] EnCase2}
AccessDataA}2] ForensicToolkito] 714 dg] ARg-E] a1
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Table. 3 Analysis of computer forensic tools
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Operating Possibility to open Image creation . Low level Additional
e, system to the publicl and test2 i (e recovery4 facility5
ForensicX Unix/ Linux Com Disk, OS, Traffic | Hard, File, Finger Delete Plug, Report
Windows Com Disk Hard, File
Mares Ware - ; -
Linux Ccom Disk File
The Corlper s Unix/ Linux Free Disk Hard Delete, Key
Toolkit
Tom's Rootboot Linux Free Disk, OS Boot
EnCase Windows Com Disk, OS Hard, File, Finger | Raw, Delete | Plug, Report
Byte Back Il Windows Com Disk, OS, Traffic Hard, File Raw, Delete
ForensicToolkit Window Com Disk Hard, File Raw, Delete Report
1. Possibility to open to the public: Com(common use), Free(public)
2. Image creation and test: Disk(disk image), OS(operating system image), Traffic(IP traffic image)
3. Integrity test: Hard(change of hardware test), File(file integrity test), Finger(electrical finger print test)
4. Low level recovery: Raw(low level file edit), Delete(deleted file recovery), Key(encrypted key recovery)
5. Additional facility: Boot(emergency booting support), Plug(plug-in support), Report(automatical report support)
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Table. 4 Element of digital forensic legal system and requirements in domestic forensic law

Division

Legal system component

Internal law requirement based on international law current state

Section for digital forensic,
digital investigation
fundamental law principle,
and people's fundamental
human rights

(DConstitution

- Warrant requirement and legal process principles are stated in the
Constitution of the Republic of Korea.

(@Privacy/Personal
information secure law

Establishment for unified personal data protection law is required to
minimize invasion of people's privacy in pursuance of digital evidence
collection and analyze.

Section for digital
evidence admissibility

(3Digital evidence concept
acceptance

- Digital evidence concept and characteristic should be included in the
civil procedure, criminal procedure, and the rest of related laws.

@Digital evidence
admissibility

Legal standards or procedures are required to prove that digital
evidence is same as documentary evidence in the law of criminal
procedure.

(5Digital evidence collection
- analysis procedure

- Standard procedure is required as the law to prove that collected
digital evidence is not forged and falsified during collecting and
analyzing processes.

(BElectronic signature law

Electronic signature is utilized to obtain the admissibilities of digital
evidence and digital document certification. A legal basis is required
to establish and operate the digital evidence certification center by
utilizing PKI system.

Section for digital
investigation principles in
investigation - intelligence

agencies

(DDigital investigate
procedure

-Law for standardized principle and procedure related in digital
evidence collection and analysis is required.

(@Digital communication
monitoring

- Digital communication between computers monitoring should be
included in the protection of communications secrets law.

(9Encrypted evidence
handling

Institutional and technically procedure is required as the law to decode
timely the legally collected encrypted data

Section for digital forensic
application in investigation -
intelligence agencies

(0Criminal investigation,
anti- terrorism, intelligence

- Article that is demanded for application of digital forensic technology
in the legislative systems of criminal investigation, anti-terrorism, and
intelligence should be supplemented

Section for cooperative work
between investigation -
intelligence agencies and
private enterprise

Digital communication
monitoring support

- Communication monitoring support of ISP for secure the effective
digital communication data evidence should be arranged as the law

Digital forensic application
promotion of private
enterprise

(2E- Discovery

- E-Discovery article should be supplemented in the civil procedure law

Various compliance

- Digital forensic technology requirement should be supplemented in
various compliance

(@Financial auditing

Article that is demanded for application of digital forensic and
forensic accounting technology in the digital audit law should be
required in audit law such as external audit system law

(BIndustrial security

Requirement of digital forensic technology application should be
supplemented in legislative system for industrial secret secure

(Anti-insurance fraud

- Requirement of digital forensic technology application should be
supplemented in legislative system for anti-insurance fraud

Section for create a healthy
digital forensic technology
utilizing environment

(TDigital forensic -
prevention of adverse effect
of anti forensic technology

A article that someone who tries to abuse or doesn't have a properly
authorization of digital forensic tool and anti-forensic tool suffers
additional punishment should be arranged

Section for digital forensic
research support and
invigorate the industry

(8Digital forensic research
and industry promotion

Digital forensic technology research support article should be
arranged and logical basis about digital forensic research center and
digital evidence analysis center should be provided

In addition, promotion bill of digital forensic private industry and
prevention law of adverse effect of digital forensic technology should
be arranged

- Obligation of digital forensic education and manpower training
support article should be arranged. In addition, article to prevent
invasion of people's privacy by using digital forensic technology
should be arranged
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Table. 5 5 Categories and 10 core technologies of government leading ICT R&D mid-Long term strategy

Field Technology Concept Ripple effect
The technology that enables full dimensional . .
. . -Lead media content new paradigm
hologram 3D media to produce, compressive transport, L .
. . -Respond $4billion world market in 2022
and diplay into the huge screen
Contents
Collaborative production technique based on | -Promote collaborate works between small
content 2.0 cloud for creating and distributing open | scale developers
type-participatory contents -$2.1trillion world market in 2016
Software technology that can recognize, | -Utilize native language education
intelligent SW decide, and express(conversation or gesture) | -Respond $245.5billion world market in
as a human 2020
Platform Internet of Everything | Super-connected service platform inter- | -Rear creative small scale service industry
(IoT) Platform connected various devices by internet -Respond $1.9trillion world market in 2020
Information  generating and  service Tize fi i . il
big data- cloud supporting technologies based on massive -Utilize for so VINg various social 1Ssucs
data -Respond $300billion world market in 2017
Sth generation (5G) MObll.e communication original technology -Lead mobile communication new
- that is 1000 times faster than present
mobile technology and radio propagation applied technology -market
Network telecommunication technology -Respond $7.64billion world market in 2017
smart network 100Gbps optimized network service support | -Future high qualified service infrastructure
technology based on software -Respond $2.1billion world market in 2017
-Lead new concept smart device
emotional device Context-aware mobile using technology | development
technology utilized user's five senses -Respond $235.1billion world market in
Devi 2020
evice
intelligent ICT Core sensing technology for realizing ICT —Securt_e core t_echnology of convergence of
nvergence modul nvergence new technol other industries
convergence moduie | convergence new technology -Respond $120billion world market in 2017
Data secure cyber attack reaction | New cyber security threat detecting and real | -Minimize cyber attack damage
technique time acting technologies -Respond $44.2billion world market in 2017
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