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A Study on Generic Unpacking using Entropy of Opcode Address

Won Lae Lee*, Hyoung Joong Kim**

Abstract

Malicious codes uses generic unpacking technique to make it hard for analyzers to detect their
programs. Recently their has been several researches about generic packet to prevent or detect these
techniques. And they try to focus on the codes that repeats while generic packing is doing
compression because generic packing technique executes after it is decompressed. And they try to
focus on the codes that repeats while generic packing is doing compression because generic packing
technique executes after it is decompressed. Therefore, this makes a interesting performance which
shows a similar address value from the codes which are repeated several times what is different
from the normal program codes. By dividing these codes into regularly separated areas we can find
that the generic unpacking codes have a small entropy value compared to normal codes. Using this
method, it is possible to identify any program if it is a generic unpacking code or not even though
we do not know what kind of algorithm it uses. This paper suggests a way of disarming the
generic codes by using the low value entropy value which comes out from the Opcode addresses
when generic unpacking codes try to decompress.
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<42~ 1> HelloWorld.c T2 %
int main(){

printf("Hello, World.\n"); }
<source 1> HelloWorld.c program
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<Table 1> Test Result of the Generic
Unpaking Result (C: Correct, F: Fail)
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