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Abstract Intrusion detection system is a means of security that detects abnormal use and illegal intension in

advance in real time and reenforce the security of enterprises. Performance of intrusion detection system is
judged by information collection,

detection result,

intrusion analysis, intrusion response, review and protection of intrusion

reaction, loss protection that belong to the area of intrusion detection. In this paper,
developed a evaluation model based on the requirements of intrusion detection system and ISO international

standard about software product evaluation.
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(Table 1) System of Quality Testing Module

Configuration Item Contents
Concept of |The basic concept of evaluation
metric modules
what you want to get through the
Measurement .
cos measurement of the evaluation
Outline PUIDOSES module
Metri .
ctne where the metric belongs
category
T .
erm‘ explanation of related terms
Explanation
application  |target such as document or
target software
Necessary | Tools/resources required to apply
resources  |the metric
Coverage Techniques Test'ing techniques that can be
applied
Relevant  information to  be
Considerations |considered when apply evaluation
modules
Related Documents that metrics are
Reference .
derived
. Meas .
Metric eg@urement Data items to be measured
items

Measurement |[specific measure for the measure
method item to configure the metric
. definition of expression using the
Expression .
data items

Application Procedures

Description on specific procedures
and method to perform the test

Mapping of the

The range of metric results

measurements
Results | Interpretation
interpreta of the Provide guidance about how to
tion and | measurement |interpret the measurement results
reporting results
Reporting  |items to be reported as a document
requirements |on the measurement results
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(Table 2) The contents of test modules about
security of Intrusion Detection system

Subchara

. Iter
cteritics m

Related Items

Security Alarm

Does the system take the list of
corresponding action when the
security violations is detected?

Does the system create specified

Audit Dat: .
! A | qudit data?
. . Can approved administrator read all
Audit Re . .
U VIEW | qudit data from audit record?
Securit Storage Does the system protect audit
b y Protection  |record from unapproved deletion?
. Does the system take
Corresponding . . .
. corresponding action when audit
Action

data exceed the limit?

Loss Prevention

Does the system take an action
which should take if the audit trails
are full?
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(Table 3) The contents of test modules about
efficiency of Intrusion Detection
system

Subcharac

. Item Related Items
teritics

How long does it take for intrusion
detection system to detect a
intrusion on average?
How many times for intrusion
Mean detection system to detect a
Throughput |intrusion on average within the
time allowed successfully?
Suitability of |How long does it take for intrusion
Mean detection system to give
Processing  |information so as to take actions
Time after detection of intrusion?

Mean Time to
Detect

Efficiency
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(Table 4) An example of quality inspection table
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(Table 5) Checklist of Throughput

Test Case

Maximu

m Traffic

Maximum Traffic Test(Ist)

Maximum Traffic Test(2ndt)

Maximum Traffic Test(4th)

Q=W+~

(

(
Maximum Traffic Test(3rd)

(

(

Maximum Traffic Test(5th)

S S e

The average of the maximum traffic processible
without packet loss

The number of N

Result

Measure name

How long does it take for intrusion
Suitability of Mean|detection system to give information so as
Processing Time |to take actions after detection of intrusion?

A |Limiting value of Mean Processing Time

Mean Processing Time

Measurem

. make test cases and figure out the sum of
ent items B

time which take to test and devide it by the
number of test cases.

- Suitahility of Mean Processing Time = 1-

min (1, B/A)
N
expression -B-= %

- Ti = processing time of i th test
- N= the number of test cases of
processing time

The range of |0 < Suitability of Mean|result
results Processing Time < 1 value

problem
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