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ABSTRACT

Nuclear Power Plant Instrumentation and Control System(NPP 1&C) which is used to operate safely is changing from analog
technology to digital technology. Ever since NPP Centrifuge of Iran Bushehr was shut down by Stuxnet attack in 2010, the
possibility of cyber attacks against the NPP has been increasing. However, the domestic and international regulatory guidelines
that was published to strengthen the cyber security of the NPP I&C describes security requirements and method s to establish
policies and procedures. These guidelines are not appropriate for the development of real applicable cyber security technology.
Therefore, specialized cyber security technologies for the NPP 1&C need to be developed to enhance the security of nuclear
power plants. This paper proposes a cyber security technology development system which is exclusively for the development of
nuclear technology. Furthermore, this method has been applied to the ESF-CCS developed by The KINCS R&D project.
Keywords: CyberSecurity, Digital Instrumentation & Control System, Logical, Logical Architecture, Threat
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Table 1. Node information form

Node name Explanation

Node Definition of the node
Definition functions and characteristics

Table 2. form of nodes and Interfaces

f
Related type (.) . Exchanged
communicati
nodes . Data
on media
actuation
GC LC SDL .
signal
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Table 3. use-cases form

O Use case Identifier and Name

- The identifier is a unique number which we
can classify from the whole use case list and
it is composed by domain-indentifier-
classification-sequence number(specific se-
quence alphabet)

O Use case Objective

- The results of a successful performance of
the Use case procedure.

O Use case Explanation
- An Explanation of the Use case Objective

O Use case Starting Trigger
- This explains what conditions are needed
to start the use case

O The Security Characteristics of the Use
case

- Elaborate the Security Characteristics of
the Use case

- The security characteristics should show
the cyber threats which can occur when the
use case is conducted in the point of view of
confidentiality, integrity and availability.

O use case scenario
- This explains the specific sequential proto-
col for the use case to achieve its goal
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Table 6. use-case of ESF-CCS

Table 8. List of Security Threat in NPP

Use-case Related
No Explanation | nodes and
name .
interface
the PPS
ESF-CC sfﬁf s(ijcnsal transmits PPS
S-01 .g . start signal GC
transmission
to GC

Table 7. Sample use-case of ESF-CCS

ESF-CCS start signal transmission
O Use case Objective
- Receive the ESF-CCS start signal

O Use case Explanation
- Receive the ESF-CCS start signal in GC

O Use case Starting Trigger
- Start signal transmission from the PPS

O The Security Characteristics of the Use
case

- Integrity: integrity service is needed to
prevent the start signal from being tampered
with.

- The GC receiving module must always be
running and the communication equipement
and network infrastructure must operate
normally.

O use case scenario
- 1. the PPS transmits start signal to GC
- 2. Receive the ESF-CCS start signal in GC
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network
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T Unauthorized use of
X .
remote service access

T Attacks on network
6 components

Introduction of
T malicious code on
7 removable media and

external hardware

Table 9. Likelihood of Security Threat in
ESF-CCS
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Table 10. The result table of risk calculation curity-relevant information to au-
of nodes of ESF-CCS thorized personnel (e.g.., security
administrators),
Bsrces |11 l72 314! 5| 6 | 77 Odeﬁm'ng andﬂ documenting privileged
functions for system,
erequiring dual authorization for
GC M LM M critical privileged functions and the
LC M M| H M creation of any privileged access for
ETIP L L | M M users
CCG L e Ensures and documents that access
COM L M M enforcement mechanisms do not ad-
versely impact the operational per-
formance of system
eemploys alternate compensating se-
4.3 A ClX[E HSHIOJA|AE! AIO|H{EHOE QTAFSH curity controls when access enforce-
Aled ment cannot be used.
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Table 11. Cyber security control Sample of NPP

AC-2

Name Access Enforcement

e enforcing assigned authorizations
for controlling access to system in
accordance with established policies
and procedures,

e defining and documenting privileged
functions and security-relevant in-
formation for the system,

e restricting access to privileged func-
tions (deployed in hardware, soft-
ware, and firmware) and se-

Control

A= 187 Hel odode] Alolm Bk @ FALES
42004 A= "ol £33} vl sle] Table 12.3}
o] Afolmiel 913S Bk o] w©x] & & 9l
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N
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Table 12. Sample table of identified
controls for each security threat in NPP

security

Cyber Security Cyber security Threat

Requirements
Class
ificat| No. Controls TV\WTo| T T, | T3 | Ty | T3
ion
AC-1 Account ololo
Managements
Access
AC2 Enforcement 0 01010 0
Information
AC-3 Flow 0|00 0|0
AC Enforcement
AC—4 Separat}ons of 0 ololo o
Duties
AC-5 |Least Privilegel O | O | O] O[O |0 |O
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Table 13. table of suitable security controls in GC
of ESF-CCS

Cyber Security Cyber security

Requirements Threat

I(\{s (f:?csizjr? No. Controls T, Ty | Ty
ACL Maﬁzcg?;;l:nts 0 0

AC2 Eano(;ggrsrfent 0101010

Information

ao| ac |AC3 Flow 0] 0]
Enforcement
AC-4 Separations of olololo

Duties

AC-5|Least Privilege| O | O | O | O
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