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ABSTRACT

Based on some flaws occurred for implementing a public key cryptosystem in the embedded
security device, many side-channel attacks to extract the secret private key have been tried. In
spite of the fact that the cryptographic exponentiation is basically composed of a sequence of
multiplications and squarings, a new Square Always exponentiation algorithm was recently
presented as a countermeasure against side-channel attacks based on trading multiplications for
squarings. In this paper, we propose Known Power Collision Analysis and modified Doubling
attacks to break the Right-to-Left Square Always exponentiation algorithm which is known
resistant to the existing side-channel attacks. And we also present a Collision-based Combined
Attack which is a combinational method of fault attack and power collision analysis.
Furthermore, we verify that the Square Always algorithm is vulnerable to the proposed
side-channel attacks using computer simulation.

Keywords: Side-channel attack, Square Always exponentiation, Collision power analysis, Doubling attack
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Square Always Exponentiation(R-to-L)

1. Ro]=M :R[1]=1: R2]=

2.i=0: j=0
3. while(¢ <1—1) do

4. j=d; (1+(j mod 3))

5. R[M;|= R[M,,]+ Ry mod N

6. R[M;,]= R[M;;]/2 mod N

7. RIM,; ,|= RIM,;]— R[M] mod N
8. R[M,4]= RIM;}* mod N

9. i=i+ M}

10. Return(R,)

Fig. 3. Right-to-Left Square Always Exponentiation
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ji=0 (% if j was 0]
R[0] = R[0]+ R[0] mod NV *
R[2] = R[0]/2 mod NV *
R[0]= R[0]— R[2] mod N *
R[0]=R[0]* mod N
i=i+1 *

(a) In case j=0(d7r =0)
1=1
R[2)= R[]+ R[0] mod N
R[2]=R[2]/2mod N
R[1])=R[0]— R[1] mod N
R[2)=R[2)*> mod N
i=1 *

(b) In case j=1(d, =1)

j=2

R[0]= R[2]+ R[0] mod N *

R[1]=R[1]/2mod N

R[0] = R[0]— R[2] mod N *

R[1])=R[1)* mod N

i=i *
(¢) In case j=2(d;, =1)

Jj=3

R[0] = R[0]+ R[0] mod NV *

R[0] = R[0]/2 mod NV *

R[1]=R[2]— R[1] mod N

R[0]=R[0]*> mod N

i=i+1

(d) In case j=3(d, =1)

7

Fig. 4. Four states of main loop in Square

Always exponentiation algorithm
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Fig. 5. State diagram of Square Always exponentiation algorithm
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0] 1 R[2]= ( MZH )2 R[1]= (%)2 ;E]]_:ﬂ];
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4| 0| Rlo]=m* égiﬁcsf?rf
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6 1 R[2]= (M) R[1]= (M)Z g[g]]:ﬁ;

Return R[] =M™

Fig. 6. An example of proposed Known Power Collision Analysis attack
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; d, =0 j=1 j=2 ji=3 Remarks

M\? M\ R[1]=0 Adjacent

0 1 R[2] (*) Rl1]= (7) R[0]= ]l/lz Collision

2\ 2\ R[1]= Adjacent

1 1 R[2]= (7) R[] = (T) Rl0]= _M4 Collision
21 0| Ro]j=M°

8 \2 e\ R[1]= Adjacent

3 1 R[2]= (—) R[l]= (T) Rl0]= [lb Collision
4 R[0] = M
R[0] =M™

25 \2 A04\? R[1]=0 Adjacent

6 1 R[2] ( ) R[1]= ) R[0] = A7 Collision

Return R[1]=0

Fig. 8. An example of Collision-based Combined attack
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Table 1. Comparison of power analysis attacks
: Proposed
Doubling(9) Relative
Doubling(10] KPCA Modified Doubling
Target Square- Montgomery X )
algorithm Multiply Always Ladder Square Always Square Always
Exponent

scan method

Left-to-Right

Right-to-Left

Right-to-Left

Right-to-Left

Exponentiation

d 2\d 2\d d 9! 1 2\d
Power signal M (M) M, (M) M® M M (A
Checki Litth © i-th D i-th for M* © i-th for (M)
loops for for (27 for (A" | @ (i+1)~th(j=0) | @ (i+1)-th(j=0)
collision test @ (i+1)-th @ (i+1)-th or (i+1)-th(j=3) or (i+1)-th(j=3)
for M" for M* for M? for M?

Secret
Information

Absolutely d;

Relationship of
d; and d;

Absolutely d,

Absolutely d;
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Ao thgt Q1% Al T3t vle) 243 4 gl Suko g weg gk HelA A714e w4 o
R 3Ao] A4 shsstt. 2, wAA FAlel 2] A Abwbteleh. e Atomicityl 7IMRE A4S
& Fasirieie o] FAlskEl wAA| o gk A5 2 fAEkaL slvke Aol v Had FAe] ks
s IS ARl vle] SR 5 ol AA7E slet ks ‘i'a‘“l 7b ek Atomic daEFES BE b
W FA0] 7hssirhs MellA] thd 37k W Rt 7 A Aabez At sirjete T Ad g wd
H 34 whelzta & 4 sleh 7] BlEZ} 1 Wi 0% W 7RAlE Sk 3y 3k 1

el Algkshs 23 ¥4 = (12)9 23 2 FAEkaL slet wheba] AR e A Aol g
AT 07 F9q] wdle EolaiAnt Az 2wy &5 Ak w2 Hew pdshs Bt 3 EAs
oA Aol7k glrt. = (12)9] 23 34L& 2F F wu] o] gholl tig F= o5 AY A4S T3 &
3 F 03} FaIAE ¥2-S SPAR #33)] )Y 7] A sick vl A7k =2 i
2 el ghlel wh AQksls 23 TA AL $ =l A AARE A mbe] Al A A8
F 9l F 349 YA FE o] BAseA o Pedt Ae 2nhE ke e s A
5 AY £4E B3l Felste] v 715 otk Square Always ¥ae]5S 7Ag F Az 5

el A A Y R FA 4w AY 5 2 FAelA] 4] AHE SR LFE FUT
< of7A s 7122 DPA W 71& A48 F AL Axgewy sels & 5 ok AAR
wholat 4= olr}, B3|, wao] AREEE 2|42 A Fiex} Venelli® RSA AlzgellA F& 48 2o}
3 S 4F AAAE ARE st Seed WE AR Zele 34 AW b glem(),
(blinding) 712 AH&-shd AA| g odibel 214 Amiel¥} Villegast &5 713 w AY #4498
e s 74 AL ghel WEkE Qs 25 e 233 34 APE Tl e A 22l S ol
zHs- = §lo]l KPCASF M3 Doubling 345 el Asstalnh, E=elAe Al stedoldl Ad 24
3 4 9l aey 2=E el 7higk 23 34 & S G4A A ¢ 9= AE 1838l Square
F 79 o she] setegy vy 715 Hoh Always daelgol dgt 43 24 439 23 ¥
A Hez SeeldS 483 DPA W8 7S 74 Aol 7hedtE AHarel AlEdeld S F3l ASstaat
s 4 gleh, et

o] 913 WA Ak A4k o] f5te] B qdal

Fig. 9. Simulation of KPCA attack

(1)*(2"1) Exponentiation Square Alvays Exponentiation for M*d TET\E
$[0]= 9318, 11f ..... , hiMg S[@]= c24, 6758 ..... . 4872
$111= 3ec3, cbbd ..... ,2had\3“= 870, 1134 ..... » £e85
$120= B¢, d64 voner 5431\3[911: 9310, 11f ..... N %) |
s[a]= 2!18!:, 4],51 e 5755\8[1:': 3803, chdd ..... , 2had 0
04)= 174?‘ 120 ..... s 757 S[2]= 25¢, df64 ..... » 5d81 0
\ S[3]= 1982, c618 ..... » 2cB6
\S[3]= 46fh, 6827 ..... . 4981
S[3]= 2dec, 4b51 ..... » 5756 1
S[4)= 8fa8, 7db ..... » h29%c
S[4]= 4fc6, 990c ..... » S88f
S(4)= 1747, 1262 ..... . 7257 1
v
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o L . Time
Square Always Exponentiation for M*d Exponentiation for (M*2>"d{Doubling -
S[B1= c24, 6750 ..... ., 4872 S[8]= c2c, 7ale ..... » h%ad 1
S[Bl= 8a70, 1134 ..... , fc85 S[01= 1335, 68e8 ..... , dc2a
S[el= 9318, 11f ..... . h3h8 S[B1= 3ec3, cbBd ..... . 2bad o
S[11= 3ec3, cbBd ..... » 2bad S[11= 25¢c, dfed ..... , 5d81 0o
S[2]= 25¢c, dfe4 ..... , 5d81 /3[2]= 2dec, 4b51 ..... » 5756 1
S[3]= 1982, cb1B ..... , 2cB6 S[31= 228, deBd ..... » bB31
S[31= 46fh, 6027 ..... , 4981 S[31= 28dc, 8dfa ..... » 96d1
S[31= 2dec, 4b51 ..... » 5756 S[31= 1747, 1282 ..... . 7257 1
S[41= 8fa8, 7fdb ..... » h2%c S[41= 4689, a126 ..... . Bie
S[4]1= 4fcb, 998c ..... » 588f S[41= 83h5, fcfd ..... . afc?
S[41= 1747, 1202 ..... . 7257 S[41= 69d6, edBf ..... . 796 ¥
Fig. 10. Simulation of modified Doubling attack
~ - Time
Combhined attack in case R[11=0 ——
S[0l= 8343, a572 ..... . ah93
S[A]1= 8343, ab72 ..... , ab?3 1
S[A1= 3ec3, cbBd ..... -, 2bad
S[11= 25c, df64 ..... . 5d81 0
S[2]1= 2dec,. 4b51 ..... . 5756 0o
S[31= 2c58., ?a ..... » 5223
S[3]1= 2c58, 22 ..., . 5223 1
2 7257
[4]1= 6782, 3338 ..... » 2d08
24008 1
..... - 796
—_— v
Fig. 11. Simulation of Collision-based Combined Attack
< %8s Square Always ¥E]ES Colz Z=o] dejutar gl o] & F& vl 71E 314 v
ftsl KPCASF ¥ Doubling 54 233 = HE F&d 2H 1, 0 o] & &

7 g
3§ BN FE Aol WASH: 2% Baskat. A

EHoldelA e A7k 1024v]E A3 N3} v 7] = & 5tk

dell Wl M-S sasisict. &, A&l el th Fig. 102 M3 Doubling s4 A 5 %
Ae FE 4 1A o Bd 5 gES 2 Ask o] Mlske AL 1l Zlojth a3e) 9Fe MY
gkl 249 Aeis Hskel Ael kv ATk oz @ gl 9 BEL 1PS HoR 3 v
& 1024vE W 7] 4o F AHSH] A= & Astelet. afelAE FE o] WAshs $1A7t
0xDA19E AR8-3ksict. th FEAA 2#A] g2Ael wet vd Nin

Fig. 9= KPCA F4el4 & 4] HAst= 7 g 5 9leg o 4 g}

< 18l Zeld] 92 Ape] 17 ghe AR 3} w3 Fig. 11614 53z vje} o] ez 28 R[]
ol 2L A% BES £AH0R A shedrh o] 00 ABH oF 79l AL /MYS 25 4
aela 22F2 AAE Square Always ¥iElE of WAhE A& o & glh Ax B Rl1]] Al
o sa)ebs TR 7+ Zxo| ke FAE Aolt), FE U F kR QAR oy F2eA FE 4
shedel] W wlel gro] 91me] FHEo] L.EE ZhE) o] MHAER W] 7] W] EE 1o] M3 1%A] e A
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