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ABSTRACT

The related-key attack is regarded as one of the important cryptanalytic tools for the security evaluation of block ciphers. This
is due to the fact that this attack can be effectively applied to schemes like block-cipher based hash functions whose
block-cipher keys can be controlled as their messages. In this paper, we improve the related-key attack on lightweight block

cipher PRINCE proposed in FSE 2013. Our improved related-key attack on PRINCE reduces data complexity from 233 [4] to 2.
Keywords: PRINCE, related-key attack, lightweight primitives.
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Table 1. Comparison of the previous FSE 2013
attack and ours on PRINCE

FSE 2013(4) This paper
Rounds 12 (full) 12 (full)
Data 233 2
Time 264 204
Memory 233 2
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Fig.4. Existing related-key attack(4) using the «
-reflection property
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Fig.5. Configuration about Improved Related-key Attack against PRINCE
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Fig.6. Our improved related-key attack on
PRINCE
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