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ABSTRACT

Underwater Acoustic Sensor Networks(UASN) enables varied study from collected data of underwater
environments such as pollution monitoring, disaster prevention. The collected data is transmitted from underwater
to terrestrial communication entity by acoustic communication. Because of the constraints of underwater
environments include low data rate and propagation delay, it is difficult to apply cryptographic techniques of
terrestrial wireless communication to UASN. For this reason, if the cryptographic techniques are excluded, then
collected data will be exposed to security threats, such as extortion and forgery, during transmission of data. So,
the cryptographic techniques, such as the authentication and key establishment protocol which can confirm
reliability of communication entities and help them share secret key for encryption of data, must need for
protecting transmitted data against security threats. Thus, in this paper, we propose the light weight authentication

and key establishment protocol.
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Table 1. Comparison of two networks

Cluster-head based Ad-hoc based

Entities Sensor node Sensor node
Cluster-head
Nodes are distributed

in time intervals

- Be suitable

Merits . for real-time
- To avoid packet ..
.. data transmission
collision
- Difficult real-time data
transmission
. - Packet
Demerits | - The problem of cluster ..
collision

head causes network
performance
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Table 2. Comparison of two networks environments

Underwater Terrestrial
environment environment
Communication . RF (Radio
Acoustic
method Frequency)
Data rate (about) 1.5km/s 3 x 10° km/s
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Symbol Description Size note
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Table 4. The comparison of counter-measure
proposed protocol existing authentication protocol for wireless sensor network
Attacks UW-AKE Abraham’s [9] Ibriq’s [10] Kyusuk’s [11] ZigBee [8]
O/X| counter-measure | O/X| counter-measure | O/X| counter-measure | O/X| counter-measure | O/X| counter-measure
use of random
use of nonce and use of random use of nonce and use of random
* Replay Attack (0] X . o (0] number and (0] K K o
identity number . K identity number
identity
. use of chained use of chained use of chained
* Interleaving Attack (6] X - (@] (0] X -
nonce(MAC) nonce(MAC) nonce(MAC)
* Reflection Attack O | use of identity | X - O | use of identity | O | use of identity | X -
use of random use of random use of random
* Chosen-Text Attack O | use of nonce (6] (6] O | use of nonce o
number number number
E 5 7 Z2eZ YEY3 3 24 A dHoly 27
Table 5. The network environments and message size of protocols
L proposed protocol existing authentication protocol for wireless sensor network
ist
UW-AKE Abraham’s [9] Ibriq’s [10] Kyusuk’s [11] ZigBee [8]

* Network topology

Cluster-head based

Cluster-head based

Cluster-head based

Cluster-head based

Ad-hoc based network

network topology network topology network topology network topology topology
- Sensor node - Node - Node u Sensor node
L. . - Cluster head - Cluster head - Node v sink 1
* Authentication entities . . i - Sensor
- Surface sink - Intermediate CH - Cluster head sink 2
- Base station - Base station - Base station Base station
* Transmitted message uw TE
X . 46 ~ 70 54 ~ 71 9 ~ 42 8 ~ 10
size (min ~ max) 13~22 13~31
* Total message size for o 13
one sensor 61 44 324 341 167 36
authentication total : 105
# Message size : byte ¥ min : minimum ¥ max : maximum
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