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Ⅰ. Introduction

While the advances in, and commoditization 

of, information communication technology (ICT) 

enable business organizations to achieve and 

maintain competitiveness in the marketplace, 

combating the increasing numbers of external 

and internal security threats that exploit orga-

nizational vulnerabilities is a major challenge 

[Deloitte, 2009; Richardson, 2008]. Goel and 

Shawky [2009] indicate that the announcement 

of security breaches had a negative impact on 

the market value of the publicly traded firms. 

Furthermore, the growth in regulatory mecha-

nisms, such as the Sarbanes-Oxley Act (SOX) 

and Personal Data Protection Act, has also had 

a profound impact on the discursive process 

about risk management and corporate gover-

nance in organizations. Over the years, we have 

seen the emergence and inclusion of informa-

tion security strategy as part of the strategic dis-

cussions at the board level. In 2007, 57% of the 

respondents in the Deloitte Global Security Sur-

vey indicated that information security strategy 

was an important issue for board members. We 

argue the above statics might underestimate the 

involvement of board in information security 

management. From the perspective of regula-

tory compliance and IT-enabled business opera-

tions, the topic of information security and risk 

management might have been explicitly inte-

grated under the discussion of corporate gover-

nance in general. For instance, Sarbanes-Oxley 

Act Section 404 requires corporation senior mana-

gement and board of directors to be responsible 

on the effectiveness of internal control, within 

which information technology control plays an 

important role in ensuring the confidentiality, 

availability and integrity of organizational in-

formation. Thus, we contend that the board 

might not discuss information security strategy 

as a separate agenda. Instead, information se-

curity's content and relevance have often been 

integrated as part of corporate governance dis-

cussion. As the IT Governance Institute1) report 

state that 

"boards of directors will increasingly be ex-

pected to make information security an in-

trinsic part of governance" (p. 11).

More and more empirical examples from the 

industry have offered support to this trend of 

the development. To name, the recent event of 

Target’s data breach in late 2013, which led to 

the resignation of CEO and re-election of the 

company’s directors, has shown the awakening 

recognition on the importance of the directors 

in safeguarding organizational information assets. 

In 2014, the National Association of Corporate 

Directors had nearly 100 board directors atten-

ded its first cybersecurity summit. Other com-

panies such as Kellogg and Delta Air Lines have 

been reported to discuss the cybersecurity is-

sues at their board meetings. 

Therefore, against this background, this study 

attempts to explore the relation between board 

structure and the likelihood of information se-

curity breaches. Within corporate governance lite-

rature, scholars have shown that a company's 

board of directors plays a crucial role in influ-

encing how managers handle risks and develop 

policies. Studies have shown variables such as 

board size and heterogeneity can have an im-

1) http://www.isaca.org/Knowledge-Center/Research/ 

Documents/InfoSecGuidanceDirectorsExecMgt.pdf.
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pact on the board's decision-making processes, 

which in turn might influence the likelihood of 

fraud [Beasley, 1996] and bankruptcy [Daily and 

Dalton, 1994], for instance. Following the sim-

ilar vein, we argue that board structure and het-

erogeneity might affect the outcome of the deci-

sion made on information technology control and 

information security governance, consequently, 

affect the effectiveness of information security 

management in organizations. In this study, our 

objective is to explore the above association. 

Nevertheless, scholars have pointed out that the 

effectiveness of the organization's information 

security programs can be difficult to observe by 

both insiders and outsiders. Prior literature of-

ten uses information security events to capture 

the consequences of information security man-

agement (e.g., [Kwon et al., 2013; Wang et al., 

2012]). We adopt similar approach in this em-

pirical study. In particular, we would like to 

explore the relation between the board's struc-

ture as well as heterogeneity and the likelihood 

of information security events. 

For our empirical analysis, we develop and 

test our hypotheses using the secondary archival 

data of S&P 1500 firms in the Risk Metrics data-

base for the period from 1997 to 2009. This data-

base allows us to retrieve information about the 

board composition such as the number of in-

dependent directors on the board, and age as 

well as tenure of each director. Similar with 

other studies, we collect media reports on in-

formation security breaches from major media 

outlets using the Factiva database as well as the 

CNet and ZDNet websites. Our findings demon-

strate that the board size, the average age/ten-

ure and the heterogeneity of age are negatively 

associated with the possibility of security brea-

ches. In contrast, the proportion of independ-

ent directors and the heterogeneity of tenure 

are positively related to the likelihood of se-

curity breaches. We believe that our empirical 

findings have a number of theoretical and prac-

tical contributions. First, our research findings 

can extend support to the emerging industry 

awareness on the importance of board directors 

in information security management. This can 

strengthen the arguments for incorporating in-

formation security to a boardroom issue. Se-

cond, our empirical results further provide in-

sightful analysis regarding the relationship be-

tween the board composition and the likelihood 

of information security breaches. Literature in 

corporate governance field has shown board size 

and other demographic characters can influence 

the group dynamics and the subsequent deci-

sion outcome of the boardroom discussion. Our 

empirical analysis can be of useful when select-

ing board of directors, e.g., the re-election of 

board members at Target in 2014. We consider 

that with this knowledge, the company would 

be able to evaluate the issue such as board ten-

ure and heterogeneity. Third, while top man-

agement has been known for its importance in 

information security management, the existing 

studies overlook the potential role of board of 

directors in this area. Thus, we consider that 

our exploratory findings can stimulate further 

research in the information security field to 

study different aspects of board composition in 

managing information security issues in organi-

zations.  

The remainder of the paper is organized as 

follows. In the next section, we consider the the-

oretical perspectives relevant to an organiza-

tion's board structure and information security 
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management policy. In Section 3, we describe 

our theoretical framework and present our hypo-

theses. We continue with the description of the 

research methodology deployed in this study 

and the discussion of empirical findings in Sec-

tion 4 and Section 5. In Section 6, we conclude 

with discussion of the contributions and im-

plications of our research. 

2. Research Motivation and 
Theoretical Framework

In this section, we discuss our research moti-

vation and background within the context of in-

formation security management and governance.

2.1 Organizational Aspect of Informa-

tion Security Management

As mentioned earlier, the widespread adop-

tion of information technology infrastructure has 

focused managerial and scholarly attention on 

one of its unwanted side effects, i.e., the risks 

associated with technology diffusion (e.g., [Carr, 

2003; Ciborra, 2006]). Through our review of the 

prior literature, we found that the organizatio-

nal aspect of information security management 

research is still relatively limited compared with 

researches on its technical counterpart. Within 

the organizational perspective, scholars have 

identified the importance of a company's senior 

management in determining the information se-

curity strategy. Straub and Welke [1998] pointed 

out that the scope of management knowledge 

can influence the adequateness and effective-

ness of security planning in the organizations; 

and Chang and Ho [2006] observed that the IT 

competence of a business manager has a pos-

itive influence on information security mana-

gement. Kankanhalli et al. [2003] posited that 

strong support from an organization's top mana-

gement usually results in a greater effort to im-

plement deterrent or preventive controls. More 

recently, Hsu [2009] concluded that the percep-

tion of top management can play an influential 

role in the roll-out of information security man-

agement certification. 

In addition to studies of senior management 

involvement, some researchers have examined 

the security issues associated with the end-us-

er's behaviour. For instance, D'Arcy et al. [2009] 

found that user awareness of security counter-

measures, such as policy and computer mon-

itoring, is directly associated with the perceived 

severity and certainty of penalties for IS misuse. 

Herath and Rao [2009] analyzed the impact of 

extrinsic and intrinsic motivation on an emplo-

yee's intention to comply with the organiza-

tion's IS security policy. Their results demon-

strate that extrinsic motivations, such as social 

influence and peer pressure, are important in 

determining an individual's intention to com-

ply with such policies. Intrinsic incentives, such 

as the perceived effect of one's behaviour, also 

have a positive impact on the intention to com-

ply with security policy. In addition to studies 

of management and end-user involvement in 

information security management, some resear-

chers have investigated the economic issues as-

sociated with investment in information security 

management [Cavusoglu et al., 2005; Gordon 

and Loeb, 2002; Gordon and Loeb, 2006], se-

curity policy and certification development [Back-

house et al., 2006; Dhillon and Torkzadeh, 2006; 

Siponen and Iivari, 2006] and risk management 

frameworks [Baskerville, 2008; Karabacak and 
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Sogukpinar, 2005]. 

In this paper, we recognize the contribution 

of the above studies to the organizational ap-

proach to information security. However, we 

believe that the strategic importance of effective 

IS management at the board level is apparent 

and should be addressed by researchers and 

practitioners in light of legislative development 

and significance of IS security governance. We 

discuss this aspect in the next sub-section.

2.2 Information Security Governance

In recent years, calls for more effective infor-

mation security governance have grown stron-

ger in the practitioner community. With the ever 

increasing complexity and interconnectivity of 

technology infrastructure and the correspond-

ing reliance on digitalized information, it is now 

imperative that information security issues are 

discussed and addressed at the senior manage-

ment and board level. To this end, the IT Cor-

porate Institute also released a report contain-

ing information security governance guidelines 

for a company’s board of directors and execu-

tive management. It clearly defines information 

security governance as 

“a subject of enterprise governance that pro-

vides strategic direction, ensures that ob-

jectives are achieved, manage risks appro-

priately, use organizational resources re-

sponsibly, and monitors the success or fail-

ure of the enterprise security program.” 

(p.17)

The report highlights the need for senior ex-

ecutives and the board of directors to under-

stand, guide, and prioritize information security 

management initiatives in an organization. Clearly, 

support and guidance from the board can have 

a substantial impact on the effectiveness of an 

information security program. 

Within the scholarly community, several stu-

dies have implicitly pointed to the relevance of 

the board on information security governance. 

Chai et al. [2011] analyze the relation between 

the market value and security investment an-

nouncements. They found that the investor com-

munity overall showed favorable reactions on 

a firm’s security investment decision. Yayla and 

Hu [2008] investigate the role of a CIO in corpo-

rate governance and a firm’s performance. In 

their empirical investigation of 433 companies, 

the authors found that CIO compensation can 

suffer from the lack of IT attention at the board 

level. More importantly, the alignment of CIO 

and other top management compensation pack-

ages has a significant positive effect on a firm’s 

long-term performance. Focusing on security 

threats and vulnerabilities, Cavusoglu et al. 

[2004] assess the impact of security breaches on 

the market value of breached companies. Their 

results indicate a negative market reaction when 

there is an Internet security breach announce-

ment. Why are the above findings relevant to 

the board structure of a firm? In addition to the 

call for attention from the practitioner community, 

learning from the management and accounting 

literature, researchers have highlighted that the 

corporate boards of directors have a great influ-

ence on corporate strategy and performance 

(e.g., [Baysigner and Butler, 1985; Ellstrand et 

al., 2002]). Furthermore, as indicated in the 

Introduction, information technology has been 

a crucial element of organizational internal con-

trol to meet legislative requirements. Putting to-
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gether, we argue that the board members have 

an important role in a firm’s information se-

curity governance. That is, their decisions will 

have an extensive implication on the implemen-

tation of information technology control and 

governance decision. As a result, these decisions 

will reflect on the effectiveness of information 

security management and the likelihood of in-

formation security breaches of a firm. Based on 

this line of argument, we propose that the issue 

of corporate board characteristics deserves more 

attention in the field of information security re-

search. In the next section, drawing on the liter-

ature on corporate governance research, we lay 

the theoretical framework for our empirical in-

vestigation.

2.3 Theoretical Framework

Corporate governance is one of the mecha-

nisms designed to solve the agency problem. 

That is, through control and monitoring func-

tions, a firm can lower the interest of conflicts 

between the owner and the managers [Jensen 

and Meckling, 1976]. In the corporate gover-

nance literature, the design and composition of 

the board is often discussed because of its over-

sight and monitoring function of a firm’s strat-

egies and structures [Applegate et al., 2009; 

Baysigner and Butler, 1985; Core et al., 1999; 

Shleifer and Vishny, 1997; Walsh and Seward 

1990). With the authority to select, dismiss and 

reward important decision-makers in organi-

zations, the board serves the function of moni-

toring management actions to ensure the pro-

tection of stockholders’ values in corporations. 

In evaluating the dynamics and capabilities of 

the board as an effective control mechanism, 

the organizational demography literature is po-

pular among researchers. As Bantel and Jackson 

[1989] explain that 

“the demography argument is relevant in 

that the decreased communication and in-

crease conflict associated with heteroge-

neity could influence the decision-making 

processes and outcomes of top manage-

ment teams.” (p.109)

In addition to the work of Bantel and Jackson 

[1989], different studies have been published in 

analyzing the link between demography and 

firm performance. For instance, Rosenstein and 

Wyatt [1990] demonstrate a positive stock price 

reaction around the announcement date of an 

additional outside director and suggest that 

shareholder wealth is affected by the propor-

tion of outside directors. Yermack [1996] find 

that firm performance is a decreasing function 

of board size because a large board has the 

problems of poor communication and poor de-

cision-making activities. Other scholarly studies 

drew attention to the effect on board composi-

tion on corporate strategy ranging from impact 

of strategic planning [Judge and Zeithaml, 1992] 

to R&D investment strategy [Kor, 2006]. Given 

that there is no past IS security literature avail-

able as well as to be consistent with the prior cor-

porate board demography research (e.g., [Beasley, 

1996; Goodstein et al., 1994]), we formulate our 

hypotheses in the following dimensions : the 

board size, demographic characteristics of the 

board, and the proportion of inside/indepen-

dent directors serving on the board. We detail 

our hypothesis development below.

Board Size: The size of the board is a com-

monly considered component of board struc-
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ture. In accordance with the group dynamic 

theories, an increase in the number of group 

members adds opposing values to group per-

formance. While a larger group size brings the 

benefits of additional resources, it also gene-

rates difficulties in control and coordination du-

ring the decision-making process [Smith et al., 

1994]. With respect to board size, Monks and 

Minow [1995] have shown that the larger the 

size of the board, the stronger the control func-

tion is and the more knowledge and experience 

of these directors have to the management team. 

However, prior evidence also suggests that a 

large board could result in communication dif-

ficulties and make the board ineffective [Jensen, 

1993; Lipton and Lorsch, 1992]. 

In the context of information security, the un-

certainty faced by a firm changes rapidly, we 

also see the tension of increasing board size in 

determining information security governance 

approach. From the perspective of knowledge 

contribution in group decision-making, we be-

lieve that the increasing size of the board can 

contribute to the knowledge base of various se-

curity issues, and hence can reduce the possi-

bility of information security breaches. In par-

ticular, the development of security technolo-

gies and the issues of cybersecurity risks are 

constantly changing and evolving. Therefore, 

having a larger board can help the generation 

of new knowledge and broaden the horizon of 

understanding in this fast-development area. 

However, other scholars hold different view-

points when considering the communicating qua-

lity in group decision-making process. Studies 

have also shown that a larger group of directors 

can also complicate and slow down the decision- 

making process at the board meeting [Olson, 

1982] and hinder the organization’s capability 

of responding to the environmental change and 

potential information security threats [Goodstein 

et al., 1994; Harrison, 1987]. In accordance with 

this school of thoughts, we consider that have 

more board members can hinder the effective-

ness and quality of decision-making. Since in-

formation security issues are more diverse and 

less defined such as the scope of information 

security risk disclosure or the level of infor-

mation security investment, a larger group of 

directors might lead to a variety of opinions 

and the difficulties to reach consensus. As a re-

sult, a larger size board could make the board 

less effective and increase the possibility of in-

formation security breaches. 

Since both theoretical arguments from the lit-

erature could be true when applying to the con-

text of information security, we set up two com-

peting hypotheses as in Hypothesis 1a and 1b.

Hypothesis 1a: The number of the board of directors 

is positively associated with the like-

lihood of information security breaches.

Hypothesis 1b: The number of the board of directors 

is negatively associated with the like-

lihood of information security breaches.

The Independence of the Board: The composition 

of individuals who serves on the board of the 

directors can either be internal senior managers 

or independent members from outside of the 

organization. Internal manager possesses a grea-

ter amount and better quality of information 

that is relevant to strategic decision. By contrast, 

the conventional wisdom that supports the value 

of independent directors normally establishes 

from the perspective of agency cost or monitor-

ing cost such as Forker [1992], Klein [2002], 
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Raheja [2005], and Drymiotes [2008]. Proponents 

argue that independent directors are better mo-

nitors to reduce the agency problem faced by 

the firm (i.e., enhance the monitoring function) 

which could increase the performance of the 

firm [Core et al., 1999]. 

In our information security context, we argue 

that inside (employee or affiliated) directors 

compose the internal knowledge about the val-

ue and risk associated with the internal oper-

ation and business process while outside direc-

tor offers the experiences and knowledge asso-

ciated with the emerging risks which might be 

overlooked by the internal management. We 

consider that with regard to management of in-

formation security, it might require a higher 

percentage of inside directors for the following 

reasons. First, as D'Arcy et al. [2009] pointed 

out, about 50% to 75% of security breaches and 

the misuse of IS resources originate from within 

the organization. An effective user awareness 

of security countermeasures necessitates a care-

ful implementation of security policies, educa-

tion program and computer monitoring mecha-

nisms, which generally entails a great extent of 

internal organizational knowledge. We contend 

that insider directors have a better access to in-

formation that is relevant to strengthen the user 

security education and training program. In a 

number of studies, top management support 

has proven to be important for the assimilation 

and effectiveness of information security man-

agement [Kankanhalli et al., 2003; Hsu et al., 

2012]. Thus, we articulate that insider directors 

are more able to development an appropriate 

information security policy and demonstrate 

stronger effect on employees’ attitude towards 

information security management. This would 

then reduce the possibilities of information se-

curity breaches in organizations. Second, the 

implementation of information security manage-

ment requires regular review and continuous 

security management improvement in order to 

adapt varying environmental contingencies. For 

insider directors, they posit the advantages of 

receiving ongoing feedback within the organi-

zational structure and initiating ongoing changes 

in organization’s social structure. The chief en-

terprise risk officer from Visa corporation has 

commented that it is importance to the board 

members understand information security as “a 

business-process problem.”2) We consider the in-

side director would have a more comprehensive 

and insightful understanding of the organiza-

tional business process and practices than the 

independent directors. Third, as indicated by prior 

studies, senior management initiatives and the 

involvement in security programs and rewards 

for security-associated behavior can foster the 

creation of a security culture [Ranmachandran 

and Rao, 2006]. We consider that having a higher 

percentage of inside directors on the board can 

strengthen the strategic importance of manage-

ment involvement in security management pro-

gram within organization. Therefore, building 

on the arguments above, we hypothesize that 

Hypothesis 2: The proportion of independent direc-

tors is positively associated with the 

likelihood of information security brea-

ches. 

Age and Tenure: In assessing the relation bet-

ween board composition and firm performance, 

2) http://online.wsj.com/news/articles/SB1000142405-

2702304773104579266743230242538.
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age and organizational tenure have been an in-

terest of investigation for organizational theorists 

[Carter et al., 2003; Finkelstein and Hambrick, 

1989; Johnson et al., 1993; Robinson and Dechant 

1997). The main argument in this stream of liter-

ature is that the age and tenure is associated 

with the director’s experience and cognitive ca-

pabilities in making effective decisions. TIAA- 

CREF [1997] states the board should be com-

posed of “qualified individuals who reflect di-

versity of experience, gender, race and age” in 

its document about corporate governance. Simi-

larly, the National Association of Corporate Di-

rectors suggests that firms need to consider di-

rector diversity when forming the board. In dis-

cussing age and tenure, average age of tenure 

as well as heterogeneity of those are the two as-

pects of particular interests to organizational re-

searchers. Average age of board members is rel-

evant with the cognitive ability in decision ma-

king. Scholars suggest that certain cognitive ca-

pabilities such as learning ability and memory 

seem to fade away with age and older managers 

have thought to hold a risk-averse attitude [Bantel 

and Jackson, 1989; Burke and Light, 1981]. By 

comparison, younger managers with a more re-

cent education are open to innovation and know-

ledgeable of new technical know-how. With re-

spect to organizational tenure, Pfeffer [1983] sug-

gests that the similarity of educational and or-

ganizational experience usually serve a better 

common ground for mutual understanding and 

effective communication. The increasing group 

tenure offers the value to maintain stability and 

reduce group conflict during the decision-mak-

ing process. In contrast, prior studies [Carter et al., 

2003; Finkelstein and Hambrick, 1989; Johnson 

et al., 1993; Robinson and Dechant, 1997] have 

also emphasized the importance of the diversity 

of the board and as a representation of good 

corporate governance, such as better understan-

ding of the environment, creativity and the ef-

fectiveness of problem solving. 

In the context of information security, although 

younger directors might have a better technical 

know-how, the older the directors or the direc-

tors with a longer organizational tenure nor-

mally accumulated a wealth of experience and 

know-how, which allows them in a better posi-

tion to advise managers when dealing with in-

formation security management issues faced by 

the organization. Similar to the argument pre-

sented earlier, the implementation of informa-

tion security policies requires ongoing feedback 

and continuous improvement. More tenured and 

older directors are more likely to develop a bet-

ter understanding of organization-specific secu-

rity management issues and to commit in long- 

term improvement program. With this commit-

ment, it would allow the development of a bet-

ter information security policy and the demon-

stration of senior management support in the 

implementation of information security manage-

ment in organizations. This consequently can 

mitigate the information security risks and re-

duce the potential information security breaches. 

Therefore, we believe that as the average age 

and/or average tenure of the directors increa-

ses, a firm can benefit from the increased know-

ledge of the board and reduce the likelihood 

of information security breaches.

As for heterogeneity of age and tenure, al-

though we consider that on average having an 

older board is more beneficial to reduce the like-

lihood of information security breaches, we ar-

gue that given that the rapid technological chan-
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ges and emerging security breaches, having a 

board with some young directors may strike the 

balance between the need for knowledge on in-

novative technologies from the younger direc-

tors and accumulated organizational or indu-

stry experiences from the older ones. Therefore, 

we argue that the heterogeneity of age of the 

board can reduce the likelihood of information 

security breaches.

By contrast, we believe that the heterogeneity 

of tenure may have a less favourable impact on 

a firm's security governance decision. Differing 

from age, Zenger and Lawrence [1989] consider 

that “tenure functions as an indicator of organ-

izational experiences… of familiarity with the 

organizational language” (p.357). From this view-

point, we contend that an effective implemen-

tation of security policies and user education pro-

gram entails a great extent of internal organiza-

tional knowledge and strong management in-

volvement. This is much easier in the situation 

when members of the board are more homoge-

neous because they share similar organizational 

and industry experiences. In other words, we 

argue that tenure heterogeneity may hinder the 

development of team cohesiveness and efficiency 

in decision-making, and thus would be positi-

vely associated the likelihood of information se-

curity breaches. 

Hypothesis 3a: The average age of the directors is nega-

tively associated with the likelihood of 

information security breaches.

Hypothesis 3b: The heterogeneity of age of the directors 

is negatively associated with the likeli-

hood of information security breaches.

Hypothesis 4a: The average tenure of the directors is 

negatively associated with the like-

lihood of information security brea-

ches.

Hypothesis 4b: The heterogeneity tenure of the direc-

tors is positively associated with the 

likelihood of information security brea-

ches.

In addition to our hypotheses above, we ex-

plore the moderating effect of age and tenure 

of the directors on the role played by the size 

of the board and the independent directors on 

the likelihood of information security breaches.

4. Sample and Research Models

4.1 Data Collection

We used all the S&P 1500 firms from 1997 

to 2009 as our sample. We chose this sample 

period because of the access limitation to the 

data about board of directors. Data about each 

firm’s board of directors was collected from the 

Risk Metrics database. We then calculated the 

number of directors on the board and the num-

ber of independent directors3) on the board in 

each firm for every year of the study period, 

as well as the age and tenure of each director. 

The calculation of the measures are discussed 

in Section 4.2.

Next, we searched the major media outlets 

for media reports on information security brea-

ches as a measure of the consequence of in-

3) An independent director is a director who has not 

material relationships with the company, such as 

an executive or an employee. That is, an indepen-

dent director can exercise independent judgment with-

out other potential interferences due to the mate-

rial relationship.
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<Table 1> Variable Definitions

Variable Definition Data Source

Breach
Equals 1 if the firm has information security breach announcement(s) at 
time t; 0 otherwise.

news articles

CSize Size of the firm which equals the logarithm of the total assets at time t-1. Compustat

CAge
Age of the firm which equals the logarithm of the age of the firm at 
time t-1.

Compustat

M/B
Market‐to‐book ratio of the firm which equals the market value of the 
firm divided by the common stockholders’ equity at time t-1.

Compustat

Ind Firms in the industry with two-digit SIC code of 73 Compustat

ITIntensity
The ratio of annual IT capital per employee deflated by the average ratio 
of all industries at the three digit NACIS code level based on the statistics 
disclosed by the U.S. Bureau of Economic Analysis.

Bureau of
Economic Analysis

BSize Size of the board which equals the number of directors at time t-1. RiskMetrics

IBSizePer
The average proportion of independent directors for each firm which is 
averaged in the sample period.

RiskMetrics

avgAge Average age of the directors for each firm at time t-1. RiskMetrics

avgTenure Average tenure of the directors for each firm at time t-1. RiskMetrics

CVAge
Heterogeneity of age; the coefficient of variation of age which equals the 
standard deviation divided by the mean at time t-1.

RiskMetrics

CVTenure
Heterogeneity of tenure; the coefficient of variation of tenure which equals 
the standard deviation divided by the mean at time t-1.

RiskMetrics

formation security management at the firms of 

interest from 1997 to 2009. We searched the Wall 

Street Journal, USA Today, the Washington Post, 

and the New York Times using the Factiva database 

as well as the CNet and ZDNet websites. The 

search terms were: (1) security breach, (2) hacker, 

(3) cyber attack, (4) virus or worm, (5) computer 

break-in, (6) computer attack, (7) computer se-

curity, (8) network intrusion, (9) data theft, (10) 

identity theft, (11) phishing, (12) cyber fraud, and 

(13) denial of service. These search terms were 

similar to those used in prior studies [Campbell 

et al., 2003; Garg et al., 2003; Wang et al., 2012]. 

The incidents from the DataLossDB (http://data-

lossdb.org) were used to further verify our search 

results.4) We then cross-checked the derived in-

4) See http://online.wsj.com/news/articles/SB110869-

427983158632?mod=_newsreel_4 for an example of 

the news article.

formation security breach reports with the sam-

ple of S&P 1500 firms. If a firm in our sample 

figured in a security breach report, we set the 

value of the variable Breach at 1, and zero other-

wise (see <Table 1> for variable definitions).5) 

The resulting sample size was 32,479 execu-

tive-year-event observations from 63 industries. 

As shown in <Table 2>, though six industries 

(two-digit SIC code 28, 35, 36, 49, 60, and 73) 

dominate more than 5% of the overall size, our 

industry distribution is indistinguishable at the 

firm level as the Compustat universe (the p-value 

for the Kolmogorov-Smirnov test is almost 1.00). 

5) It is possible that a firm may have multiple reported 

security breaches in a certain year. For the rest of 

the paper, we only present the case when only the 

first reported security breach is included. Our re-

sults are similar when we delete all the multiple 

security breaches for a single firm in a certain year. 
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<Table 2> Industry BreakdownTable 2: Industry Breakdown

Name of the Industry
% in
Our

Sample

% in
Compu-

stat
Name of the Industry

% in
Our

Sample

% in
Compu-

stat

metal mining 0.82% 2.81% communications 3.00% 3.34%

coal mining 0.16% 0.23% electric, gas, services 5.34% 2.62%

oil extraction 3.13% 5.00% wholesale durable 1.94% 2.17%

quarrying minerals 0.16% 0.29% wholesale non-durable 1.15% 1.31%

building construction 0.56% 0.54% building materials, hardware 0.30% 0.22%

heavy construction 0.30% 0.25% general merchandise stores 1.05% 0.61%

special trade contractors 0.16% 0.27% food stores 0.63% 0.63%

food products 2.14% 2.11% auto dealers and gas stations 0.43% 0.29%

tobacco products 0.16% 0.10% apparel and accessory stores 1.52% 0.55%

textile mill products 0.63% 0.63% home furniture, furnishings 0.59% 0.45%

apparel and others 0.86% 0.91% eating and drinking places 1.55% 1.27%

wood products 0.49% 0.50% miscellaneous retail 1.78% 1.56%

furniture and fixtures 0.40% 0.42% depository institutions 6.99% 6.66%

paper products 1.38% 0.81% non-depository credit institutions 0.92% 1.72%

printing, publishing 1.32% 1.20% security and commodity brokers 1.71% 1.07%

chemicals products 6.23% 5.23% insurance carriers 4.05% 1.73%

petroleum refining 0.86% 0.49% insurance agents and service 0.46% 0.39%

rubber 0.82% 1.00% real estate 0.13% 1.51%

leather products 0.26% 0.20% investment offices 2.83% 9.70%

stone, glass products 0.56% 0.62% hotels, rooming houses, others 0.30% 0.52%

primary metal 1.75% 1.16% personal services 0.30% 0.26%

fabricated metal 1.09% 1.41% business services 9.92% 9.41%

computer equipment 5.74% 4.54% automotive repair, services 0.16% 0.22%

electronic and others 6.76% 5.27% motion pictures 0.40% 0.80%

transportation equipment 2.34% 1.63% recreation services 0.92% 0.99%

measuring instruments 4.88% 4.23% health services 2.08% 1.51%

mis. manuf. industries 0.82% 0.98% educational services 0.40% 0.29%

railroad transportation 0.33% 0.21% social services 0.10% 0.12%

transit and transportation 0.13% 0.07% research, management, services 1.38% 1.52%

warehousing 0.63% 0.62% nonclassifiable establishments 0.36% 1.25%

water transportation 0.26% 0.41%

transportation by air 0.69% 0.63%

transportation services 0.46% 0.35%

4.2 Measures and Research Models

As identified above, our research objective is 

to investigate whether the board structure is as-

sociated with the possibility of breach announ-

cements (Breach). To operationalize this, we cal-

culated the number of directors (BSize) and the 

percentage of independent directors (IBSize) in 
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<Table 3> Descriptive Statistics

Variable N Mean Std Dev
Quartiles

Q1 Q2 Q3

Breach 32,479 0.01 0.095 0.00 0.00 0.00

CSize 32,454 3.13 0.770 2.58 3.05 3.62

CAge 32,478 1.22 0.315 1.00 1.20 1.46

Ind 32,479 0.17 0.377 0.00 0.00 0.00

ITIntensity 32,439 2.29 2.453 0.410 1.601 2.984

M/B 32,454 3.53 41.118 1.49 2.32 3.86

BSize 21,160 9.20 2.814 7.00 9.00 11.00

IBSizePer 19,517 0.17 0.248 0.06 0.08 0.11

avgAge 27,335 52.30 6.170 48.25 52.00 56.00

avgTenure 27,335 12.35 9.324 5.00 10.00 17.40

CVAge 27,335 0.09 0.082 0.00 0.09 0.15

CVTenure 26,902 0.45 0.428 0.00 0.41 0.74

a firm for each year from 1997 to 2009. For the 

measure of age and tenure, we calculated the 

average age of the directors and the average 

tenure (in days) in the firm for each year. Then 

we used the commonly adopted measure “coeffi-

cient of variation” to capture the heterogeneity 

of age and tenure [Williams and O'Reilly, 1998] 

which equals the standard deviation divided by 

the mean of age and tenure (CVAge and CV-

Tenure) also for each year. Furthermore, similar 

to prior literature [Cavusoglu et al., 2004; Wang 

et al., 2012], we controlled for firm size (CSize, 

logarithm of total assets (in millions) of the firm 

at the beginning of the year) and industry (Ind) 

for our analysis. For industry, we consider the 

firms in the industry with two-digit SIC code 

of 73 since (1) SIC code 73 has a majority of 

firms engaging in information technology and 

communication related businesses. For exam-

ple, on-line advertisement, search engine, data 

file services, internet security services, and etc. 

These firms’ revenue generating processes can 

be severely damaged by information security 

breaches and are more vulnerable to security 

incidents, and (2) this is the industry with the 

largest number of observations in our sample. 

As a robustness test, we consider a second 

measure of the potential industry differences. 

This second measure is IT intensity (ITIntensity). 

Following prior literature (e.g., [Kwon et al., 

2013]), we calculate the ratio of annual IT capi-

tal per employee deflated by the average ratio 

of all industries at the three digit NACIS code 

level based on the statistics disclosed by the 

U.S. Bureau of Economic Analysis. We also con-

trolled for the age of the firm (CAge) and the 

market-to-book ratio (M/B) which equals the 

market value of the firm divided by the com-

mon stock holders’ equity at the beginning of 

the year. The age of the firm and the mar-

ket-to-book ratio reflect a firm’s inherent un-

certainty which could affect the likelihood of 

information security breaches. Last, we control 

for the year effect in our model.

The descriptive statistics and the correlation 

of the variables are given in <Table 3> and 

<Table 4>. As given in <Table 3>, there are fewer 

observations for the board structure measures 
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<Table 4> Pearson Correlation

Breach CSize CAge Ind
IT-

Intensity
M/B BSize

IB-
SizePer

avgAge
avg-

Tenure
CVAge

CV-
Tenure

Breach 1.00

CSize 0.14
*** 1.00

CAge 0.03
*** 0.39*** 1.00

Ind -0.01** -0.21*** -0.19*** 1.00

ITIntensity 0.04
*** 0.15*** -0.125*** 0.116** 1.00

M/B -0.00 -0.01
* 0.00 -0.00 -0.01** 1.00

BSize 0.07*** 0.60*** 0.37*** -0.24*** 0.15*** -0.01 1.00

IBSizePer 0.08
*** -0.01 0.01 0.03*** 0.02*** 0.00 -0.09*** 1.00

avgAge 0.01
* 0.24*** 0.34*** -0.17*** -0.08*** -0.01 0.22*** -0.08*** 1.00

avgTenure 0.01** 0.21*** 0.26*** -0.11*** -0.07*** 0.01 0.19*** -0.18*** 0.46*** 1.00

CVAge -0.01 -0.14
*** -0.17*** 0.02*** 0.01* 0.00 -0.12*** 0.05*** -0.12*** -0.02*** 1.00

CVTenure 0.02
*** -0.07*** -0.10*** 0.03*** 0.07*** -0.00 -0.05*** 0.14*** -0.16*** -0.25*** 0.48*** 1.00

***significant at 1% **significant at 5% *significant at 10%.

due to missing values in the database. In <Table 

4>, note that the size of the firm (CSize) is pos-

itively and significantly correlated with board 

size (BSize) (0.602, p < 0.01). We acknowledge 

that such a correlation could be problematic if 

these variables are included in the same model. 

To further investigate this issue, we first regress 

board size on firm size then use the residuals 

from the regression to replace board size. Our 

results remain similar. In addition, we checked 

the VIF values for the main variables in our re-

gression models later. The lowest value is 1.004 

and the highest value is 3.442, which is for 

board size. The VIF value reduces to below 3 

after we replace the board size with the re-

siduals and our results remain similar. 

Based on our measures, we use Equation (1), 

Equation (2) and Equation (3) below to test our 

Hypotheses. Equation (1) focuses on age of the 

directors while Equation (2) considers tenure of 

the directors. Equation (3) takes into account 

both age and tenure in the same model. The 

dependent variable for these equations is Breach 

for firm i at time t. In these two equations, the 

independent variables are those defined earlier 

and are for firm i at time t-1, where the  are 

the coefficients and  is the residual terms. We 

estimate the coefficients using the logistic re-

gression model. Logistic regressions have been 

widely used in risk management contexts when 

the dependent variable is binary, such as opera-

tional risks, and information security risks (e.g., 

[Wang and Hsu, 2013; Hsu and Wang, 2014; 

Kwon et al., 2013]). Since we consider the like-

lihood of the occurrence of reported information 

security breaches, which is a binary variable (i.e., 

with reported breach or without reported breach), 

we also use logistic regression models.

Breachit = β0+β1CSizeit-1+β2CAgeit-1+β3Indit-1 (1)

+β4M/Bit-1+β5BSizeit-1+β6IBSizePerit-1

+β7avgAgeit-1+β8CVAgeit-1+β9BSizeit-1

×avgAgeit-1+β10BSizeit-1×CVAgeit-1

+β11IBSizePerit-1×avgAgeit-1

+β11IBSizePerit-1 × CVAgeit-1 + ΣYear

+ ε1it
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Breachit = β0+β1CSizeit-1+β2CAgeit-1+β3Indit-1 (2)

+β4M/Bit-1+β5BSizeit-1+β6IBSizePerit-1

+β7avgTenureit-1+β8CVTenureit-1

+β9BSizeit-1×avgTenureit-1+β10BSizeit-1 

×CVTenureit-1+β11IBSizePerit-1 

×avgTenureit-1+β11IBSizePerit-1

×CVTenureit-1+ΣYear+ε2it

Breachit = β0+β1CSizeit-1+β2CAgeit-1+β3Indit-1 (3)

+β4M/Bit-1+β5BSizeit-1+β6IBSizePerit-1

+β7avgAgeit-1+β8CVAgeit-1

+β9avgTenureit-1+β10CVTenureit-1

+β11BSizeit-1×avgTenureit-1+β12BSizeit-1

×CVTenureit-1+β13IBSizePerit-1

×avgTenureit-1+β14IBSizePerit-1

×CVTenureit-1+ΣYear+ε3it

5. Analysis and Results

5.1 Main Empirical Results

The results are given in <Table 5>. For Equa-

tion (1) (the second column in <Table 5>), the 

significant negative coefficient (-0.702 and -0.782, 

p < 0.01) for the variable BSize supports our 

Hypothesis 1a that security breaches are less 

likely to occur when the board is larger. As we 

indicated earlier, there are contrasting arguments 

considering the merits of having a larger board 

size. Our result shows that having a larger board 

is more preferable from the perspective of in-

formation security management. Our results of-

fer the empirical evidence that when the board 

size grows, the benefit of accessing to a diverse 

knowledge is crucial from the standpoint of de-

cision-making quality. This finding extends to 

the previous argument that a larger board can 

bring more knowledge and recourses in design-

ing and articulating a more effectiveness in-

formation security governance framework.

Next, our analysis of board characteristics in-

dicates that the percentage of independent di-

rectors in the board is positively in Equation 

(2) (1.455 and 1.376, p < 0.05 and p < 0.10) asso-

ciated with the possibility of security breaches. 

This supports our hypotheses and previous ar-

guments about the importance of internal direc-

tors in contributing to organizational knowledge 

for better information security governance. Prior 

literature has shown that though outside direc-

tors could provide their experience and outside 

resources to the firm [Ellstrand et al., 2002], 

they might not have enough time and internal 

knowledge to make informed decisions espe-

cially when the decision requires knowledge of 

the firm’s capabilities [Baysinger and Hoskisson, 

1990; Lorsch and Maclver, 1989]. In our infor-

mation security context, in order for managers 

to better manage information security risks and 

implement effective information technology con-

trols, it is inevitable to understand how a firm’s 

strategy interacts with its environment and its 

capabilities [Applegate et al., 2009]. Accordin-

gly, though the number of independent direc-

tors could enhance the monitoring function of 

the board and provide external resources to the 

firm, the board needs to have more internal 

knowledge of value and risk when facing in-

formation security challenges. Therefore, the in-

ternal knowledge function of the board is more 

important than the monitoring function in the 

security context.

Furthermore, we find that the older the direc-

tors, the smaller will be the possibility of se-

curity breaches (the coefficient of avgAge is sig-

nificantly negative in all models). Similarly, the 
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average tenure is negatively associated with the 

possibility of security breaches in Equation (2) 

(the coefficient of avgTenure is -0.065 and -0.074, 

p < 0.10). The results support hypothesis 3a and 

4a that the older the directors are or the longer 

the tenure the directors means that these direc-

tors have accumulated a wealth of experience 

and know-how, which allows them in a better 

position to advise managers when dealing with 

information security management issues faced 

by the organization. Focusing on the issue of 

board heterogeneity, the results in <Table 5> 

also support Hypothesis 3b (the coefficient of 

CVAge is significantly negative in most of the 

models) and Hypothesis 4b (the coefficient of 

CVTenure is significantly positive in all cases). 

The results suggest that though board diversity 

in terms of age could be an important aspect 

in corporate governance and reduce the possi-

bility of information security breaches. However, 

the diversity on tenure could be a communica-

tion barrier among the directors [Zenger and 

Lawrence, 1989] and affect the decision making 

process which could oppositely make the board 

less effective and in turn increase the possibility 

of breaches. Furthermore, studies have shown 

that the heterogeneity in directors’ ability to give 

advice can affect firm value and major firm de-

cisions which cannot be explained by board size 

[Knyazeva et al., 2009]. In our security context, 

our finding suggests that age and tenure plays 

an important role when facing security risks. 

As we point out earlier, the development of a 

security management program including the se-

curity policy, management committee, team 

structure (e.g., CISO or security officers), risk 

management process and employee education to 

preserve the confidentiality, integrity and avai-

lability of information in organizations. All these 

tasks require an enterprise-wide implementa-

tion and demand the talent and skills of man-

agement to executive them well. Furthermore, 

given the emerging nature of information se-

curity management, the depth of managerial ex-

periences from the board becomes significantly 

invaluable to the top management team.

5.2 Moderating Effects

It is also possible that age and tenure may 

moderate the effect of board size and the per-

centage of independent director on the likeli-

hood of information security incidents. The re-

sults in <Table 5> suggest that the average age 

and average tenure positively affect the associa-

tion between board size and the possibility of 

information security breach (the coefficients of 

BSize×avgAge and BSize×avgTenure are signifi-

cantly positive in most of the cases). Similarly, 

the heterogeneity of age (cvAge) also positively 

affects the association between board size (BSize) 

and possibility of security breach. Differently, 

the heterogeneity of tenure (cvTenure) negati-

vely affects the relation between board size (Bsize) 

and the possibility of security breach. In sum-

mary, as the average age, average tenure, or the 

heterogeneity of age increases, the association 

between board size and the likelihood of in-

formation security breaches becomes less nega-

tive. On the contrary, as the heterogeneity of 

tenure increases, the relation between board size 

and the likelihood of information security brea-

ches is more negative. Interestingly, our find-

ings do not show any moderating effect of age 

and tenure on the percentage of independent 

directors on the likelihood of security breaches.
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<Table 6> Empirical Results for Different Age and Tenure Group

Variable

avgAge CVAge avgTenure CVTenure

Largest 

20%

Smallest 

20%

Largest 

20%

Smallest 

20%

Largest 

20%

Smallest 

20%

Largest 

20%

Smallest 

20%

Intercept -21.580* 7.897 96.266*** -16.102*** -33.105*** -11.261**

CSize 2.103*** 0.780* 3.100*** 1.985*** 0.386 0.699**

CAge -3.054*** -1.141 0.936 -0.189 -2.076 1.961**

Ind 1.366** -0.168 2.271* 0.912* 1.072 1.644***

M/B -0.007 -0.045 0.028 -0.004 0.046 0.010

BSize 1.132 -0.596 -5.098** 0.470 1.199*** 0.183

IBSizePer -3.839 6.700 -8.379 1.587 19.326** -1.347

avgAge 0.155 -0.395 -2.475***

CVAge -58.341*** -2.102 -19.615

avgTenure 0.157 2.485 0.037

CVTenure 0.982 2.911 -1.153

BSize×avgAge -0.018 0.013 0.136***

BSize×CVAge 4.302*** 0.681 -3.724

BSize×avgTenure -0.012 -0.275* -0.000

BSize×CVTenure -0.026 -0.336 -0.247

IBSizePer×avgAge 0.144 -0.028 0.350

IBSizePer×CVAge 13.123 2.566 -32.544

IBSizePer×avgTenure -0.114 0.186 -0.184*

IBSizePer×CVTenure -2.094 1.631 6.162**

Year Effect Yes Yes Yes Yes Yes Yes

Model Chi-Square

Pseudo R
2

N

175.60

0.05

3,775

69.56

0.02

2,984

253.90

0.08

3,237

216.96

0.05

4,163

85.81

0.03

2,614

90.16

0.03

3,134

*** significant at 1% ** significant at 5% * significant at 10%, note that we do not have enough observations for 

the smallest 20% of CVAge and CVTeure.

5.3 Robustness Tests 

To further validate our results, we first re- 

perform our analyses based on different age 

and tenure groups. Given that the two industry 

effect measures result in similar main results, 

we only present Ind in the following robustness 

tests. The results are given in <Table 6>. First, 

note that for the smallest heterogeneity of age 

and tenure group, we do not have any firms 

with reported breaches. Accordingly, we are not 

able to estimate the coefficients. Second, the re-

sults are largely similar to those in our main 

analyses except for the groups for tenure. We 

further examine the data of the tenure group. 

The data shows that the majority of the average 

tenure value for the smallest tenure group is 

0 and 1 with a range between 0 and 4. For the 

largest tenure group, the value can be from 20 

to 55. When we only look at the extremes, these 

extreme values provide insignificant or diffe-

rent results from our main analyses. The results 

also suggest a wide range of tenure in our ob-

servations.
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<Table 7> Empirical Results for IT Background and 

IT Experience

Variable

Intercept -13.459***

CSize 1.896***

CAge -2.991***

Ind 0.217

M/B -0.009

BSize -0.049

IBSizePer 8.746
**

ITBackground -63.448

ITExperience 3.024

BSize×ITBackground 15.587

BSize×ITExperience 0.044

IBSizePer×ITBackground -152.700

IBSizePer×ITExperience -3.663

Year Effect Yes

Model Chi-Square

Pseudo R
2

N

61.85

0.07

823

***significant at 1% **significant at 5% *significant at 10%

Second, in <Table 7>, we further consider the 

IT background and IT experience of the direc-

tors in our sample. Due to data limitation, we 

are only able to gather the data from Bloomberg 

database for 2008 and 2009 with many missing 

values. The total number of observations (exe-

cutive-year-event observations) is 823 for our 

analyses. The results need to be interpreted with 

caution given the limited data access. As given 

in <Table 7>, the coefficient for the percentage 

of independent director is still positive. How-

ever, IT background and IT experience do not 

affect the possibility of security breaches. Last, 

in our main analyses, it is performed based on 

executive-year-event data. We further control for 

the firm effect and the executive effect. Due to 

the larger number of zeros for the firm and ex-

ecutive dummies, the model becomes insignifi-

cant (the p value of the F-test is larger than 0.1).

Last, we control for firm specific fixed effects 

and our results remain similar. In addition, we 

also explored whether security breaches would 

be associated with future changes in the board 

structure. However, due to the fact that board 

composition does not change frequently, we 

did not observe any significant association.

6. Implication and Conclusions

This study focuses on the guidance role 

played by a firm’s board of directors and inves-

tigates how the board’s structure impacts the 

effectiveness of security management in terms 

of preventing or reacting to security breaches. 

The findings shown in this study has several 

theoretical and practical implications. First, our 

exploratory results indicate that the board com-

position plays a role in information security ma-

nagement. We see these findings add theoreti-

cal value to the existing organizational approach 

to information security management research. 

As indicated earlier, the involvement of mana-

gement and end-user have been examined and 

studied in relation to information security pro-

gram and its effectiveness. Emphasis on the board 

composition is emerging, but to our best of know-

ledge, no scholarly assessment has been per-

formed in the context of information security 

governance. Our results show that the demo-

graphic characteristics of the board have a sig-

nificant impact on the possibility of information 

security breaches in the firms. In addition to 

demographic characteristics, we consider other 

possible research areas that might worth ex-

ploring further. For instance, what is the mod-

erating impact of board incentive on the effec-
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tiveness of information security governance? Will 

different compensating and rewarding mecha-

nism play a role in the board’s decision in the 

context of information security governance? Se-

cond, we consider our work contributing to the 

existing corporate governance literature. For his-

torical reason, the scope of corporate governance 

has focused on the analysis between the board 

and firm performance. Traditionally, the ele-

ments of information security governance and 

control have been implicitly discussed within 

the board concept of corporate governance. None-

theless, we believe that with the increasing de-

mand of regulatory compliance and the role of 

technology for internal control, the board is as-

signed with an additional responsibility to en-

sure that managers are acting in a responsible 

matter to safeguard the critical information as-

sets in the organizations. Our work here might 

add a fresh perspective in the theorization of 

board structure for modern organizations. One 

valuable implication is to contribute the debate 

on the proportion of insider directors and inde-

pendent directors serving on the board, and its 

correlation on firm performance. Agency schol-

ars believe that board dependence, i.e., the do-

minance of insider director, weakens the moni-

toring function and is negatively associated with 

firm performance [Core et al., 1999; Daily and 

Dalton, 1994]. Our result argues that when con-

sidering information security governance, one might 

need to waive the benefit of impartiality of out-

side director for the value of insider directors 

who hold the in-depth and firm-specific know-

ledge about risks faced by the firms. Thus, iden-

tifying the mechanisms and variables in addre-

ssing this balance warrants further research at-

tention. Furthermore, we consider that our find-

ings have theoretical implications towards the 

information security culture and risk manage-

ment. This study suggests that the older direc-

tors are associated with a smaller possibility of 

information security breaches. This implies that 

these directors are relatively knowledgeable and 

experienced in understanding organization-speci-

fic security culture and risks. We believe this 

understanding would facilitate the managers to 

develop appropriate information security cul-

ture program and risk management approach. 

From the practical perspective, the directors 

need to consider both the value of IT and the 

potential risk and consequences that might fol-

low. This also has practical implications on the 

appropriate training and education offered to 

the directors. Drawing from our study, we ar-

gue that it might become necessary to offer in-

formation security risk management education 

to the board of directors. Such education is im-

portant to facilitate the directors in articulating 

corporate strategy for information security gov-

ernance and risk management. For example, 

the case of computer malfunction in Tokyo 

Stock Exchange in 2005 led to the loss over 40 

billion Yen, which also resulted in the resig-

nation of exchange CEO and two other senior 

executives for the inadequate IT planning, gov-

ernance and crisis management at the senior 

management and board level. Another example 

is the resignation of the board member and se-

nior management at HP in 2006 because of the 

violation of privacy regulation. These two ex-

amples highlight the significance of board over-

sight and information security awareness at 

board level for an effective information security 

program within an organization. A sound edu-

cation and awareness program for the board of 
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directors can improve the quality of decision- 

making and board oversight, hence, mitigate 

the risk of information security breaches in a 

company. 

Furthermore, though our findings do not sug-

gest an optimal board structure and composi-

tion, we point out the elements that need to be 

paid attention to when forming the board or 

given the current board structure and composi-

tion a firm has. Since generally larger firms have 

larger board size, the quality of decision be-

comes an issue when managing security risks. 

Also, firms need to focus more on the communi-

cation within different age/tenure groups and 

how to better utilize outside resources in-

dependent directors can have. As shown in the 

survey of PwC 2012 Global State of Information 

Security Survey,6) the findings highlight the im-

perative of communication and collaboration at 

the board level in articulating a clear information 

security vision and strategy. Last, though ex-

ternal resources are valuable to the firm, it needs 

to balance the industry-wide as well as the enter-

prise-wide knowledge when looking for in-

dependent directors especially when the firm 

faces larger uncertainty in terms of information 

security. Our suggestion is that considering the 

knowledge specificity of information security 

management, the search strategy for indepen-

dent director shall focus the domain of expertise 

rather than the number of directors. In doing 

so, the quality of board oversight on information 

security management is likely to be more effec-

tive. 

We also recognize the limitations of this study, 

some of which offer opportunities for future 

6) http://www.pwc.com/jg/en/media-article/2012-glo-

bal-state-of-information-security-survey.jhtml.

research. First, although the use of secondary 

data has been a common practice in studying 

board composition, we suggest that research can 

further develop to collect board information and 

decision making process through survey or in-

terview methods. Our exploratory results have 

highlighted the relevance of board composition 

and the likelihood of information security brea-

ches in organizations. Case study or empirical 

survey results could help to offer insightful un-

derstanding into the group dynamics of the 

board and information security governance. In 

this case, the effectiveness of information se-

curity management may be better measured or 

proxied. Second, this research study only exam-

ined a common set of variables in board struc-

ture. This research provides a starting point for 

similar future studies in this area. For future 

research, we believe that other variables in cor-

porate governance literature such as CEO duality 

or product market competition can contribute 

our knowledge about the impact of board struc-

ture on the effectiveness of information security 

management. Third, this study draws on the 

perspective of organizational demography and 

group dynamics in decision-making process to 

analyze the impact of board on information se-

curity governance. Another interesting study can 

examine the other conditions that may have 

moderating effects on the board decision-mak-

ing process. For example, it is possible that the 

content and quality of information security pol-

icy might influence the decision-making quality 

of the board of directors. Fourth, we share the 

same limitation with prior studies that we are 

not able to obtain information regarding firm 

specific IT and/or information security related 

risk factors which may also affect the likelihood 



Exploring the Association between Board Structure and Information Security Breaches

552  Asia Pacific Journal of Information Systems Vol. 24, No. 4

of information security breaches. If the data is 

available through surveys, future research can 

examine IT investment or information security 

policy’s moderating effects on a firm’s corpo-

rate governance on the effectiveness of infor-

mation security risks. In addition, we share sim-

ilar limitation with prior studies that we do not 

have access to firm level IT intensity data, which 

can be a major factor that affects the possibility 

of information security breaches. Last, though 

we have done our best to control for the size 

effect on information security breaches, it is ar-

guable that the firms with reported security 

breaches are biased. However, given that we 

have obtained all the possible data points re-

garding board structure, we believe the effect 

is minimal.

In summary, this research argues for the stra-

tegic imperative of board composition on the 

effectiveness of information security manage-

ment in organizations. Drawing on the organ-

izational demography research, we conduct an 

exploratory empirical investigation to support 

the relevance of the above argument. Given the 

dynamics of information security management 

and the diversity of board structure, more theo-

retical and empirical enquiries can strengthen 

our understanding on this area. And we hope 

that our work here offers the starting point to 

inspire further research in this area.
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