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ABSTRACT

In case of APT attacks, the update server is being used as a means of dissemination, the update program is running
malicious code or data in applications such as anti-virus signature is vulnerable to manipulation, SW Update threat
identification and prevention measures are urgently required. This paper presents a natiional and international SW
update structure, update process exploits and response measures to examine, Through the extraction/analysis of a
domestic famous SW update log, we are willing to select the necessary component of the normal program update to
identify a white list.
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