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Abstract Mobile Cloud Service will provide cloud services through mobile devices. Because storage space
constraints and computing process performance limitations of mobile devices, this service will process in the
cloud environment after moving works and data that have to process in mobile terminal. The obstacles of
mobile cloud service activity will have concerned high about the reliability service, data security, and the
confidentiality security. In particular, in convergence of mobile services and cloud services, each threats are
expected to be generated complicatedly. In this paper, we define the type of mobile cloud services as well as
security threats that can occur in mobile cloud. Also we suggest security countermeasures in mobile app. and
enterprises countermeasures. We suggest verification of mobile applications for user information protection
about security countermeasures in mobile app. Also we describe the cloud providers responsibility and user
responsibility about enterprises countermeasures.
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