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Abstract Recent advancement of USN technology has lent itself to the evolving communication technology for
implantable devices in the field of medical service. The wireless transmission section for communication
between implantable medical devices and patients is a cause of concern over invasion of privacy, resulting
from external attackers’ hacking and thus leakage of private medical information. In addition, any attempt to
manipulate patients’ medical information could end up in serious medical issues. The present study proposes an
authentication protocol safe against intruders’ attacks when RFID/USN technology is applied to implantable
medical devices. Being safe against spoofing, information exposure and eavesdropping attacks, the proposed
protocol is based on hash-function operation and adopts session keys and random numbers to prevent
re-encryption. This paper verifies the security of the proposed protocol using the formal verification tool,
Casper/FDR.
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(Table 1) Symbols and definition

Symbols Definition
Tag Tag Agent
Reader Reader Agent
S Server
H Hash Function
x,k Nonce
al, a2 Session Key
encl, enc2, enc3 Variable

3.1 Casper A

[Fig. 11:& & =l A] AIgkshs ZREF9| Casper

AlFEo|th 11 HAZREZN TR A

Wiy A, B2dAte] Jd9E gt W
#Free variablesoll A<]H

(al,al), (a2,a2), (x,x), (Tag,Tag),

Ao 99 7155 W

InverseKeys = (kk),
(Reader,Reader)= 7+ &4
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#Free variables
Tag, Reader : Agent

S ! Server

x,k  Nonce

H @ HashFunction

al, a2 ! SessionKey

InverseKeys = (kk), (al,al),
(Tag,Tag), (Reader,Reader)

(a2,a2), (x,x),

#Protocol description

0. -> Reader : Tag

1. Tag —> Reader : {x}{al}%encl,H(Reader)

2. Reader —> S : {encl1%{x}{al},H(Reader),a2, k)(aZ}
3. S -> Reader
{Tag,x,{k}{al}%enc2}{a2},H(S, Tag) H(Reader)

4. Reader —> Tag : enc2%{k}al},H(S),{xHk}

5. Tag -> Reader : H(Tag),{x}Hal}{a2}%enc3

[Fig. 11 Casper specification in the protocol
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(Table 2) Trial environment

Platform Specification
CPU Intel(R) Core(TM)2 Duo CPU E7300
2.66GHz
RAM 3GB DDR3 RDIMM,  1333MHz, ECC
HDD 1.5TB SATA(7200RPM)
ATI Radeon HD 3450 512Mb Internal
VIDEO CARD | b\ cqo0nhe)
0S RedHat Linux 6.0 32 BIT
Kernel Linux  2.6.32-71.el6.x86_64
Compiler Program | Casper version 2.0
Model Checking FDR 291 Academic teaching and
Program research release
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[Fig. 2] Security verification results of the protocol
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