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A Camera Image Authentication Using Image Information Copyright Signature
for Mobile Device without Distortion
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ABSTRACT

Quality and resolution of camera in mobile device is improved significantly. In this paper, we propose block-based information hide
techniques without image distortion for mobile device to solve image degradation in conventional watermarking methods. Information
of image is composed with text such as camera maker, model, date, time, etc. Each text is converted to 8x8 pixel blocks and is
added to the bottom of image. Generally image including block based information for image authentication are compressed using
JPEG in mobile device. The vertical line value in JPEG header is modified by original size of image sensor. This technique can hide
the block based authentication information using general decoder. In the experimental results, JPEG file size is slightly increased
within 0.1% for the proposed block based authentication information encoding. Finally proposed methods can be adopted for various
embedded systems using medical image, smart phone and DSIR camera.

Keywords :Image Authentication, Image Information Copyright Signature, 8x8 Block Based Information, JPEG Exif File
Format, Mobile Device
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Table 1. JPEG/Exif Header.

Size
Name (Bytes) Value
Byte Written as either “II* (4949.H) (little endian)
OrZJ/erB 2 |or “MM" (4D4D.H) (big endian) depending on
the CPU of the machine doing the recording.
42 2 |002A.H (fixed)
Offset Oth IFD offset. If the TIFF header is
of IFD 4  |followed immediately by the Oth IFD, it is
written as 00000008.H.
% 2. IFD g1
Table 2. IFD Tags.

Tag No. Tag Name CompoNo

0x010E ImageDescription

0x010F Make

0x0110 Model

0x0112 Orientation 1

0x011A XResolution 1

0x011B YResolution 1

0x0128 ResolutionUnit 1

0x0131 Software

0x0132 DateTime 20

0x013E | WhitePoint 2

0x013F PrimaryChromaticities 6

0x0211 YCbCrCoefficients 3

0x0213 YCbCrPositioning 1

0x0214 ReferenceBlackWhite 6

0x8298 Copyright

0x8769 ExifOffset 1
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Address Offset Code Meaning

+00 FF Marker Prefix
+01 Cco Start of Frame
+02 00 Header Length
11 2+(1+2+2)+(1+2x3)=17 Bytes
+04 08 Data Precision (xx)
+05 O Vertical Lines
(XXYY ) Lines
+07 wWw Horizontal Pixels
zZ (WWZZ16) Pixels
+09 03 No. of Components
+0A 01 1st Component (1:Y)
+0B 21 or 22 Ho=2, Vo=1(4:2:2) or 2(4:2:0)
+0C 00 1st Quantization (Y)
+0D 02 2nd Component (2:Cb)
+0E 11 Hi=1, V4=1
+OF 01 2nd Quantization (Cb)
+010 01 3rd Component (3:Cr)
+011 1 Ho=1, V=1
+012 02 3 Quantization

19 4. JPEG ZE Y dd 7=
Fig .4. JPEG SOF structure.
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JPEG/Exif Header

1t Camera, Date, Time and Copyright Information (Text)

2nd Camera, Date, Time and Copyright Information (Image)
a9 7. 01 A S AT A A B F A FEAHR

Fig .7. 1 & 2™ image information for image authentication.
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Fig .8. The method for image information hiding.
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Table 3. Camera information of mobile device.

Fof ch 7 2} A 37| e (=
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SLHLAL 13002+ &t | 4160x3120 520 Bytes
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Table 4. The JPEG compressed results of indoor test
image in Fig .10(a).

O‘%‘Ss‘i"' Irgage PSNR File Size (Bytes)

Image 1z& (d8) JPEG Proposed Difference
3264x2448 42.76 5,725,240 5,726,447 1,207

QF(1.0) 4124x3096 43.15 8,213,756 8,208,173 —-5,5683
4160x3120 43.17 8,292,100 8,293,529 1,429
3264x2448 30.99 1,233,644 1,234,664 1,020

QF(0.7) 4124x3096 32.73 1,751,061 1,748,764 -2,297
4160x3120 32.81 1,767,980 1,769,224 1,244

5 A9 H2E JHE 10b)e] JPEG S+ A
Table 5. The JPEG compressed results of outdoor test
image in Fig .10(b).

lr‘ll%(;(t” Irg_age PSNR File Size (Bytes)

Image 1z& (dB) JPEG Proposed Difference
3264x2448 45.10 4,742,901 4,744,104 1,203

QF(1.0) 4124x3096 45.73 6,780,477 6,779,641 —-836
4160x3120 46.02 6,859,007 6,860,436 1,429
3264x2448 33.63 892,833 893,851 1,018

QF(0.7) 4124x3096 35.20 1,304,626 1,304,778 152
4160x3120 35.14 1,311,868 1,313,110 1,242
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Fig .12. The test result for image authentication using
smart phone.

18 12 Aekd Wylo g JPEG/Exif sltidrne Aekd
gAY GAEe] Fs dA st ojwA] Axd HRE QR-F
Eg o el enFsilh. LW lE olmA AR ARE
2HtE S AMgEt ASAFAE RIS A3E J¥ 1209
QEZ HTh

mEkA B E=FoA ARKE olW|A] QIFE % tAE I
A wbge v)7kAAGnvisibility), 7+<14(robustness), Al# A
(reliability), & capacity) ¥ ¥ $lo] FZ(blindness) &2
[TEUAE UETE AP S T3 glsidh

v.2 &
B ERAAE QHAZFS 93 1E AETE el X
S sha gk WACR A B4 Asel BAHE Hde) 9
sol, sl gl olrlA AL AT UAY FYAY P

Akttt

Zrlzo| tigh JASAHRE st 2d, FgAto)=, FEYA
1 AZA ARE JPEG/Exife Y e dAEZ A& T
+ 3t DC 9% &5 oA ZE F7F A3

DC 94 gAEEe U 71 71X 8x8 Ido] B8 ¢
42 JPEG +=Al 1 byte/block olste] A% F3te AAst=
2 g34L Sralgct =3 =" JPEG/Exife = st
A5 "H2E tAY FHAHEY oWAE H2ER WISt
45 Hlaste QIFEgoEA A4, A 2 AR Qo] =&
7Ved 8FERAES FEAATE TR vZMAAE o
=9 JPEG oY 2Ed9] F3 g1l FE s 7 olvA
AA e 2712 2A8HAT

At e AdE Fsld, A de FEFs %“Xl ‘52‘34
AQtE tAY FEAEOR Qs F7hEE HIE
2 UAgE BYrh %3 Fo]aRd dE=d G
A =" GAS JPEG/Exife] oY de DC 9% —2“5:
OS2 45 AFoE HE 9 #HY WFo] &olF¢E 3—% 1514

wEhA A e SEA fle F4UFE R
7} 9ty =3 GPSSF A%E FluEl ojuR]o] GPS HIOIEE *J
dEozn HY AXNE UAE AHOE 7|EFoEN YH9
APPE Bty PIAE § e Aoz gEnh Yot 4

L AR HEE 9T s Y=

d

a1 Ed

[1] R. M. Rao and A. S. Bopardikar, “Wavelet Transforms:
Introduction to Theory and Applications “, Addision
Wesley, August 1998.

[2] Amol R. Madan. “Watermark Image Recognition from
Local Scale-Invariant Feature®, UKSim 2009: 11th
International Conference on Computer Modelling and
Simulation, pp. 258-263, March 2009.

[3] Hongxia Wang and Changxing Liao. “Compressed -Domain
Fragile Watermarking Scheme for Distinguishing Tampers
on Image Content or Watermark®, Communications,
Circuits and Systems, International Conference on
ICCCAS, pp.480-484, July 2009.

[4] E. Koch and J Zhao, “Towards Robust and Hidden
Image Copyright Labeling”, Proc. IEEE Nonlinear Signal
and Image Processing, pp. 452-455, Jun 1995.

[5] J. Cheng, A. C. Kot, J. Liu, and H. Cao, “Detection of
Data Hiding in Binary Text Image“, In proc. IEEE Int.
Conf. on Image Processing (ICIP) 2005, Vol.3, pp. 73-76,
September 2005.

[6] Camera & Imaging Products Association, “Exchangeable
image file format for digital still cameras: Exif Version
2.3%, December 2012.

g % & (Chan-ho Han)

1992+ 1€ ~
20001 3¢ ~ 2002\ 8¢ 74
20049 3¥ ~ 20093 2¢¥ A&
Aok

20099 24 ~ FA Adhgw WEIYSH wg

HETALRE : QIEIE A, T it B3 T W

1988 d# AUt FF A7

1997:d~1998 w]= Jackson State University 2} x<=
19903~ A RANSw AR wae
XFTAECk : YN EAE, A4l A e, ERTe] §4






