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ABSTRACT

As a broadcast message authentication method in wireless sensor networks, WTESLA enables sensor nodes
efficiently authenticate message from base station (BS). However, if we use WTESLA that has very short length
of key slot in unattended wireless sensor network (UWSN), sensors may calculate a huge amount of hashs at
once in order to verify the revealed secret key. In contrast, if we set the length of pTESLA’s key slot too long
in order to reduce the amount of hashs to calculate, BS should wait out the long slot time to release key. In
this paper, we suggest variable key slot WTESLA in order to mitigate the problem. As showing experiment
results, we prove that our suggestion improve sensor node’s response time and decrease of number of hash

function calculation.
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1 while STATE = IDLE do

2 MSG < Receive()

3 if MSG != NULL

4 Flood(MSG)

5 [* message */

6 if typeMMSG) = MESSAGE

7 PushTaskQ(MSG)

8 else if typeMMSG) = KEY /* key */
9 GapSlot < CurrentSlot - LastTrustedSlot
10 K < MSG

11 for i=1 to GapSlot

12 K < Hash(K)

13 end for

14 if A = 7K [* Trusted Key */
15 TK «— K

16 LastTrustedSlot <— CurrentSlot
17 while MSG < PopTaskQ() do
18 (Data, MAC) < MSG

19 if HMAC(Data, K) = MAC
20 /* do process tasks */

21 ProcessTask(Data)

22 end if

23 end while

24 end if

25 end if

26  end if

27 end while

2l 1. A eee) B4
Fig 1. Operation algorithm of sensor nodes
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