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ABSTRACT

As cloud computing has enabled, a variety of cloud services has come into wide use. Thus, cloud computing products can
be easily identified in the IT market. Common Criteria is international standards for security evaluation performed of IT
products. In addition, Consumers can be used as a objective guideline for the evaluation results. And, it is a provides for
protection profile(security target of security products). For general, IT products are providing the protection profile. However, for
cloud-related products of protection profile is not being provided. Thus, about cloud security products, there is no way for
evaluation. Therefore, in this paper, we propose protection profile on cloud database management system for the secure cloud
environment in common criteria.
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Table 2. Security problem definition - Security objectives counter

; — Security objectives for the
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Security problem definition ?”:;
T. Impersonation X | X X
T. DoS attack X| X| X X
T. Stored data problem X X | X X X
T. Transport data problem X X| X
T. Illegal service access X | X
T. Malicious insider X X
T. Message eavesdropping X X
T. Privacy spill X X
T. Data storage failure X X
T. Device variety X
T. Virtualization environment threat X
T. Information maintenance of distributed data X X
P. Audit X X
P. Secure management X X
P. Expeditious intrusion incident response X X X
P. Extendability storage X
P. Service failure recovery X X
A. Physical Security X
A. Trust manager X
A. Trusted channels X
A. Institutional supplementation X
A. Security maintain for unknown threat X
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Table 3. Security functional components - Security objectives counter

Class

Security functional components

Security objectives for the
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FAU_ARP.1

Security alarms

e

FAU_GEN.1

Audit data generation

FAU_GEN.2

User identity association

FAU SAA.1

Potential violation analysis

FAU SAR.1

Audit review

Security audit

FAU _SAR.2

Restricted audit review

FAU _SEL.1

Selective audit

FAU_STG.1

Protected audit trail storage

FAU _STG.2

Guarantees of audit data availability

FAU_STG.3

Action in case of possible audit data loss

] e ] el el ] el e el et

] el el sl B e b

FAU STG.4

Prevention of audit data loss

Crypto support,

FCS_COP.1

Cryptographic operation

User data
protection

FDP_ACC.1

Subset access control

FDP_ACF.1

Security attribute based access control

kel i

FDP_DAU.1

Basic data authentication

FDP_DAU.2

Data authentication with identity of guarantor

FDP_IFC.1

Subset information flow control

FDP_IFF.3

Limited illicit information flows

bl it

FDP_IFF.4

Partial elimination of illicit information flows

FDP_ITT.1

Basic internal transfer protection

FDP_ITT.2

Transmission separation by attribute

FDP_SDI.1

Stored data integrity monitoring

bl b

FDP_UCT.1

Basic data exchange confidentiality

FDP_UIT.1

Data exchange integrity

Identification
and
authentication

FIA_ATD.1

User attribute definition

FIA_UAU.1

Timing of authentication

FIA UAU.2

User authentication before any action

FIA_UAU.3

Unforgeable authentication

FIA UID.1

Timing of identification

] ot I oo et

FIA UID.2

User identification before any action

] I e o] e e

Security
management

FMT MOF.1

Management of security functions behaviour

FMT _MSA.1

Management of security attributes

FMT_MSA.2

Secure security attributes

FMT MTD.1

Management of TSF data

FMT_SMF.1

Specification of management functions

FMT _SMR.1

Security roles

bl e el el e e

Protection of
the TSF

FPT FLS.1

Failure with preservation of secure state

FPT ITC.1

Inter-TSF confidentiality during transmission

FPT_ITT.1

Basic internal TSF data transfer protection

FPT_RCV.1

Manual recovery

FPT_RCV.4

Function recovery

sl

FPT RPL.1

Replay detection

FPT _TDC.1

Inter-TSF basic TSF data consistency

FPT TST.1

TSF testing

Resource
utilisation

FRU FLT.1

Degraded fault tolerance

FRU_RSA.1

Maximum quotas

TOE access

FTA MCS.1

Basic limitation on multiple concurrent sessions

FTA_MCS.2

Per user attribute limitation on multiple con-|
current sessions

FTA SSL.3

TSF-initiated termination

<] <

FTA TAB.1

Default TOE access banners

bl icat

FTA TAH.1

TOE access history

FTA TSE.1

TOE session establishment

b b

Trusted

FTP_ITC.1

Inter-TSF trusted channel

path/channels

FTP_TRP.1

Trusted path
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Table 4. Conformance verification on the security of proposed protection profile in comparison by
domestic/foreign cloud certification system and guideline.
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