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ABSTRACT

As the utilization rate of smart device increases, various applications for smart device have been developed. Since these
applications can contain important data related to user behaviors in digital forensic perspective, the analysis of them should be
conducted in advance. However, lots of applications get to have new data format or type when they are updated. Therefore,
whether the applications are updated or not should be checked one by one, and if they are, whether their data are changed
should be also analyzed. But observing application data repeatedly is a time-consuming task, and that is why the effective
method for dealing with this problem is needed.

This paper suggests the automatic system which gets updated information and checks changed data by collecting application
information.
Keywords: Digital Forensics, Smartphone Forensics, Android Forensics, Android Application, Android Data Acquisition
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Table 1. The progress table of the smart device application updates 2013 (a-android, i- i0S, )
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23063285 Given your manifest elements above,

10552435 Here is a blog post [ wrote up after helpin

bser_id | message
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10552435 |anPA1W8c+OsDzzfaTeg74g==

Fig.1. Encrypted data structure
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Table 2. The information packages.list

Value Example
PackageName | com.kakao.talk
Flag 1lor0
DataPath /data/data/com.kakao.talk/
UserID 10104
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Table 3. The information packages.xml

Value Example
PackageName | com.google.android.location
/data/app/com.kakao.talk-1.
apk path
apk
Flag lor0
ft 141df09e670
if 141df09fbda
ut 142ce48fach
version code 125
missi android.permission. WRITE_E
PETIISSION | Y PERNAL_STORAGE
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Table 4. The information extracted from build.prop
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Server File SQLiteviewer Help

@

Application Name: MusicFX Jorte

Application Version: 1.4

©)

Application @

® 6

167 + jorte.db ~  jorte_instances -

integer[1 - 2]%, integer{1 - 2], integer[4], integer[13]*, integer[13]%, integer[7]*, integer[7]%, integer{1 -
3], integer{1 - 4], text[19], text[19]

189 / 249 ) —
. [ Data_info | Real Data |cel_Header_Valie : jje—
0
Device: SmartDevice - @ Jdx . taskid  begin end startDay endDay e
aﬁ;eﬁ"g'lm — 11 NULL 1376442000000 1376442000000 2456519 2456519
net_operator: olleh 2 2 NULL 1376445600000 1376445600000 2456519 2456519
App_Name: Google Py ~E0 3 3 NULL 1376449200000 1376449200000 2456519 2456519 =
App_Verson_Code: 80240021 _ 4 4 NULL 1367712000000 1367798340000 2456418 2456418
App_Path: /data/data/com.android.vending/: 5 5 NULL 1368748800000 1368335140000 2456430 2456430
%ggﬁgg %%;23;;;} Update Success 5 6 NUL 1370476800000 1370563140000 2456450 2456450 ]
T Device: SmartDevice 7 7 NULL 1376524300000 1376611140000 2456520 2456520
0S: Android 8 8 NULL 1379462400000 1379548740000 2456554 2456554
Model: SHW-M250K 9 g NULL 1379548500000 1379635140000 2456555 2456555
gepz‘orfaenﬁt-méﬂe;gc android.providers.down I NULL 1379635200000 1379721540000 2456556 2456556
Apo-Verson Code: 16 o1 NULL 1380758400000 1380844740000 2456569 24563569 v
App_Path: /data/data/com.cec.a - 4 m L3
Web Server OK Version : 1.17
Fig. 3. Application Update Analysis System
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