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Cognitive Routing for Multi-hop M obile Cognitive Radio
Ad Hoc Networks

Jae-Joon Lee and Jaesung Lim

Abstract: Mobility can lead to continual loss of data and service ing nor path-switching through re-routing fully preventalboss
interruptions during communications in multi-hop cognitive ra-  and service interruptions when active PU communicatioreis d
dio networks. Mobility of primary users (PUs) or cognitive users  tected during on-going communication among CUs. Mobility,
(CUs) requires adjustment of multi-hop communications among  egpecially, affects network performance significantlypites of
CUsto avoid any interferenceto PUs. To providedurableand réli- - royting protocols’ self-recovery process or spectrum isgns\
able data routing that ensures continuous network service, Wepro- - q,y|y established route or switched channel can also betatfe
pose mobility-aware cognitive routing (MCR) for multi-hop cog- by interference owing to mobility. Route failure and recgve
nitive radio networks. MCR examines the risk level of each node ) .

can be repeated because of the movement of either PUs or CUs.

against interference regions and selects the most reliable path for . . . -
data delivery using a Markov predictor. Through simulation, we This repeated route failure and recovery results in coatiser-

verify that the proposed scheme can avoid route destruction pre-  ViC€ interruptions with data loss and resource waste.

emptively and achievereliable data delivery. To address this problem, we focus on a preemptive approach
that discovers data delivery paths that can provide reliabim-
Index Terms: Cognitive radio networks, mobility, routing. munication without interruption and loss before active Rithe

munication arrives. The main objective is to prevent rowe d
struction to provide continuous data delivery without dates
I. INTRODUCTION owing to mobility of PUs or CUs. Therefore, we develop an

Cognitive radio networks can increase licensed spectr@fl@ptive routing scheme, which provides continuous arid rel
utilization and resolve congestion in the industrial, stife, 2PIe Service to users. The proposed scheme, mobility-asegre
and medical (ISM) band [1]-[4]. Rapid increase in the use Bftive routing (MCR), examines relative mobility charauséics
mobile communication devices, such as smart phones, tajbinterference regions and obtains the risk level of a node i
PC, vehicular networks, tactical networks, and machine-tg'cat'ng _|ts reliability against mterft_ar(_ance. By usmgknle\_/el
machine/internet-of-things (M2M/loT), leads to overcrng |_nformat|on based on Markov_pr_edlctlon, MC_R can provide re-
in the ISM band. Wireless ad hoc networks of mobile commurliab!e routes adaptively to avoid interference in advance.
cation devices need to be self-organized to ensure religgie | Ne rest of the paper is organized as follows. Section Il de-
communication when dynamic changes occur in the network!P€S the impact of interference on routing and routevego
and its environments. The adjustment of CU to the dynamics/BfTobile environments. Section Ill presents the proposedtr
a network is important in cognitive radio networks to avaid | ing sch.eme that evaluates. risk levels. Section IV presdmts t
terference with PUs. Further, cognitive radio technolagii- Simulation results and Section V concludes the paper.
portant in military applications, public safety, and mebilase
stations. Military applications can especially take adage of . RELATED WORK
cognitive radio schemes to alleviate the problem of spectru

scarcity [5]. Routing in cognitive radio networks has been examined to

Communication of CUs should not interfere with active Con{grovide reliabl_e p‘?“hs for_efficient spectrum sharing anmong
munications of PUs. In addition, data loss occurs when a GU é;ple communication devices [1]. Cesaagal. [3] have exam-

periences interference from PUs in a data delivery pathouhie ined the issues focusing on the network layer in cognitidéora

same spectrum, resulting in service interruptions. Adea, hetworks. A joint path and channel selection scheme fordavoi

when active PU spectrum use is detected, channel—swita:ﬁind;g interference to PUs in cognitive network routing hasrbee

the existing path or re-establishment of new data delivatip roposed in [6] and [7]. Opportunistic cognitive routingthvi

with nodes unaffected by interference must be carried oi#, fspe_ctrgm sensing was investigated in [4]. _This spheme oses |
lowing a routing protocol deployed in that network. When a ation information and channel usage statistics in thel ez
pr selecting the next hop relay. Route maintenance costis i

available spectrum common to CUs that does not interferie wi tiaated in I8]. Providi -t d multi-hoo dateide
PUs is found through a spectrum sensing scheme, multi-hop ag. 92 ¢ N [8]. Providing end-to-end multi-hop datazy
aths in cognitive radio networks requires route mainteaan

hoc networks can take advantage of re-routing through-altg

nate paths. Neither channel-switching through spectrum—seand Incurs co;ts |.nclud|ng. 5|gnaI|.ng overheaql, energywops
tion, and service interruption. This work provides the miom
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Fig. 1. Effect of route selection. There are three possible routes (A, B, and C) from node 8 to node 2, which is the destination node.

measuring the fraction of the time being interfered with PUs predicted by using the history of its past movements @sor
considering link availability due to node mobility. Howeythis Client location is estimated and future network connettiig
method cannot avoid data loss and service interruptiongalugredicted based on a Markov model.
interference in mobile environments either, because ieddp
on the current measurement of link availability, in contras
our preemptive approach. [Il. IMPACT OF MOBILITY IN COGNITIVE AD HOC
Interference, including jamming, can significantly degrad NETWORKING
network performance. Shiet al. [10] analyzed the impact of When a subset of nodes in data delivery paths experiences in-
WLAN and Bluetooth interference on the performance of IEEterference in multi-hop wireless networks, data loss ccamd
802.15.4 ZigBee. They obtained the packet error rate (PER) whe quality of application service degrades. Many routiraj-
der the presence of interference and examined the distancedwls use periodic exchange of a hello message to updatetthe la
tween ZigBee and a single WLAN device to avoid high packest status of the network including neighbor status or gyl
error. In [11], an extensive empirical study on the packdivee information. Thus, routing protocols can recover a datavesf
ery performance of wireless sensor network devices in siéveroute by excluding unresponsive nodes.
environments was conducted, including coexistence wiEHE = Spectrum sensing techniques are used in cognitive radio net
802.11 WLAN. WLAN performance under diverse jammingvorks to identify active PU communication to avoid inteffer
schemes was analyzed in [12]. Jamming in sensor networks @mde with other PUs. If active PU communication is found in
defense strategies were discussed in [13]. A combinatidineof the spectrum that CUs have accessed, then CUs need to stop
packet delivery ratio and signal strength can provide a godid communication on that spectrum and find other spectrum gaps
cation of jamming attacks. In addition, the spatial retreathod for communicating through the same links or other pathsdbat
requiring relocation of mobile nodes was proposed for emgid not interfere with active PUs. As discussed in [8], routemai
the jamming region. An effective jamming attack can use thenance for path switching or channel switching requiresr-ov
link layer protocols to conserve jamming energy [14]. Mplti  head. First, data loss occurs during periods between thalarr
path routing can be used as a countermeasure for mobile jasha PU on on-going paths of CUs and re-establishment of new
ming attacks [15]. However, multi-topologies also expecie paths or channels that can avoid interference. Secondgcserv
interference, route failure and repeated reconstructicaddi- is interrupted and delayed until routes are reconstructbdse
tion to the control overhead of maintaining multi-topolegii are the significant problems for networking and applicater
Flooding of data packets can result in service interrupéien vices. Third, available spectrum sensing and channelatitoe
well as resource wastage. process among CUs require control overhead, including com-
Mobility prediction techniques are used to predict whereraunication among multiple CUs, as well as delay. These prob-
mobile device moves given available information regardiag lems exist in static cognitive ad hoc networks.
previous movements. Many studies use a mobile user’s previWWhen PUs are mobile or CUs move, route destruction and ser-
ously visited locations. Location prediction is useful éeflular  vice interruption with data loss become more significanieskh
networks and access points to provide timely handoff and meute failures and service interruptions can occur pensibt de-
source allocation for continuous service provision. Geflnet-  spite route recovery. If arecovered route is close to a Ptiigse
works predict a mobile device’s location to reserve banthwvidregion or is in the path of an interference source’s moventieat
in the next cell and admission control [16]. Several loqatiare-established route is likely to experience interfereagain.
prediction methods were compared with real experimenta d&oute selection without consideration of mobile charasties
in [17]. This study showed that a Markov predictor achieves t can result in significant performance degradation and \gasta
best location prediction. Prediction of a mobile devicelc of network resources, owing to continual data loss, routeme
nectivity is studied in [18]. Future movement of a mobile usestruction, and data retransmission.
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Fig. 1 illustrates the effect of different route selectioviseen as
CUs or PUs are mobile. Route A is the initial route from node 8 d;(t) = mindist;;(t), 1)

to node 2. As the interference source approaches node 5 owing ) jeF ]

to the mobility of either the interference source or nodedglen Where I is the set of nodes affected by the interference and

5 in route A will be affected by the interference region: corflisti; iS the distance between nodeandj. Then, each node

sequently, data loss will occur. In Fig. 1(a), if route C iedis calculates the risk level based on the proximity at time step

for data delivery before route A is destroyed by interfeggncollows: (D)

the network can provide reliable data delivery continupubi i (t) = dy (1), )

Fig. 1(b), considering the direction of the mobile integiece wherea is greater than or equal to one. As the distance from

source, route C is likely to be affected by the interferemeese the interference increases, the risk level based on therpityx

soon. Thus, if the data delivery path is changed from route Cdecreasesy determines the effect of proximity on the risk level.

route B before the interference source moves to node 6, thenfhigher value ofx increases the gap between the risk levels of

interruption occurs because of route destruction. It iarctkat different distances from the PU interference region.

routing is significantly affected by mobility, and routeesetion The closer the proximity of a node to an interference region,

should be adaptive to mobile environments to avoid any-intehe higher is the risk of being interfered with in the near fu-

ruptions or loss. ture. Hop distance or Euclidian distance can be used to measu
proximity. In this paper, we use the hop distance from the-nea
est affected node as the proximity.

V. INTERFERENCE NOTIFICATION AND ROUTING The risk level of a node indicates the possibility that thdeo
will not provide reliable data communication in the futufe-
cordingly, a higher risk level indicates a greater chane th

Spectrum sensing technologies for identifying active Pihe node will be affected by an interference source. We use a
communication channels that CUs can interfere with have be@arkov predictor (MP) to obtain the rish level based on mo-
studied extensively [2], [3], and [19]. CUs can detect théval  bility. Then, the risk level is applied to the cost of the inindl
or departure of a PU on the spectrum through a spectrum seififks of the node, and the minimum cost path from Dijkstra’s
ing mechanism for finding available channels. Spectrum-seaggorithm is selected for routing.
ing techniques are beyond the scope of this paper. The pedpos
MCR scheme can use any existing spectrum sensing technique.
The focus of the proposed scheme is to provide stable maifti-h
routing in mobile environments for cognitive ad hoc netvgrk
The proposed scheme does not rely on full spectrum knowledge Markov Predictor
across an er?t_lre network and needs to |dent|_fy only Iocatspe_ The important factor in choosing a mobility prediction mbde
trum a"a"?‘b"'ty- Whgn aCu dete.cts an act,|ve PU communi s suitability for a resource-constrained mobile cominu
cation region, Wh'(.:h Is the area vv_|t_h|n_a PU's communicatiof i gevice in wireless networks. In our scheme, each node
range, it sends an interference notification (IN) messageles

in the interf . d dat dnod rsidie th should be able to perform the prediction operation in a dis-
N the Interierence region can send data and NOdes OUISIURIN ¢, 0 g way to determine reliable paths. Markov models are
terference region can receive the IN message from a nodkein

Vel suited to this constraint because they use onl limast
the interference region. Detection of interference analsimas- y y

. f th ificati b ‘ di information for future prediction. Markov models have been
sion o the notl |cat|pn message can be performed in a manﬂﬁ&ely studied and used for processing location prediction
similar to that described in [2] and [20].

o ; next outcome prediction in any sequence [18], [21]-[23].
The hop limit of an IN message is denoted/d$,,.., there- . . o .
fore, neighboring nodes with a hop distance from an interfee Markov predictors provide future outcome probabiliticeay

. ) ast information. Each conditional probability of a futunat-
region up tol V.« become aware of the occurrence of mterfelF-) P y

ence. The default value dfV,,.x is set to three in this paper,cOme 's expressed as

but a higherI N,,. value can be used if the speed of mobility P(Xip1 =21 | X, Xy, -, Xy—pp1)
is higher. An IN message is periodically broadcasted as mQWhereXt
interference is being detected.

A. Detection and Notification

V. PREDICTION FOR MOBILE COGNITIVE
NETWORKS

is arandom variable at tinte & is the order of Markov

predictors and determines the length of the past histooyiné-

tion used to obtain future outcome probabilities.is the con-

text of the prediction model at time We express the state of
The proximity and relative mobility characteristics of an i the orderk Markov model as

terference source are important factors in predicting tieré _

reliability of a path. MCR uses this information to achiewame S = Xt Xiopra, oo, Xil. 3)

tinuous and reliable data delivery without interruptioncoin- The conditional probabilityP(X:y1 = x:11/S(t)), is esti-

munication. mated from the appearance countiofhen the state i$(t),
When an IN message is received, a node checks the minimditi.41,.5(t)), and the appearance count of that state$(t)),

hop distance from the interference region to predict ohtftaén as

interference risk. Each node checks its distance from tlieso P(X,. — — N(z41,5(t))

: ) . 1> . ) (Xe41 = 201]S(1))

in the interference region. The proximity of nodélés obtained N(S(1))

B. Risk Evaluation and Routing
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Table 1. Sample of Markov prediction operation.

i > 1 > |7 [£0]
3 | NA@) 3 2 |1 T
4 1 0 1 7,7]  [Z,0]
5 2 1 o |z (L1
6 3 2 1 7,7  [L.1]

the interference region are within the detection boundeinys,
when the previous movement direction is out of detectiogean
(W), the next possible status is that the interference regieft i
ther coming Z) or staying out of the detection boundary’.
During the initialization phase, all nodes set the previous
terference movement direction AS. Thus, the initial state be-
comes eithefN, ] or [V, Z]. Fig. 2 shows the state transi-
tions of the proposed second-order Markov model. Each state
Fig. 2. State _trf’:msitions of the proposed_second-order Markov model for  consists of two consecutive mobility characteristics efithter-
characterizing the movement of an interference region. Each state ference region.
consists of two consecutive movements of the interference region. < . . o
To provide an estimate of transition probabilities among
states, each conditional probabilB(R 1|5, (t)), whereS;(t)
B. Risk Level based on a Markov Predictor is the Markov state of node at time ¢ as defined in (3), is
To evaluate the risk level in the presence of CommunicupdaIEd whenever a transition occurs. The risk level froen th
tion interference in mobile environments, we examine the ré/larkov model is obtained as
ative movement direction of an interference region agaénst
node for the Markov model. We use three movement direc- ri(t) = _ > wib (4)
tions to describe the interference mobility statd®, where i=5i(t),keS
R = {N,Z,0}. Neutral (V) status indicates that the distancvhere P;;, is the transition probability from statg to state
from the interference region extends beyond the interferele- £ wjr, is the weight of P, adjusting the degree of inter-
tection boundary. The interference detection boundargisrd ference risk level for each state transitian;, = 0,if k €
mined by the IN message transmission range. Inwaydtatus {[Ru, Res1]|Rusoe # I}, because the risk level is deter-
indicates that the interference region is approaching va&ie mined by P(Ri+oo = Z|S;(t)), which is the probability that
ating node. Outward() status indicates that the interferencéne interference region will approach noden the current
region is moving away from the node. Markov state. Thusw;;, has non-zero positive value only for
The movement direction of an interference source is evaIp»(Ru+oo = 7|S,(t)), and a different weight can be set based

ated by each node and is used for the Markov predictor at eafithe current statusv;;, has the largest value when the current
node. The proposed prediction model is different from othefatus i<zZ.

mobility prediction schemes that require specific locatfion . o
formation, resulting in a significant increase in the spacet aC. lllustration of Markov Prediction

time-complexity of prediction. The number of states reedir  Taple 1 illustrates the state transitions of each nodesen th
by the Markov predictor using these movement directions dgsmple network scenario in Fig. 1. This is an example ilatstr
pends on the order of the Markov predictor. In this paper, 8 Upg the proposed Markov prediction scheme. We assume that
a s_econd—order Markov predictor, which has been found to ppg_ 1(a) and (b) show the status at timendt + 1, respectively.
quite accurate [18], [22], and [23]. In our second-orderkd&r £5ch CU can communicate directly with four adjacent nodes.
model, each state consists of movement directions inofitie £or example, node 1 has bi-directional wireless links toendd
current movement direction and the movement directione@t thnq node 4d;(t) is the interference proximity of nodeat time
previous time step. The second-order model has eight states; a5 in (1). The interference proximity and movement directio
are as follows. R at timet — 1 are assumed to be as in this table. For exam-
ple, the interference proximity of node 1 at tihbecomes one
(W N WIL 12,70, 7,0, [1,M1, 10,21, 0, 0} [0 M1} from two at timet — 1, indicating that the movement direction
There is no state fof\/, O] because the movement directioris Z. Thus, the state of nodeat timet is set agZ,Z|, which
from Neutral to Outward is not possiblg\', O] indicates that consists of the previous interference movement directiaithe
the relative interference movement direction is from Naluio current movementdirection. Attime-1, as shown in Fig. 1(b),
Outward. Neutral /) means that the interference region is nat; (¢ + 1) becomes two from one at time Consequently, the
detected within the detection boundary. Outwa (neans that movement direction i€), and the state at time+ 1 becomes
the previous distance from the interference region is shéitan  [Z, O]. In the case of node 3, the interference movement direc-
the current status and both previous and current distaness ftion is \V, because the distance from the interference region is
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Fig. 3. Route destructions, route changes, and path length in CR-MHR and MCR in the case of constant speed and direction of a mobile interference
region: (a) Route destructions, (b) route changes, and (c) path length.

outside of the detection limit/(V,,.x), Which is set three in this the network. The distance between adjacent nodes is set as 30

example. When a node is affected by the interference regiom, and the radio radius is set to allow a node to communicate

d; becomes zero. Using this state and occurrences informatidinectly with four adjacent nodes. The interference raifuset

each CU estimates the transition probabilities among thitest as 20 m. We examine five different speeds, and each simula-

and obtains the risk level based on the Markov model as in (4jon runtime is 300 s. In the first set of simulations, PU’s\at
region moves between the sender and the receiver through the

D. Exponentially Weighted Moving Average middle of the network. Two cases of mobility of the interfiece

In addition to the Markov prediction scheme, we also evaluagource are presented, constant speed and direction, ashafman
interference aware prediction with the exponentially viagdgl SPpeed and direction.
moving average (EWMA) method for comparison. The EWMA Fig. 3 shows the simulation results when the interference re
method has been used widely for predicting a trend and smo@tfin moves with constant speed and direction. Fig. 3(ajmtss
short-term fluctuation. The proposed EWMA scheme obtaitfte number of route destructions, which is the number of data
the speed and direction of the PU interference region ok ti delivery paths that experience interference owing to nitybil
to evaluate the risk level of each CU for multi-hop routing. ~ during the simulations. As the speed of the interferencmreg
We obtain the direction of the interference region from th@creases from 5 m/s to 20 m/s, the number of route destngtio
change in the proximity similar to the MP scheme. In additioiicreases for CMHR. However, for MCR-EWMA and MCR-
to the direction, the speed of the mobility is incorporatei MP, data delivery paths hardly experiences interferenceitih-
the EWMA scheme as well. Each node examines the proxi@ut the simulation, regardless of the speed of the intenfare
ity and evaluates the velocity as(t) = di(thAtifdi(t), which region. Because the recovered routes are affected repeated
provides both speed and direction information. While thecab Py the mobile interference source for CMHR, significant eout
lute value indicates the speed, the plus and minus signseof @¢struction is observed. However, MCR provides consittent
velocity indicates the direction of the interference regio reliable routes by adapting to the mobile interferenceamgi
thereby preventing any interruptions and losses due to ¢he a
ri(t) = Bsgni ()| ()" = (1 = Byri(t — 1), (5) tive interference region.

Fig. 3(b) presents the number of route changes. Route re-
whereg is a positive value less than one apds greater than or establishments occur when nodes in the data delivery path ar
equal to one. A higher value @f decreases dependency on thaffected by interference or when a more optimal path based
older observationss can be set based on the mobility charamn a routing algorithm is found. As the interference regson’
teristics of a networky determines the effect of velocity on thespeed increases, the route changes in MCR become larger than
risk level. those of CMHR because of the dynamic adjustment of data de-

livery paths to the highly mobile environments followingeth
MCR schemes. MCR-EWMA and MCR-MP show similarity in
VI. SIMULATION RESULTS the number of route changes. When the speed reaches 20 m/s,
We evaluate MCR with two risk level evaluation schemethe route changes in MCR-MP become smaller than those in
EWMA and MP, and compare it with a cognitive minimum hopMCR-EWMA. Though the number of route changes in MCR
routing (CMHR) scheme through simulation. CMHR finds this greater than those of CMHR during high mobility, we note
shortest path route consisting of CUs that are not interferithat MCR avoids interference preemptively, while CMHR expe
with a PU. Once the route experiences interference with a Piences continual service interruptions during intenfiee
in mobile environments, CMHR finds a route that can avoid in- Fig. 3(c) shows the average path lengths between the source
terference, similar to MCR schemes. Both MCR-EWMA andnd the destination. The MCR schemes use longer paths than
MCR-MP incorporate the risk level into the routing decisitm the CMHR scheme because MCR tends to select more reliable
this computer simulation, we deploy 25 nodes in a grid topalbeutes that are far from the interference region. Howeereg
ogy. A sender and a receiver of CUs are located at each sidelodnges and path lengths are limited because MCR dynaynicall
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Fig. 4. Route destructions, route changes, and path length in CMHR and MCR in the case of random speed and direction of a mobile interference
region: (a) Route destructions, (b) route changes, and (c) path length.

adjusts the path based on the proximity as well as the directshows the number of route changes. Overall, three schemes

of the interference region. MCR-EWMA and MCR-MP shovshow similar route changes. Fig. 5(c) compares the averbe p

similar path lengths. lengths among three schemes. The MCR schemes show greater
The simulation results when the interference region rarigonpath lengths than CMHR.

changes its direction and speed are presented in Fig. 4.iffkhe s Fig. 6 presents the simulation results of mobile CUs with ran

ulation results of 30 runs for each of four differentrandgeesd dom speed and random direction. As shown in Fig. 6(a), the

selections are averaged. For example, the simulation witva MCR schemes can avoid route destruction significantly as com

erage speed of 10 m/s allows the interference region totsedecpared to CMHR. However, when we compare this result with

speed uniformly at randomly between zero and 20 m/s at edbk constant direction case, the number of route destngtiv

time step. Error-bars show standard deviations. creases in both MCR schemes, owing to unpredictable move-
Fig. 4(a) shows the number of route destructions. Becawse thents of CUs. Fig. 6(b) shows the number of route changes

speed of the interference region can change sharply and-theathd all three schemes show more route changes as compared to

rection is random, the MCR schemes experience slight intéine case of constant direction. The average path lengtisex t

ruptions as the average speed increases. When we compsaresttiemes are presented in Fig. 6(c), which shows resultiasimi

result with the case of constant speed and direction in Fig.t8 those of constant direction in Fig. 5.

much more severe route destructions occur in the case afnand

speed and direction. However, as compared to CMHR, MCR can

provide much more reliable data delivery. Both MCR-EWMA VIl. CONCLUSION
and MCR-MP achieve reliable data delivery with almost no in- L . . L
terference. Routing in multi-hop cognitive networks is significantly- af

rfe&[ted by mobility causing continual service interrupicand
Jata loss. Our proposed MCR provides reliable paths adaptiv
r@) mobile environments preemptively. MCR successfully-pre
ents route destructions when interference occurs withilmob
0Us and CUs by utilizing mobility-aware prediction methods

Fig. 4(b) shows the number of route changes. As compa
to the case of constant speed and direction, more route eha
are required for both CMHR and the MCR schemes owing
the random movements of the interference region. Espgcia
MCR-EWMA results in more route changes as compared t
CMHR and MCR-MP, because MCR-EWMA tends to put high
weight on the recent m_0b|I|ty chargcterlsncs, mcr_easplgte REFERENCES
changes in the face of highly dynamic speed and directioneof t o S o
interference region. MCR-MP achieves smaller route chandd H: Khalifé, N. Malouch, and S. Fdida, *Multihop cogmé radio net-
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