Survey Paper

AMIcH 222E ME AARS flet

AN 23 3% 7|4 S8

2 o

R A Ol A Ao Gl 4
A dlolel/h 4R Z7K) e 2
9] 203 9.0 2425 A4 ALAT0] 2207 9c]

SRS A A2 A T b B o3 B,
A A A HolElE 44 glo] HBtshA AdaE
WA WERIE Al A Ho]ElE 27
Y Zolet, ol 2418 B4k U o] Ag Axe
el oL 53t 22 gkl Sl Wil olg 22
SoTE ) 837 ) 28 47 219 746 48

B oAl Fehom A A g
) FARE A AR AS TR cho
B3R FSE A AL Slat 1Y 7]Ho] s

ol

O]: i
Har

= oAl

OE’_E

29 79

-

=l

rr

I.ME

AAAACR FEE =90 Lesel 7190] 90% o444
Arg FEer) B4 S| & FolEal et 20119 A Al
A e EREL AA ERT O 39%E AFAIYLL, Bt
44%°] 737l 011”5401 2016\10lli= H|Fo] 64%c] =gk A
olgh= Aol vt qleh, ofFA ke S5 Aol
= A ot Ay QlEYl A8 7]7] 2 ool sl A A

= Srotal AgsHA HeElolEE A/ A ed o= 3o, ol&

ol FAEE MEE 7SS Fol AnlZ, tulol, AR

71914 /\]ZI- Eo] tﬂg}ﬁ]— Zog oﬂA]—E]EH 1],

Google, Microsoft, Facebook 12|17 Amazon 5& 5=
T US40 FAGOR Hole) A3 AEle] gl
dlo]E 9] o] Moore's Law Wt} U5 WA 5715}l %E‘r
[21,[3]. 2L ol %, Facebook®] 73-9- ARl 2td3- 917t A1 51t
o] 2011l 7|5 oF 20PB(1PBbytes)ollA] w5 60TB(1TBbytes)

o

R Z7Vskar QIeH4], ¥} Facebook ] ZALe] €&k 300074
O A & ufed oF 207) oJde EFo] Aol Bl
E|QIeHs], whebA] o] gt wlofE] Aol thgatar A F1HS
FEHORE AT 4= 9= 29 7|Hol thet At shA|et A
AAIA Bs] Al ek, E3], Microsofte] 3¢ A
O R ARkt sy 7S ARgSto] dlofe] A4 AllE] &4 H]
85 oF 50% Agictar WaEsteirHe],

2 oA o]gh At A s ulel FERe-E A AL
glofA] Qs ARES AfekaL AA ARSEE TRekel &
9 71 A, o] B E A SR AR A4
& 913k a1 7ol o] =ofefiiet, = o] A vhaat
At Ao olo] TAoIA SeheE A% AR Lxof B
S Al IgolA= SeR9-E A% AL a7k}
Act, VoAl SE-E A AAES $13E 3 79
BtaL VA A= AT ket AR AR 919
7ol dis) =efsict, 1ejar VAolA ARS Wl

e e
jd [L[o

r&‘

Moo wx
B

ol

I, 228 A& A|AH FZ9} B3

Feh0E A ALY PR (7 DIt 2k Y Yol
B At ofe] o) vlo]e] B8E2 irold 3% Fo &
A U9 wmsol AR ofu) Hul] AR, ALEG]
Qelo] = ke ol ofsl WA 4 Gl Yol 24

> - DDD

Data blocks Distributed Cloud Nodes

Source
T2, 22URE ME AJAHS X

FEBRUARY - 2014 | 105



ZH| | RMICH 2242 MY AlA”S ot AM =27 3Y V1Y S8

ofulalr] Sistel 31 7)HS Aggic
Zalor AR /\]/\Eﬂo 3_71] = 7k ]Ex—loﬂ Q]OH E;Go]—]:}

AL WA= AREARA HlofelE 24 glo] Akl HEsla

3, 5 W WEYA oA 248 dlojelE B
|

wesRry A5 qole g sxlae] BE

M—g—% S 205k clolel BSait, (28l D dold 4

ThS AR Alolt), AMBAHs A)o) Bk S % )

of g Aol iAol oS S, of g
%4

AR HEH LR A7)7F MRl glojElE F5sH d
o}, dlole =3 THgollA 9] ik mErk AdEERE AR
A kY] kBl &4 glo] dlojelE Alshy|et s

ok HolelF 253 4 ont,

=2 ==

[ &

L &

Distributed Cloud Nodes
02 2. 229 M AKE] ol 47 1+

User

2. HlojE| 27
S0 A A2gelHE dole 7 4F B8-S 1yl
gk, o 32 o

7] 9lte] 3714 08 244 glolEE g
&

o8} - Foltal gt A& & # 33 2ol n7j¢]

[ &%

B

L& 7

Distributed Cloud Nodes Substitute Node

a3 3 22RE MY AlAHC| HlojE =7 1Ry

106 | 3=et &4

A e E7F SIS w, ()70 s
}0% BrHEA 9 HloJelE the-mEste] 44
Lalo] A ol AAsle) glog] Eor
b leE7E A EE e giA)] RS d7he)
A glo] dlo[el S cherEsl7|ut s A
& AXA A2AE HlolHE 24t 4= 9t}

o f{
ol
[oN
=L

o

BAF wE 50 ARgAte] dlole] S4a 24 Hole] BT
£ 9lsh 2 ool dolES AP Bk, oju) 2t 4 e
b A AR 5 G dolHeRS BAF ) 4% 37t
gepoletin Aofaich, of 2he 17l 2914 of sen] el
0.2 o AT ol 7 A ks e AR 7 B
S ZH=ThL PRI, SR A AlAEe A Holg) &
B ABET 2 dolE BT ATES SASHAA B4 e
o) A B G ALBle o] S0

N
T
By
18
1M

s o] SR T b S e Aok
9% YolEE Btste] Agsloraich. ofu} ol =

el ol tezEsfol 248 dolel %75 =
u] o] ThgolA CHERESHE % dloje] WS B jolZoet

AL gofRint, of gk TIE 34 B il ke kB
9] pot 7k < e ERAE otk dolE e 3, of dY
Shc} Bl ol e oJubM o g Aos' 2ot U ARA)
7k s3gekiat sh dolelofat dlolel £4 Al MR
%, 29T B4 eEe) 47 o] 1S o) oA vkt &
A 0] AR 7 T Ed0| S0 % (trade—off) THAo]
7] ufioll Al2glol] Mgt A% $7F S B R 2
w5 519 7S AR Alo] Sasit,

. =541= ¢

AR AAE e 24 LES B 93] - EsR=
% dlojg #Frct H&ajofehs wEo) 27 1 Fa%k X7}
e}, o]t 24 dlojg B-5 9fs) Hgsforshs 9
55 22/ (locality)[7], £+ 12| (repair degree)[8],[9]
SO Aoloirt, 2t oA Aot B kLro] A4 7t

rok
18l
B>
r



ZA| | ZCH SRS XY AAHS 95t A 27 35 7| S

o2

57 YO EEAL o2} B7E 93 W e 4% B Fol
L ol 319 Z]So] 2] ¢lEa SleHIo) L)

V. S A A2

o

9% 29 714

1. HHE=(Repetition) £

ST A ALHOH A TY 7Y F o1
B el wh RE L wolelS of ] A $UT HARS o
Sof ofe] HAF wEo] AGAIL, oS Sof At dlojelo]

Bl 27He] BARES F7h AAEle] BAhe] BAF sl A%
shl Qo2 WAsH 0] dlole] £4o] el Bt ks
stk wH BB RE0kE 91 HE] aldto] §17] e
Hlole] ot BT A BESLE 9% A EF B Yl
Aol gl

2. Z|cth 2| £2]7}s(Maximum Distance Separable)
=S

A Az E2ks ?? L AZE 3174 4 (Singleton bound)

oA TEE WSSk HE2 AHoJH12], o]Hsh o A

Hells g 4«%—6—}@ Hz9te) A BOR dold 4

. ttJrﬂ’rﬁ l—iﬁl Ez%*é iujoﬂ e J%
CH13)[14].

&2 —501 Oy HolA A WA 2t k=7 ié‘% e
*ﬂ HWH JJ:EETH Eﬂolﬁ

repetition code
R AR
Vs
&y

Efficient Repair
Low Reliability

MDS code

&K Ay
&
&b

Inefficient Repair
High Reliability

T2 4. U= 250t Al 72| 22l7ks B3

3. XjA(Regenerating) 85

S A Al2Flo A= ShA TR Bt aeAn A
25 B Mk oy} dlolHE Asy] flek A 51t
B A E5S 2asshe Alo] 8tFH 0]‘35 [0 wh
2} Dimakis a0l ©Jsf] 27i% Zlo] 24y £
o= dojy A% st St Bk ool % ol %ol ¢
HlE-& Fvol whet 24 A &5 A4 (Minimun Storage
Regenerating) 2@t 24 E-E ol A (Minimun
Bandwidth Regenerating) S-&.2 WP TH15], 24 A% 8-aF
A o= A (1) THEshs Foolal, X4 Bt o A

3 R5E A ()5 B S5l

=[5

)

(aAISR’ ’YMSR): ( ) m

8y

(Cmm ):( 2dM 2dM )
MER WMER) =\ 0d—k+ 1) k@d—k+1)) @)

-

TN o A B B, A BT o
B, k= HolE S SI7 A4 1T S gl lole] B
93t M4 & Fro|t)

o] & 50| 3 chosEt a4 e
= Ao gk, el 2 o
ok XH)\H Hsl 7 /]\jxé oF

[¢] LS, B

_IR

:ZLT M__ /\]/\EI

o] 7]

Z
=
CRE PP S

E(Locally Repairable) £5
ARHel 2] 7o) el HaRe A% T8 2
o S Slo) Mt et 48 2] &
e

B

ﬁ
B4 B Rgolrh BEAL B 5

roue od
Moo

r]

FEBRUARY - 2014 | 107



FHI | &M 2R HF AAHS QIot AN 27 3 7| S8

w8 A9 d2eE 2o an AME golgrt &3 O A FolA AEIddet Ty 2T a3l mupdd Feks-
o] glojel 5yt thEREsto] A l lH%: B8 4= ook B AR AU flete] A 2ol A8 7t 7HEol
= Aol ek, dlE 501, (1" SolA A WA wtrk 24 dErE gl [19)ef4e R SolAe 2 BAF ERE
i 2 IR EERTE dy, dy, d,, pyE ThRERESI] B AE ] Sl oy AAIE thete AR Ad Al
2dE dloly dZ B 4= Qlek, of=ig O Qlate]  whet YRS & o AlFE Gl AR W Slo] agoleh=
Facebook¥} Microsoft GollA] F-4d4s B foo) el & Auprp = glet, ®3t [20]0ll4= A o] YESYA 2
2] d-tatal leHs](6]. ol AT ARGARZE BAF A EREE ST 4= 9l Fof AR

aolco S| Al

=)
[¢) T
Global parity A2 B3t dlofE Etof ARkgt 1Y 7[He] d7) B &

#2{x ojoje| 27

o N SR A ALHS Gt 1Y 7ML el 44
N i A 7 248 Yolele] el A0z B2 Saysiect 1
BlLb wlor e 7 eSS dlole] B 49 B ohel
Local arty 28 3 29 4 Ao21), 2 oAl A Hoje] =
285 HEHS 27 28 L 20 thofEo] 4o]3 24 Yol Bt B cjei%o] 3
0.2 95%2) Wik AT 9L AT 5 ek, Edk oluf A
FH 550 4 Lot B4 E47} SAHE A

ol K

i ] oo} 2]
V. AN SEPE AR SRS AR sogozs 2ol 25 b o a7t 2asa
9 7% otk

3 Aoz A ZHSE A AAEelA sl 3, HOH S
Yl 7H) oAl g A, Wl dole] B bk el
e sl chel Aok AP 29 A% o)

Hollorat kol oha) ol gafLcy,

Zetc A2 A2RolA] AEAL HlolelS Sk 7
Fe A4 HlolEE R IgolA oteldel W47t
S golEE qlolw WA A9l dlolel: AlFj4
2 gAslorzITH22][23][24], w}aw et dloj] Aamy
= of]et tlole] 2.3 9 otold Wiz taHE B 52 2

A
71E SEE A AL S 1Y THES FR § 0 & 3T 7] AAlEooF 6;}11}

ox, 2 ot

P )

49 CES

Individual repair Cooperative repair

321 6. 7% H0lE} =7e} B2 flojef 27

108 | et §a



ZA| | ZCH SRS XY AAHS 95t A 27 35 7| S

o2

e A ALEE A 2 7] el e 2
WA el
Sof At Ae et
; olE| 25 A 2 e
Aasic) geby] $58 9 BEs BHeg Hask] 9
g 71?4—%01 QAEIL Q). 7% Be AT ANE

s g0 B HjolAl GRS
okl (2509 (26104 ol =
glo] Hlole] LR REMO R 7} st
31, (2704 7heE Xor QlAHEC.E tlofe]
e Arstact £ [28)e14% o]4l o
WS 78S At

SR ol A

2 4 o o ©L
o . fo
N il
E rgt
Oll _E,
LJ
J;
b
lJ
)

¥

._ﬂ tlo

ot
%) vlo)e} 23} B S
o3 F A AlokE 1Y 7He

945 453 7ok & Aol

al
A~
T

LR e
32 L

=
o
rlr

A kot 24 A|AH0| AJLEE thoF
AMHE I A 2EeE AR A AES 98 51
& w=ojsugict, S5 oS a9l wapd &
AlEst7] HAsiA = FAliEnt ofyel A g
FeH-E AR 7|9ef oigh At gﬁo}n}. E
)2 Al3-g iaf ool AQl K4A0] glolE v
71do] thet Atw W4Aolet o]9} tEo]
ol B oS AL S BREE 2
Ao oz g7|A7kS Arksle] oo 84S =]
= A Ses A% A AElo A W] kR Aokt

Frolet,

S

(!

o,
L N K
E

<
2

= gi
=

ox,
b
ro

o ML M
-y
o,
2 o
uly

C

N ol 2% Ho ofl KU

H—‘
n =
S
ine()
oo

oy
-0,
o &t >

N

1% E
1o

J

1;0[11

o e oo
K

Acknowledgement

o] =2 201345 AR (15
2)9)8- Hho} Zay5] 7] %

0] YO R gt Ao
A7AF1 %) (No, 2013R1A1A2062061).,

o

1Ed

1) APAATL, “FEHE Hego]
FE, A181E, 2013, 3. 28,

lef],” SERIA

[2] Worl data more than doubling every two years —
Driving big data opportunity, new IT roles, http://
www.emc, com/about/news/press/2011/20110628—01.
htm, 2013,

[3] IDC says world’s storage is breaking Moore's law,
more than doubling every two years, http://
enterprise. media. seagate. com/2011/06/inside—it—
storage/idc—says—worlds—storage—is—breaking—
moores—law—more—than—doubling—every—two—
years/, 2012,

[4] D. Beaver, S. Kumar, H, C. Li, J. Sobel, and P,
Vajgel, “Finding a needle in Haystack: Facebook's

in Proc. of 9th USENIX Conference
on Operating Systems Design and Implementation
(OSDI), Oct. 2010,

[5] M. Sathiamoorthy, M. Asteris, D. Papailiopoulos,
A. G. Dimakis, R. Vadali, S. Chen, D. Borthakur,
"XORing Elephants: Novel Erasure Codes for Big
Data,"
Very Large Data Bases, Aug, 2013,

[6] C. Huang, H. Simitci, Y. Xu, A, Ogus, B. Calder, P.
Gopalan, J. Li, and S, Yekhanin, "Erasure Coding in

in Proc, of 2012 USENIX
Annual Technical Conference, June 2012,

[7] P. Gopalan, C. Huang, H. Simitci, S. Yekhanin,

“On the locality of codewords symbols”,

photo storage,”

in Proc. of the 39th International Conf. on

Windows Azure Storage,”

Electronic
Colloquium on Computational Complexity (ECCC)
vol, 18, 2011,

[8] G. M. Kamath, N, Prakash, V. Lalitha, and P. V.
Kumar, “Codes with local regeneration,” in Proc, of
Information Theory and Applications Workshop (ITA),
San Diego, USA, Feb, 2013,

[9] L. P. Juarez, D, L. Henk, and F. Oggier, “locally
repairable codes with multiple repair alternatives,”
in Proc, of International Symposium on Information
Theory (ISIT), July 2013,

[10] N, Silberstein, A. S. Rawat, O. O.Koyluoglu, and S,
Vishwanath, “Locally—Repairable Codes via Rank—
Metric Codes,”
on Information Theory (ISIT), July 2013,

[11] G M. Kamath, N, Silberstein, N. Prakash, A. S.
Rawat, V. Lalitha, O, O, Koyluoglu, P, V, Kumar,

in Proc. of International Symposium

FEBRUARY - 2014 | 109



ZHl | RMICH S2A4RE MY AlAH ad

=

o
ro

93t A =7 3 JlY 5

ook

and S. Vishwanath, “Explicit MBR All-Symbol
Locality Codes,” in Proc, of International Symposium
on Information Theory (ISIT), July 2013,

[12] T. Richardson and R. Urbanke, Modern Coding
Theory, Cambridge Univ, Press, 2008,

[13] Jung—Hyun Kim, Jin Soo Park, Ki—Hyeon Park,
Inseon Kim, Mi—Young Nam, and Hong—Yeop Song,
“Reliability Comparison of Various Regenerating
Codes for Cloud Services,” in Proc. of ICTC2013, Jeju
Island, Korea, Oct, 2013,

[14] Jung—Hyun Kim, and Hong—Yeop Song, “Coding
Techniques for Distributed Storage Systems,” in
Proc, of 2013 CITS 3rd CITW, Samsung Electronics,
Seocho, Seoul, Korea, Oct, 2013,

[15] A. G. Dimakis, P. B. Godfrey, Y. Wu, M, J.
Wainwright, and K, Ramchandran, “Network Coding
for Distributed Storage Systems,” IEEE Trans. on
Inf, Theory, vol, 56, no. 9, pp. 4539—-4551, Sept.
2010,

[16] N. B. Shah, K. V. Rashmi, P, V. Kumar, and
K. Ramchandran, 'Interference Alignment in
Regenerating Codes for Distributed Storage:
Necessity and Code Constructions,” IEEE Trans, Inf,
Theory, vol. 58, no. 4, pp. 2134—2158, April 2012,

[17] K. V. Rashmi, N, B. Shah, and P. V. Kumar,
"Optimal exact—regenerating codes for the MSR and
MBR points via a product—matrix construction,”
IEEE Trans, Inf. Theory, vol. 57, no. 8, pp. 5227—
5239, Aug. 2011,

[18] N. B. Shah, K, V. Rashmi, P. V. Kumar, and K,
Ramchandran, “Distributed Storage Codes With
Repair—by—Transfer and Nonachievability of Interior
Points on the Storage—Bandwidth Tradeoff,” IEEE
Trans, Inf. Theory, vol. 58, no. 3, pp. 1837-1852,
March 2012,

[19] C. Gong and X, Wang, “On partial downloading
for wireless distributed storage networks,” IEEE
Transactions on Signal Processing, vol, 60, no. 6,
pp. 3278-3288, 2012,

[20]T. Ernvall, S. E. Rouayheb, C. Hollanti, and H.
V. Poor, “Capacity and security of heterogeneous

distributed storage systems,” in Proc, of International

110 | 3ot &4

Symposium on Information Theory (ISIT), July 2013,

[21] Kenneth W. Shum, and Yuchong Hu, “Cooperative
Regenerating Codes,” IEEE Trans, Inf, Theory, vol,
99, no, 11, pp. 7229-7258, Nov, 2013,

[22]S. Pawar, S. E. Rouayheb, and K, Ramchandran,
“Securing dynamic distributed storage systems
against eavesdropping and adversarial attacks,”
IEEE Transactions on Information Theory, vol, 57,
no, 10, pp. 67346753, 2011,

[23]A. S, Rawat, O. O. Koyluoglu, N. Silberstein, and
S. Vishwanath, “Secure locally repairable codes for
distributed storage systems,” in Proc. of International
Symposium on Information Theory (ISIT), July 2013,

[24]S. Goparaju, S. E. Rouayheb, R. Calderbank, and
H. V. Poor, “Data secrecy in distributed storage
systems under exact repair,” in Proc, of International
Symposium on Network Coding (NetCod), June 2013,

[25]S. Pawar, N, Noorshams, S. El Rouayheb, and K.
Ramchandran, “Dress codes for the storage cloud:
Simple randomized constructions,” in Proc. of
International Symposium on Information Theory
(ISIT), July 2011,

[26]K. W. Shum, and Y. Hu, "Functional-Repair—
by—Transfer Regenerating Codes," in Proc, of
International Symposium on Information Theory
(ISIT), Cambridge, MA, July 2012.

[27] D, Papailiopoulos, J. Luo, A, Dimakis, C. Huang,
and J. Li, “Simple regenerating codes: Network
coding for cloud storage,” in Proc. of International
Conference Computing and Communications
(INFOCOM), March 2012,

[28] H. Houyx, K. W. Shum, M. Chen and H, Li, “BASIC
regenerating code: Binary addition and shift for
exact repair,” in Proc. of International Symposium
on Information Theory (ISIT), July 2013,



00

H | AAh 22teE X

=
.

ol

=
ol

2006 AMchstn H7[HARS

i

A

OFDMA A

7R}

2009 ~BIA M|k

ATIRAAEL Massive MIMO AJAE

ol

=
ol

2007 HMICHSI M7 |HA1S

20098 SHM|CH

2009 ~4x| HAA|Ch

2005 M

AR

2005'3~2007

2009~ 24X AA|CH

19843 AAA|ch

43} A

o TXE

b

5]
=

1986 0= USC Ch

1992E~1994E 0J= USC Communication

S

[e)
el
=

Science Institute, HIAL & 72

1994E~1996'F OJ= Qualcomm Inc., San

g

o

49

Diego, USA,

]

4 2
E| 11of
w7 o
ol g
o &
X
=
=) 1y
H o
5 T
= RO
el
@ll_ mO
=<
qw_ 1Lfo
55
<

2 &
peli]

10{0
<40

FEBRUARY - 2014 | 111



