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Safety Comparison Analysis Against Known/Chosen Plaintext
Attack of RBF (Random Block Feedback) Mode to Other Block
Cipher Modes of Operation
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ABSTRACT

Data security and integrity is a critical issue in data transmission over wired/wireless links. A large amount of
data is encrypted before transmission, by block cipher using mode of operation. RBF mode is a block cipher
mode of operation which uses random characteristics. In this paper, we analyze the safety against known
plaintext attack and chosen plaintext attack of RBF mode compared to the traditional modes. According to the

analysis, RBF mode is known to be secure while the traditional modes are not secure against them.
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Fig. 9. known/chosen plaintext attack of RBF mode
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Table 1. Safety of modes of operation against known/
chosen plaintext attack

Encrypion Mode | SHE 924t known chosen
ECB weak
CBC weak
CTR weak
RBF strong
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A o’k oA

Table 2. Safety of modes of operation for 7-round
128-bit AES, against differential cryptanalysis

Encryption differential cryptanalysis of
Mode 7-round 128-bit AES
ECB needs 2''?? plaintext/ciphertext pairs
CBC needs 2''2? plaintext/ciphertext pairs
CTR needs counter values and 2''?
plaintext/ciphertext pairs
could be succeeded with probability
RBF (1/2)128 =1 \when 2122
plaintext/ciphertext pairs are given
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