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Implementation of IEEE 802.15.4 Channel Analyzer for Evaluating WiFi Interference
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Abstract - In this paper, an implementation of concurrent backoff delay process on a single chip with IEEE 802.15.4
hardware and 8051 processor core that can be used for analyzing the interference on IEEE 802.15.4 channels due to WiFi
traffics is studied. The backoff delay process of IEEE 802.15.4 CSMA-CA algorithm is explained. The characteristics of
random number generator, timer, and CCA register included in the single chip are described with their control procedure
in order to implement the process. A concurrent backoff delay process to evaluate multiple IEEE 802.15.4 channels is
proposed, and a method to service the associated tasks at sequentially ordered backoff delay events occurring on the
channels is explained. For  the implementation of the concurrent backoff delay process on a single chip IEEE 802.15.4
hardware, the elements for the single channel backoff delay process and their control procedure are used to be extended
to multiple channels with little modification. The medium access delay on each channel, which is available after execution
of the concurrent backoff delay process, is displayed on the LCD of an IEEE 802.15.4 channel analyzer. The experimental
results show that we can easily identify the interference on IEEE 802.154 channels caused by WiFi traffics in
comparison with the way displaying measured channel powers.

Key Words : IEEE 802.15.4, WiFi, Interference, CSMA-CA, Concurrent backoff

.M E Eoll dg &40 dasit

WiFiol ols] 7bio] WAEE IEEE 802154 Ad< &

X FEG 22 AABAd qF DA, FAHNA T Aok oz, WiFi Edfjgdd digh Fapg 2 ER o]
=9 A, Aed A=S AT 4F AA 9 A7), 7kA tho] Qe IEEE 802154 AEE3 SHH7] witol,
AE, B, Bl #ae] s AAsy] A% d WiFi E#figo] DAF= ¢ WiFi 2¥9EY S$HE
T Al ST A HolHE ASE HHor uYgd I IEEE A EolA FAlel Apddzgo] F74gth5]. ol =g
el AAMUEAZY] &) F7star vk =3 olH T AAE ol&3te] th49 IEEE 802154 A& Ab&sta 7zt
A EG DLl A A= HolHE A&t 7z T4 FAe] F4E AE Q133 IEEE 802.154 Adel] AA g
F947F 24 GHz?l ISM  (industrial, scientific, and F, Addge] 54 2 H7kE 98 7 IEEE 802.154 A

medical) oA 523} IEEE 802.154 T2 EZo] i o /‘1 RSSI (received signal strength indicator) @ =] 2~ gk
AFEE T 3w R WiFiZt 853 e F7kel AA = AESt] A Wt oy FA A FAC T
7% gtth. 2¥d IEEE 802.154 WEY A w=E=Eo] AL g HHoR YeEUe=AE s AY § Adelgn dd
St AdY FI5 /\E“EE*OI WiFi WEHZ <9 He Rt Az AHe A&A 7] WiFie] 54 2
T4 2HEHY) HEZ2 SHHD Wik WEYSIY =Y A AEZAI dAGeEAE Hdste WP ow IEEE
P37k 2 7% IEEE 802.154 ngoﬂﬂl 7bgol whAstel 802154 Al e WiFiel 14 dwele wol
IEEE 802.154 TR2EZFZS o] &3 AAZS S84 & AFHYH6-7]. 2} ol#d "WHESe 49 IEEE
T 20 HEFA7)7] oY EA7F FASTH1-4]. o] 802.154 A7k B aF EAI7F Ak @A, WiFi HEH 29
23 EA 3k AR A Ay oR WIiF E#e HH2=ERJE (access point)oll Al F7]2 &2 H]F (beacon)

o3& zFHdo] wASt= IEEE 802.154 A€ ES ¥ 3|4 IEEE o] At E JEEE 802.154 &<l IEEE 802.154 2
802154 =258 TXAA F JEE IEEE 802154 A4 of thgk RSSI AMZE dlelHE CMF (common multiple
folding) &¢1E]Fo 2 s Aste] Fr|4s A u 1
Mo WiFiel zFHAo] tta dHadsls vhHe AsAEE
A Adafor st vlolEl o %3 S AHYE AT ZEA
Aol Rt 825 de AS¥ = IEEE 802.154 Z#H ¢
#* Dept. of Information and Communication Eng., Hoseo F4ale A 9ldh= Texas InstrumentAhe] CC25303 Z2&
Univ., Korea ©dH (single chip)e2 F&3}7] o ZA7F ATHS]

¥ Corresponding Author : Dept. of Information and
Communication Eng., Hoseo Univ., Korea
E-mail : hjjin@hoseo.edu

oA 2014d 49 29 e o) mRAAE ol 2 e Al AL
FA9z 20149 49 179 E3HA IEEE 802154 Z#H<d F52171% st=do]<
AF9R 20144 59 8% 851 6l (cor)® EfE BUel FAE 4 AL,

WiFiel ZHd e ®Itsto| st IEEE 802.15.4 ME247|o +3 81



HM7|&s=2X 63PH 25 20144 6¥

IEEE 802.154 AdE°l Yev+ WIiFiY 7H48 E4317]
Agk FAe] T dis ATFEATh olE fs 27 el A
@ Y IEEE 802154 CSMA-CA (carrier sense
multiple access - collision avoidance) €18 &FS AW3slaL
ol Fds=d dask ddFe] AT 8AEY 5EA
I Al dAtel disiA  Tlegth 3FelA v IEEE
802.51.4 Ao w3 HHEAHQ wWo x| HE A ]O]_'“[
3ube] IEEE 802.154 st=¢lol 2 th5 Ado] 3k Mo =

Adagel ddE 4+ LS, WexZAd FANNE ol
vy

o] WAHE BE WMozl sARon R4
ol Aelshs Alolwgel dalA AW @tk 4gel 33
Mol WomAduge $EA AR P UF A
dol i@ wANEALE LCDol 2] nAFE 7%
o] 9+ IEEE 802.15.4¢] Adel dig WiFiel 1+ 473
o) FxE Ageta, AY WENIE oG] 24T 4
e AGAHE YEhllE B4 3 nusn 5gelx AR
St

2. ot X2 IEEE 802.15.4 CSMA-CA &1zl &2

73

2.1 ctel 9 |EEE 802.15.4 CSMA-CA

ad

| >|
MPDU . . .
\|/£/)"'°\‘/)M... m\ F, g
IEEE 802.15.4 |« >« > >
CCA ccA CCA
| Fo | .
IEEE 802.11

1% 1 IEEE 802.15.4 CSMA-CA &£1z|&
Fig. 1 IEEE 802.15.4 CSMA-CA algorithm

19 19 IEEE 802.11 WMEY A9} 3ty F37F T3
¥ 374 A IEEE 802.154 UEHZY oA LIS
AEe7] 93 CSMA-CA €xel&9 525 vehir o
714 F,9 Fy= 77} EEE 8021549 IEEE 80211 3¢9
S 9ugt) IEEE 8021549 CSMA-CA%: w3 24 o
AZE TREFA MPDU (MAC protocol data unit)7} 43
A G2 W I A€ol (backoff delay
timer)E& Z7]8}A1713L o] Efo|w7t ZHAE o] Qo] & iz}

=4
A AAE & CCA (clear channel assessment) 7|50 &
Axigoel vlojglttn s MPDUES 2£3H6ts ZddS
AL3ta, AQdo] AEFA Afole oldug o §e WY
oA MelE = Gk thA Adste RS FAAE)
AL EEAY A" AW EA jEEEE WA o T
a8d wd HUARS WMo xxde] FREE AFAdE
Ado] AbgFold WMo xAAddde et WexrAd
Elo] 7t ZaEE 5o FAAE S d&Hoz IAsiA &=
ol MO ITAAL WkEE wiwjir} 2 (1) Zo] A&
P2 Z7MetE HeelA Adue ¢4 B E WX AE

82

BE, =min(BE, _, +1,macMaxBE) (2)

] 714 min(a,b)= a, b9 HAFkel™ IEEE 802.154 #
9] MAC PIB (PAN information base)oll T+73% nle} 2o
BE,=macMinBE©] 2 macMinBE®} macdMaxBE+= 7Z}7; BE, ¢
Hawd Ads ov g

g, 2 1A= AF me HexZAALE AW Fo
FAAde] vojdE A4S 2A H &, MPDUZE 2AH
AZEE ok A= AP adE: WA A

(medium access delay) . & & 2o]&}a =Tl AE Mex

L—HN

o
i
a2

AAn4E T3 A :a WA g 2A A4S WiFL EfE e 7F
Ae BAE7) 93 Fuo g AFEEL

2.2 CSMA-CA &£12|&F 782 98 IEEE 802.15.4
ZEle 375 sHYFe 24

ok oA A9t [EEE 802.154 CSMA-CA &¢18&&
TE37] AElMe NeZAAe] AVE AASY] AT
A7), Mo ZXAS 9F Elolw, Ade] AlEARE
&7 93 CCA7I%, :LFAL olES AoEr] % =Z=

2ZAA7E d83t. g, IEEE
802.154 CSMA-CA ¢1d]%, £9A4, ¢84z2a9s 2
Bte FHAAMUNEYT w259 Fdd 24 GHzo F3)
F oA F#8FE  Texas InstrumentAle]  CC2430,
CC2530, CC2420, CC2520 HEo] gz A&l o&
% CC2420% CC2520% IEEE 802154 Z#HY £5217]%
ZkZ 1 9, CC24303F CC25302 IEEE 802.154 =&l ¢

A7 % Yex F7E CSMA-CA &1uE]Fe] di
Sx2 e Ao AE" £ & 8051 FojE E
g3 dejolth., AMUEY I I %718 Aol
CC24307 CC2420°] A& AA R, CC24302 WA A
ZAF A ol Al X YEA k7] wliEel, of 7)ol M= CC2530<
A3t CSMA-CA €uzlES +3dT ) Zadh 7 a4
9 543 o]ES AlolEy] g Aol disiA A e

£ o» mlo

oo Hm

ol
=

O
(

221 A7)

a9y 20 tEkaAlo g X4 XB4X2413 o] AL
T%9 LFSR (linear feedback shift register) FE|9] 3=
AL o) gste] NoeZAANRAG AMLHE dFE de
A& vepdlith o9 204 LFSRE 16HE Z7]9] @ X
€]yl z}7 RNDL¥ RNDH#HE o] &8 E3|A 39 8
HESL 49 8UE ¢IXo] HolEHE 2AY 9dS F Ut
22 204 LFSR st=¢lo] Uags12 %73 A7]=0)
AMEEE #E BEEA AYEEE RF (BUL F35)



LFSR: X'+ X5 + X2+ 1
(RNDH) (RNDL)
® ®T

mask pattern @ (‘85

2" -1

random number ~ I

seed @

\ 4
RV(2" - 1)

J8 2 Y2EXAS 2ot ol 4y

Fig. 2 Random number generation for backoff delay

i RF A& F27|25FH 4= F249
¢ intermediate frequency)ﬂoﬂ veEhE 3
@ o] ofuatey] MESY FH|E F o] #¢& RNDL
23 @%F o] 71238l WA o® LFSR =90 W
A71e x7)gs, W x7)3 iy E R
B A2 dolg e f3lo %’*01 LFSRel &3o] 17}t
guity 2 FHE 2 Hed o] AEHge ddE
Zbe b 548 B9l LFSRE gkl ¢
@3¥ o] RNDHE GS3l4 ¢3Aal @A FHxHe=
Ent~3 9 ¥ (bit mask pattern) 2" —13 H]EW$] AND
2bE AR @9 Zol A 19 wexxde A7
=RV(2"-1)¢] AA¥ 11, 7|4 n=BE,°|t}

oo
AN N
S
_1
%

@ o = o k\m it 2 o do o of A
i

2.2.2 EolH

129
=

AL X

2
I

%—‘HE Adol7k 320 psQl @eERo|ng o
£ 320 pso] Aol SiFHE Azte] A3
i E}ow AHYPE 2PNEE WAL 5
ElojH QlEHE QA7 dAEH o
Elo| A CCA7|5S o] &3te] AL et

1) 0 LA Etol B & A2 g oz AAAY]

to

(K
RS

R
ofN
oo
o2

o
2
o

o o e o

Mo e (mo¥e o fo
2
>~
> = 2

& 0

ol >
E:

o, fo fo
4
g

lﬂ-‘erﬂHL CC25309] 525 98 Al=¥lEY (system
clock)9] BAS Q& 32 MHz Z#] 2% (crystal)o] AH&EH A
o} CC2530& Ab&3l= “Z-stack’ol A= CSMA-CA g
Foltvt IEEE 802154 Z#le] 4413 #edel Fud g
oS 98l 168 E Efolw T29 Efolm| T2oA B ER
% (overflow)7} BT wujt}y F7hE = 240 E SHEE S
7hE B Hlar)E 2gete] AMESHaL, & ZE AN A E
7be A tE gelmEe] AMES AAEsta ITH10]. ElolH
T1S 16¥E, T3¢ T4+ 8H|E FRola, Z o= 32
MHze] A2"g1E38S TR azlo] 7153 ZgaAdY
(prescaler)& &3 53] A8 4 QUrh. Ebolw T29}
AAE SHEZRS JILEHE AMESE WRlo] Eolw A
FEe] Age Aave ZRAANY HIE VM =Y
AE W AR o] =AM E “Z-stack”H #2 7]Eel
7#% IEEE 802154 Z2ES =9 Ax89 52
WA s7] & Efolm T1& AM&3te] Mo XA AEle]r 7]
?L sttt Efelm Ti1el 1 psvich E8e] 3349
2 T19 Zlz=Adels A dFdAr|oA A

s of
o

WiFiel ZHd g ®7tsto| st IEEE 802.15.4 ME 247|129 F%

Trans. KIEE. Vol. 63P, No. 2, JUN, 2014

£, 320 ps/slot = 7 slot = 2,240 us©o| 22 22405 Elo]H
z713F A71H 2,240 psFol Eolwrt TaE ng A3
H Eoln JAHHE Au2FEo X Ade] gk Hrker v
Al Mo A EolAAE AT

olgjgt WA o R I6HE EfolWE o] &% A5 16ME Eb
ojm o] Hugte 2—10lm2 Xdd F Ue W

Azl (219-1)/320 = 2048 & Folt}, 1#HH 27-1<

to
(&l
N
re

2048 <2® —10|m 2 ojm oA WMo EAAe Hu =Y
7F {22 -1, 22—1, 221, 26—1, 27—1}Q ALEd = 16M|E
Efolmgto g w WMo =g o] FHIEEA| T, 22 —1 o

AFel 9ol 20488t & Zho]l WHASE = glom g Wl o
IAAASF7E ¥ 2 ASdE FUHHQA AZEY S At
QP Z2AA F:olo ¥t ZtEbA "l o] =&
oA+ IEEE 802.154 Z{FolA CSMA-CA &alg]&el W
exAAArIe HUN e ZAAAFE AAs = FAEgrHE
7F&-dl4 macMinBE, macMaxBE, macMaxCSMABackoffs
o] & A7 AaARl 3, 5, 47 ApgStnE Hopge] v
Z2 Ao A AEEE dgo AU s 27 —10] Ho| 16M]
ElolMgtog e wo = ]oq T4 7 5 U

)
I
s
-
2,
i
2
o
}01'
N
N
L
o
<
K]
o
r
N

RSSI #ol ]:’fﬂi‘jr =
]E7} A (set) ¥ 2 A YA (reset) ¥ = WA
X‘o}ﬂ o, CSMA-CA ¢aglFoll4 CCA7I e W
Adetelw 7t Fa2d wnlth CCA #A e T A
elar 2 ol webA Ade AbgoRE Ao @
CCA_THR #A =¥ 24" 7|Ex7F oW el
A7k Adel vetes gl AEdS AMEToR 3
g AR E 1A e ol ATI7E A2 2lEd
o] AbgFow stnw &

1: Eis

mlm IH

i [ fo OHT

ol
SL' rSL

ol M1

J
=

O:':‘
mi

23 = AM'd CSMA-CA ZIs2 T8 & 98t HOolEXt

o] =&olAM= fold AW ddA”), erel®, CCA
dA2HE o83 AdHF7M7e& &85kl IEEE 802.154
CSMA-CA ¢agl&Fe] e xAddgoel 17 3¢ eI
Aztel ol FHEHJTE 17 39 (a)ddl W ZAANA 9
FzazadA HAPH= e AddAs (bl We
ZAAeteI M7t FRENS W TAH= Eloln JHHE
Mul oM AgdAs debda, FER Ef?i% Skl
Ao g (type) A, BlolmE Alojstr] 913 @A =¥ 9
AR A, Bolm JHPE Au2Fd AR 52 4
gfataitt. o 7]el A W iE Mo A AR, N2 e 2



HM7|&s=2X 63PH 25 20144 6¥

// maxRand[] = {7, 15, 31, 63, 127};
isFinished = FALSE;

i=0;

V = RV (maxRand[i]);

ad =V;

loadTimerStart (V);

while (isFinished == FALSE) ;

(a)

if (CCA()
isFinished = TRUE;
else {
if (++i > N) isFinished = TRUE;
else {
V = RV(maxRand[i]);
ad +=V;
loadTimerStart (V);
ki

(b)

a8 3 IEEE 802.15.4 CSMA-CA H|of & Xt
Fig. 3 IEEE 802.15.4 CSMA-CA control procedure
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isFinished = FALSE;

init_rb_st (); // ch[kl.i, ch[k].rb, ch[k].st
min_rb (); // set Vn and k

gTime = Vn; // global time

update_rb ();

loadTimerStart (Vn);

while (isFinished == FALSE) ;

(a)

setChannel (k);
if (CCA())
chlk].st = FINISHED:
else if (ch[k].++i>N) // MAX_BACKOFF?
chlk].st = FINISHED;
else
ch[k].rb = RV(maxRand[ch[k].il;

if (ch[k].st == FINISHED)
chlk].ad = gTime; // ch[k]'s MAC delay

if (allChannelDone ())
isFinished = TRUE;
else {
min_rb ();
gTime +=Vn;
update_rb ();
loadTimerStart (Vn);
}

(b)
a8 6 HEXMel XA ntAd Mo ™R}
Fig. 6 Control procedure for concurrent backoff delay
process

struct channel_status {
unsigned char i;
unsigned char rb;
unsigned char st;
unsigned char ad;

a7 7 #+=x channel_structure
Fig. 7 Structure channel_structure
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