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ABSTRACT

In recent general social surveillance systems, secure access control mechanism is needed. ONVIF establishes
standards for interoperability between cameras and defines web service framework for it. In this paper we present
an efficient attribute based access control mechanism for surveillance system networks which follow the ONVIF

standards. It accommodates web service information security techniques and provides efficient secure access

control.
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