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ABSTRACT

Accountable Internet Protocol (AIP) is one of the future Internet architectures to provide accountability concept
by using the self-certifying address that is derived by the public key of the host. In AIP, when a host sends a
packet, a domain that is located between the source and the destination hosts discards the packet in order to
verify the source IP address. Therefore, performance degradation can occur due to packet discard especially when
there is asymmetric route. In this paper, we propose the improved AIP mechanism to verify the source IP address
without discarding the packet by including the timestamp, public key value and the signature for protecting from
forfeiting the source address.  Security safety of the proposed mechanism is evaluated and the proposed

mechanism can provide the more robust security as well as reducing the latency due to discarding packets.
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Fig. 3. Source host verification procedure in the improved AIP protocol.
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