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ABSTRACT

Currently, HTTP traffic has been developed rapidly due to appearance of various applications and services
based web. Accordingly, HTTP Traffic classification is necessary to effective network management. Among the
various signature-based method, Payload signature-based classification method is effective to analyze various
aspects of HTTP traffic. However, the payload signature-based method has a significant drawback in high-speed
network environment due to the slow processing speed than other classification methods such as header, statistic
signature-based. Therefore, we proposed various classification method of HTTP Traffic based HTTP signatures of
hierarchical structure and to improve pattern matching speed reflect the hierarchical structure features. The

proposed method achieved more performance than aho-corasick to applying real campus network traffic.
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Request Packet

GET /checkupdate.php?cl=&v=103246420 HTTP/1.1
Host : update.utorrent.com:7070

User-Agent : BTWebClient/3130(27220)
AcceptEncoding : gzip

Connection : Close

Response Packet

HTTP/1.1 200 OK

Server : nginx/1.4.1

Date : Fri, 09 Aug 2013 01:54:16 GMT
Content-Type : text/html

Content-Length : 1459

Connection : close

X-Powered-By : PHP/5.4.16

Expires : Thu, 21 Jul 1980 00:00:00 GMT
Cache-Control : private

Last-Modified : Fri, 09 Aug 2013  01:54:16 GMT

T2l 1. HTTP 848 A7l se]z=
Fig. 1. HTTP request/reply packet payload
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Request packet
GET /checkupdate.php?cl=&v=103246420 HTTP/1.1
Host : update.utorrent.com:7070
User-Agent : BTWebClient/3130(27220)
AcceptEncoding : gzip
Connection : Close
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Fig. 2. Extraction method for each field
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<Signature List>

Sig. 1~ “User-Agent: GoogleMap, Domain: google, Host map, urt view”
Sig. 2~ “User-Agent: GoogleMap, Domain: google, Host map, wi: update™
Sig. 3~ “Domain- google, Host map”

Sig. 4~ “User-Agent: Mozilla, Domain: youtube, uri - musicvideo™

Sig. 5~ “User-Agent: Skype, Domain: skype”

Sig. 6~ “User-Agent: GMM, Domain: google, Host picasa, wt view”

Sig. 7~ “User-Agent: GMM, Domain: google, i update”

UA-: GoogleMap | UA UA - Mozila U.A: Skype UA: GMM
D - google D - google D - yoube D - skype D google
HK: 119 HK: 120 HK: 121 HK:-122 HK: 123

51
)

Sig. 3 Sig. 4 Sig. 5 Sig.6  Sig.7

a8 5. AadA A HelE &
Fig. B. Signature hash table structure
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a2l 6. W arwElE 4y me HTTP 10,672K 1,144M 1,088G 1day
Fig. 6. Pseudocode of matching algorithm
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