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Abstract Thanks to the development of diverse audio editing Technology, audio file can be
easily revised. As a result, diverse social problems like forgery may be caused. Digital forensic
technology is actively studied to solve these problems. In this paper, a hand-held device
identification method, an area of digital forensic technology is proposed. It uses the noise
features of devices caused by the design and the integrated circuit of each device but cannot
be identified by the audience. Wiener filter is used to get the noise sounds of devices and their
acoustic features are extracted via MIRtoolbox and then they are trained by multi-layer neural
network. To evaluate the proposed method, we use 5-fold cross—validation for the recorded
data collected from 6 mobile devices. The experiments show the performance 99.9%. We also
perform some experiments to observe the noise features of mobile devices are still useful after
the data are uploaded to UCC. The experiments show the performance of 99.8% for UCC data.
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<Fig. 1> Mobile device Identification process
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<Table 6> Identification performance (UCC Data)
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