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ABSTRACT

Nuclear power plant data networks and their associated safety systems are being modernized to include many information
technology (IT) networks and applications. Along with the advancement of plant data networks (PDN), instrumentation and control
systems are being upgraded with modern digital, microprocessor-based systems. However, nuclear PDN is confronted significant
side-effects, which PDN is exposed to prevalent cyber threats typically found in IT environments. Therefore, cyber security
vulnerabilities and possibilities of cyber incidents are dramatically increased in nuclear PDN. Consequently, it should be designed
fully ensuring the PDN meet all reliability, performance and security requirements in order to overcome the disadvantages raised
from adaption of IT technology. In this paper, we provide technical security criteria should be used in design and evaluation of
secure PDN. It is believed PDN, which is designed and operated along with these technical security critera, effectively protect
against possible outside cyber threats.
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