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Abstract : As the number of ECUs (Electronic control units) are increasing, reliability and functional stability of a
software in an ECU is getting more important. Therefore the application of functional safety standards ISO 26262 is
making the software more reliable. Software fault injection test (SFIT) is required as a verification technique for the
application of ISO 26262. In case of applying SFIT, an artificial error is injected to inspect the vulnerability of the
system which is not easily detected during normal operation. In this paper, the basic concept of SFIT will be examined
and the application of SIFT based on 1S026262 will be described.
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Methods

1a |Requirements-based test® ++ ++ ++ ++

1b  |Interface test ++ ++ ++ ++

1c | Fault injection test® + + ++ ++

1d  |Resource usage testc ¢ + + + -+

1e | Back-to-back comparison test between model and code, if applicable® + + ++ +

Fig. 1 ISO 26262 Part6 Table 13. Methods for software
integration testing
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Table 1 Result of software FMEA
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Table 2 Code mutation examples

radar_data = radar_input +100;

radar_data = radar_input -100;
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Table 3 Code generation examples

int radar_data;
radar_data = radar_input + const ;
return radar_data;

2
on
)

int radar_data;

radar_data = radar_input + const ;
wait (1000);

return radar_data;
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