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ABSTRACT

Maximizing the operating time by reducing the power consumption is important factor to operate sensor network
under water networks. For efficient power consumption, dynamic voltage scaling method is available. This method
operates low frequency when there is no workload. In case of abundant workload, high frequency operation completes
hard work within short time, reducing power consumption. For this reason, complex cryptography should be computed
in high frequency. In this paper, we apply dynamic voltage scaling method to cryptography and show performance
evaluation. With this result, we can reduce power consumption for cryptography in under water communication.
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. While(1) {

sleep

. if(interrupt) {

. if(simple work) {

. do simple work }

. else if(hard work) {

. frequency modulation to high

. do hard work

. frequency modulation to low } } }
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Table. 3 Current consumption (mA) for dynamic frequency,
Target board: ATxmega128A1
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Table. 4 Time consumption for encryption depending on
frequency, Target board: ATxmega128A1, voltage: 3.3 V

1 | 2 | =
Scheme -
Time (ms)

SHA-1 5 4 1.823
SHA256 60 10 3.24
AES 45 0.4 0.189
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160r1 | Multi-SM 30,700 5,600 1,200
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Table. 5 Energy consumption for encryption depending on
frequency, Target board: ATxmega128A1, voltage: 3.3 V

1 | 2 | =
Scheme -
Energy Consumption (mJ)
SHAI 0.59499 0.615648 0.3429
SHA256 7.13988 1.53912 0.599
AES 0.535491 0.061565 0.0356
secp SM 1492.946 | 425.38692 85.084
160r1 | Multi-SM | 4725.098 863.4463 221.958
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1 12 32
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Table. 7 Current consumption (mA) for dynamic frequency,
Target board: MSP430

Zuh (MHz)
Status
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Table. 8 Time consumption for encryption depending on
frequency, Target board: MSP430, voltage: 3.3 V

8 12 25
Scheme =
Time (ms)

SHA-1 5 34 1.002
SHA256 12.4 8.3 3.921
AES 0.45 0.3 0.119

secp SM 580 400 159
160r1 | Multi-SM 1650 1116.7 600
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Table. 9 Energy consumption for encryption depending
on frequency, Target board: MSP430, voltage: 3.3 V

8 | 1 | 2
Scheme -
Energy Consumption (mlJ)
SHAI 0.178448 | 0.140732 | 0.162321
SHA256 0.44255 | 0.343553 | 0.311196
AES 4.56885 3.0459 1.9278
secp SM 37.323 28.05 25.757
160r1 | Multi-SM | 106.1775 | 78.30625 97.198
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3 [ 12 [ 25 secp SM 93.33 | 21.70 | 1642 | 1542 | 1595
Scheme ) 160r1 | Multi-SM | 280.6 | 64.83 | 48.07 | 44.77 | 42.73
Pre 1609.262 1698.41 1913.857
Our 1609.262 1614.4 1605.645
Our o o ! : h " imote2
Pre (%) 100 95.05 83.89 »
z,, - ﬁ
4 3. Imote2 g o
3

3 110 A<= Imote2 /ol A 9] F2F Fafamof whg
FE UEh Qltk o7 M E o2 =5 FUS
Aa7h vpebd-2 #1918 4= Qlrh

H 1. % o0 ME A2 FF(mA), ERUIEE: Imote2
Table. 11 Current consumption(mA) for dynamic frequency,
Target board: Imote2
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Status
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Table. 12 Time consumption for encryption depending
on frequency, Target board: Imote2, voltage: 4.5 V

13 | 104 | 208 | 312 | 416

Scheme
Time (ms
SHA-1 1.5 0.172 | 0.087 | 0.06 | 0.045
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