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A Study of Information Security Maturity Measurement
Methodology for Banking System based on Cyber-based
Transaction Processing Architecture Diagnosis

Kee-Chun Bang*

Abstract

SSE-CMM for security engineering, engineering, assurance, risk is divided into three elements of
the process maturity assessment model and the level of information security presented. Maturity
measurement of privacy, vulnerability diagnosis and risk analysis methodologies is used in practical
field for present a comprehensive conclusion. The common cyber services are internet banking,
mobile banking, telephone banking and the like. Transaction structure, a kind of cyber-banking
system, information security maturity of the existing measurement methodologies for research
purposes, vulnerability diagnosis and risk analysis methodologies to be used in practical field
present a comprehensive conclusion. To ensure safety and convenience for the user, convenient to
deal with cyber environment is the key to the activation of cyber trading. Particularly by measuring
the maturity of cyber banking system to ensure the safety of the practice field much effects are
expected as a result.

Keywords : Cyber—based Transaction, Processing Architecture Diagnosis, Banking System, Information
Security Maturity, Measurement Methodology
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<E 1> AAFHAH LA (D10, 9,%)

]

Year 2008 2009 2010 2011
Number | 4,302,658 | 4,598,339( | 4,727,308( | 4,919,087
of 79.9) 79.9) 78.6) (80.0)

Bank

| Amount | 1113645 | 13,540,262 | 15765336 | 17,043,58
money | (232 (26.1) (28.6) 1(28.1)
money
Number | 1,014,773( | 1,187,471( | 1,138,502(
of 77.5) 77.6) 71.6)

Secu A

ities Aofmm‘“t 6,078,487( | 7,258,162( | 10,533,939 | 14,459,70
money 57.1) 55.9) (44.9) 4(51.1)
Number | 276,467(6. | 312,291(6. | 359,635(6. | 415,219(5.
of 4) 1) 2) 9)

Card | Amount 84,766(20. | 83,443(19. | 70,690(15. | 76,050(14.
of 8) 8) 2) 0)
money
Number | 926(0.3) 222(0.3) 1,562(1.6) | 2,797(3.2)

Ins

agzél Amount
of 93(0.1) 74(0.1) 214(0.6) 389(1.2)
money

<Table 1> E-banking Performance
* Source: Financial Supervisory Service(FSS)
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Division 2007 2008 2009 2010 2011
Solution and =
i 289 45 | 1495 | 1162 | 2,107
i st 90 172 145 191 126
isputes
law
enforcement 18 25 16 5 13
agencies
Administration 31 37 41 10 20
No }:iolatiun of 53 62 10 47 54
aw
Application |5 72 103 126 80
withdrawn
Not = 29 b
investigated 155 175 329 247 156
Sum 847 988 2,139 1,788 2,556

<Table 2> Privacy Complaint Past Five Years
(Unit: case) *Source : Korea Internet &
Security Agency (KISA) Privacy Complaint
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<} 3> 9AE 3 FAEH
Threat Vulnte‘:ablh Security Risk Security igl‘feo‘;?rlla?i[o
Step | Assessme Assessme Systen} measurem $ystem n sectrity
nt nt Diagnosis ent Diagnosis measures
+Informati
on Protect
. -[ion Vulner|, . «Informati
Perfo OLnfg&n;}; ability Ass h};iﬂ?;gﬁl *Diagnosti|on Securit
m |y ‘Threat essment | Security *Risk Calc|c effective|y on the b
Conte| Assessme *Informati System Di ulation ness of se|asis of the
nts m“ e on Securit é'r}nqis curity mea|measurem
. y Manage gnosls sures ent results
ment Vuln derived
erability A
ssessment
*Use the sassets, th
. Vuln
«simulated | measurem reats, V .
penetratio ?g[eé?l?}ity *Develop :giblgetéi‘?i 'Estimatiq esg‘lvitf}dt
o . |checklist ment«(’f pr ty S);slem n of fumt! velopment
Perfo|+ security «a visit otection s Calcula onal relati of measur
rm | checklist «discussio [Ystem insp ted in ste onships be ement met
How |*Develop o ection 'DevéloS tween rislg hods
g:rfr:éerg *Develop ment of ri fJ}dS ZetLeLr‘;l *5 steps o
¢ methods ment of m sk calculat ¥ sy f maturity
easuremen ion metho
t methods d

<Table 3> Step-by-step How to Perform
Measurements
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Area
Public Security Ezﬁlcpgé;g
System .Customer | Equipment DB: F or
Configuring terminal Communi|. W e b Sserver internal
resources _|Customerfcation|Server|® T, fuse
Network Equipmen |.Applicatio d ccount Terminal
t n Server server
.User
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. Co s e .Internal
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Perfq Comp|Finance receiving . Processing ["a S
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Busin® Manageme Manageme
ess nt nt
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Ic?énan receiving g services
data
Certif User
;catm Authentica
Organ tion

<Table 4> Cyber-processing Tasks by Section
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Section | Threats Check items threat

Certificate management

Data theft Inputs hacking attacks

Illegal S / W running| Security line

Tone generation touch screen

User Area

Network Data taps Wiretapping
segment Data modulation | (Telephone banking, ATMs)

Input data errors
Lack of  access
W e Dbjcontrol
Services|Lack of rights
Section management
Certification
vulnerable

Exposed to the external lookup
information

Exposure security card password
Non—financial companies electronic
financial services

E—banking fraud

Lack of security
settings
Server|Lack  of
segment | Management
Weak  management
server

Internal control, information
Patch management,

Vulnerable to identity verification
A1l Lac  eeace | Procedures

igtt‘ggrﬂal I&‘;ﬁgd of access|Tak of customer  notification
management

Vulnerable customers consent

<Table 5> Banking System by Processing

Sections Threats
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Maturity level rating
Measu

Not . |Devel .
. Beginn Maturi|Advan
:emen WeigEvalupromo|. 8t

ing opmen ty cemen
Rated areas hted |ation |ted t
Index t

Score|Score

Score
. 21-4141-6(61—-8|81—1
1-20 0 0 0 00
Network
Operatin
g System
Vulner|Patabase

ability —
Retenti | Applicati
ons

on

Client

Security
System

Subtotal

Pr 1 vacy
Policy

Incident
Response

Emergen
Techno|Cc ¥
logy Planning
Securit
Yy

System

Infrastru
cture
Holdings

Security
Manage
ment

Risk
Manage
ment

Intermitt
ent
vulnerabi
lity
Network

Techno|Operatin
logyl® System
Securit
v Database

Implem —
entatio| Applicati
ons

n

Client

Security
System

Subtotal
<Table 8> Information Security Maturity Level

Rating Tables

]

WANAE H2ES A SHYYE o417 127
B2Ce &A= 1 F7F & ¢S w23

HelslA X" Aot 9FL Hx
o]

ofs
ol
N
2
off fo
ofs
ol

ol
25

)
f
fot
n

d
iy
o
ro o

® o
ol
1 o
fo o
ofr
ol

oX B o
=)
}u::‘
=

14
ofN
o 2 %

X

all
T o ol
ol
>
T
o x

o
H
oo
Y
1o
jinc

w0

R

ofr

i)

K

I
o

fols

k

rO
o 2N

olN

(E o
o
o
q
av)
4 >
[LUN

s}
o =

ol T oop o [y
" > ni'L' olN o
oo
o
)
)
o
fo, off
1’N ox o
o
X
X
i
)

o
ol
ok
&
o
oo
>
wt
o,

oo E oo
ox
tlo

o N 8 o> ko> oo

Moo ol rE 2 Moo
w1
-
%0
e
>
o
I
o
&
it

oy
o
o
=
>

bolwl Ae) St @
@ 5 ek Aol A Ae 7

[*]

o
l.mﬂl

[o b [y & oZ ox 4 o

e

N

oZ
Ir ki N
ol Nt
141 oX, ﬂllo u!

ol
>
[
T,
o
s
f
}-O{l
oX,
&odo W

[
-4
L
2 o
it
2
N g
o
o

e
£ g
e
o X
oo

Sl

o

[o oZ H> wu

ffo fm
>

o 4m &
r_gt
ol
=2
>
>~
>
oo
uot

of\

mLoH0 >
iy

Ks) i)
B i
oy, it
il

ox Jm xo

ol
o,
ol

Lo,
>
ol
o,
z
Y
R
2
R
_'_‘F-.Q‘

I~
e
X

k1
i
o
2,
-
i
oo
ol
o
N

-
ol
o
rr
oz

o2 T
o
it
i
o
o
Mo

N
=
rot
ui

References

[1] S. C. Noh, A Study of Evaluation Methodology of
Maturity Level for Technical Security Models Base
d on SSE-CMM, Sep. 2012.

[2] CMM http://www.freesoft.or.kr/osd/html/software/i

ntroduction3.htm

[3] SSE-CMM Org http://www.sse-cmm. org/

[4] CCRA(Arrangement on the Recognition of Common
Criteria Certificates) http://www.commoncriteria.or
g.

[5] SSE-CMM, “Project, Systems Security Engineering
Capability Maturity Model (SSE-CMM) - Model D
escription Document”, V.2, http://www.sse-cmm.or
g, Apr. 1999.



128 CIXIE2E =83 = 22X H152 H1s (2014.

[6] CC, Common Criteria for Information Technology Se
curity Evaluation, Version 2.1, CCIMB-99-031, Au
g. 1999.

[7] British Standards Institution(BSI), “BS-7799”, 1999.

[8] I S. Kim, Korea University, Cyber Safety Measures
of Trading, May 2013.

[9] H. S. Lee, Measures of Privacy in Cyberspace, May
2013.

[10] S. C. Noh, "Assurance Method of High Availability
in Information Security Infrastructure System”, Spr
inger LNCS 3794, Dec. 2005.

%7 A
1981: Agoistie A3
(344}
1988 Ao g A KA 2|8}
(4141)
1996: 43 gt A AHE Ao
(22}

1984~1995: MBC 7|94
1995~ @A) A& ojsti WE v Toj st} ama
ARk B oz HE o] $-&

L7 ARA Y 5

)



