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ABSTRACT

Common Ceriteria is a scheme that minimize IT products’s vulnerabilities in accordance with the evaluation assurance level.
SSDLC(Secure Software Development Lifecycle) is a methodology that reduce the weakness that can be used to generate
vulnerabilities of software development life cycle. However, Common Criteria does not consider certificated IT products’s
vulnerabilities after certificated it. So, it can make a problem the safety and reliability of IT products. In addition, the
developer and the evaluator have the burden of duplicating evaluations of IT products that introduce into the government
business due to satisfy both Common Criteria and SSDLC. Thus, we researched the relationship among the Common Criteria,
the static code analysis tools, and the SSDLC. And then, we proposed how to combine SSDLC into Common Criteria.
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Fig.1. The scope of software assurance
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Fig.2. Correlation between weaknesses and
vulnerabilities
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(Analyze security
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(Threat modeling)
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(Static analysis)
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+ (Verify threat
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(Response plan)
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Fig.4. Secure software development lifecycle of the MS-SDL evaluation process
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Common Weakness Enumeration
List Version 2.4

Static Code Analysis
Tools

ar€ Development
Common Critefia Lifecycle
Version 3.1 Revisipn 4 (Microsoft-Security
Development Lifecycle
Version 5.2)

Fig.5. How to compare CC and SSDLC
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Table 1. Result of mapping weakness, weakness's features,

CC, MS-SDL, static code analysis tools

Hekeky el £4 CC MS-SDL A
AN F IR R R R AT 5
Ald ||| | F A 3| F]| 5
o AlaA| 2| & =
. | CWE &% CWE-H3:3-5+ =l | x| 3 o
¢ A48 A X
T | & .
2~ }\]_ -
na 5} :IL
1 Base CWE-89:SQL Injection o | O 7 ojlo|lo|o]oO
2 Base CWE-78:0S Command Injection o| O 10 olo|lo| OO
3 Base CWE-120:Classic Buffer Overflow ¢) 5 o|lo|lo|O]|O
4 Base CWE-T79:Cross-site Scripting O] O 11 oOlo| O] OO
5 Variant CWE—306ZM1S§1ng Authentication  for o olslolololo]o
Critical Function
6 Class CWE-862:Missing Authorization O] O 19/ 0| 0] 0| O] O
7 Base CWE-798:Use of Hard-coded Credentials | O o110l 0] 0] O
3 Base CWE-311:Missing Encryption of Sensitive olololalololo o
Data
9 Base CWE*434IUnrestr1cted Upload of File ol o 10l olo o
with Dangerous Type
10 Base CWE—807¢Rehanc§ on Untrusted Inputs ololols olololo
in a Security Decision
1 Class CWE—25OZExecut10n with  Unnecessary o ol7lolololololo
Privileges
. CWE-352:Cross-Site Request
12| Composite Forgery(CSRF) © Wjpoporolo
13 Class CWE-22:Path Traversal o| O 11 o|lo|loOo|0O]|O
14 Base CWE—A.194ZDownload of Code Without ol o 4lolololo
Integrity Check
15 Class CWE-863:Incorrect Authorization o| O 9]0 O0]0O0]0O0]O
CWE-829:Inclusion of Functionality from
16 Class Untrusted Control Sphere 200 S
CWE-732:Incorrect Permission
17 Class Assignment for Critical Resource ©1° 170100 polo)o
18 Base CWE*§76IUse of Potentially Dangerous ol o 6 o o o
Function
CWE-327:Use of a Broken or Risky
13 Base Cryptographic Algorithm © ©8 ©19]°
20 Base CWE—13111ncorrect Calculation of Buffer o 14 ololololo
Size
CWE-307:Improper Restriction of
21 Base Excessive Authentication Attempts © ©|6 S I I e
22 Variant |CWE-601:Open Redirect O] O 3 O]l O | O] OO
23 Base CWE-134:Uncontrolled Format String @) 6 o|lo|lOo|0O]|O
o4 Base CWE-190:Integer Overflow or o 6 ololololo
Wraparound
95 Base CWE-759:Use of a One-Way Hash with- 9 ololo
out a Salt
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Fig.9. Analysis of weaknesses and vulnerabilities
in each area (static code analysis tools)
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Table 2. Combine secure software development lifecycle with common criteria
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