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ABSTRACT

As the social media which was simple communication media is activated on account of twitter and facebook, it's usability and
importance are growing recently. Although many companies are making full use of ifs the capacity of information diffusion for
marketing, the adverse effects of this capacity are growing. Because social network is formed and communicates based on friendships
and relationships, the spreading speed of the spam and mal-ware is very swift. In this paper, we draw parameters affecting malicious
data diffusion in social network environment, and compare and analyze the diffusion capacity of each parameters by propagation
experiment with XSS Worm and Koobface Worm. In addition, we discuss the structural characteristics of social network environment and
then proposed malicious data propagation model based on parameters affecting information diffusion. n this paper, we made up BA
and HK models based on SI model, dynamic model, to conduct the experiments, and as a result of the experiments it was proved

that parometers which effect on propagatfion of XSS Worm and Koobface Worm are clustering coefficient and closeness centrality.
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1.4 £ A5 ZHe] ek ARY AAES AYEHA AR
b ek of g} ALEAFE 7] ALS A g S B
A3 zoiEEe) wFol guysly muped ¥ ey 4SS YRS T 2 ARG LA A

7o) FAstEe] wal A4 WEYA AuA o] Lo ol ©d 4% mTY 44 vtort A
F2317 9l o) Q] AFRIELS A7 Aao] Aok dle EQE, Holags THSE SAStEHA dHE
olo] 24 Y EQ T Au 2 Histe] Alext 2 = HE AAL ek ool 7} 7|95 ESIE, do
28 5 A4 VEST M¥AE EEate] upAH

1 — o A5 gk 7I9ES I8 32 &8 vESA
oo ommputr Enginecring, Gachon Ehiversi: Scongnar S0 ZEE oA w2AY L A FHAGS ol
2 Cyber Security Rescarch Division, Electronics and Telecommunications 3t 719l gk 71240 AH, I SRR
. léesearch I;j]fltimte,thDa?eon, 3(2—70(1)1 Koreakr ) I AL 27 k3 Gng 2 U]E]01 ol g =8 E

orresponding author (mmhan@gachon.ac. B

[Received 5 December 2013, Reviewed 13 December 2013, s 7199l S5 8 A Ee %H 2= vpAg el AS
Accepted 31 December 2013] Z431 ) o9 o] &M U E °JEL M FR
o B Ay v gzaeiis)t A9d 2039 4REA - 5 ) A wa =
SaCnaThPle drane s989e el Gl A we ol W s £ 3
Journal of Internet Computing and Services(JICS) 2014. Feb: 15(1): 125-134 125

http://dx.doi.org/10.7472/jksii.2014.15.1.125



222 A4 HIEHFA F

227 TRt0lElE S8t B 2

=

ek gtk &4 WENZe] B4 7)Y
28 BAEALY, 89 BT L o] &R Eo)
2l T 20 WAL S Sl

FEH Golzh £ A4S oby
o SPIURL 48 ol ASAES 3
HHHEEE 4G L AP 59 X
W= 50141 2, ABAE 2 <

253

o
2]
ol
ol
ol
ol

e,
o
~

rr

ol
R
rd

o 2 o rlr

[t

[T
oy
o2
o

N
i off ©x
o
2 4
e
o iy St
o

ox M
N
(L of

rore
B
OIN mﬁ
T
il
L
A
.\*.
O
HU
:Cvl:
12
[ Ry
U lo

Lot ME o e o tu

_OL
R
0,
i)
l_,ri
o
o
v
%
f~
iz
=
0 in

o
=

730X ] HolH QG‘_}—E*—’.% Sakis 3101519]
wiata, Ax EHAY] 4 %
o &4 WESD 8739 FxA
Sample NetworkS &-&-3tof o4 o
dhs A7t ol FA AL ME}[1-3][9].

ole] B =odlAE & UESA MY o4
dolg Sk A 98] 7129 &8 vEA]AY 7x

r—p:
1
[
9
i o
Mo = N rle
3
M o2 2

_A.a
Jﬂ
>

4 ERE 2 24T F e JYZ o2 7k g A
gz 4rEES £4 2 Agsta, &8 WEYA
A WA 7HFd FAHSZ Cross Site Scripting(XSS)
Worm3} Koobface Worme 41 sbc}, st &4 Y ES
A9 Fx24 B F oA oy Gt s A=
J}F/]'U] HES 98 299l Susceptible Infectious(S) &%

o

T

L

S 7INke. 2 A ¥ 5} tlolE gitel 7Hg & 3T
n 2= e EE ot A3l ot A= A}
7ol P9H B FA] 4ot W XSS Worm2)
35 Skl 7Y 2 %= PR 2F sErEHe
=4 F41/d(Closeness Centrality)©] 3, Koobface Worm-=
-3 % (Clustering Coefficient) 3 t}. ©]123 A7S 7|we
2 A MEYA 874 o vlelHe] sk 7]
o @AsAY £& F g Ae|th

274 M e BAE AFEAN 7E A7 ARG At
A2l o]24 WS Avlsty, 3%eAE XSS Worm
Koobface Worm2] &2k B241-8 9)3le] 248 Y EYAY
F24 EAS vkt ofA vloly EatRd S Ajtsith
47| A= XSS Worm#} Koobface Worme] &4 2188
53}04 o] G2 A= g EES #4151, o

E v o Zhzke] gAY digh o] dioly atel ¢
&9‘ 3 AP EES FAdh v 53 A E
ol Wit A& T=E3, T AT AASH.

2, 015’9 mIO
l—J b4
AT VY
of (o o

IS

21

2. ¥4 97

2.1 7|1& g7

T 2 VES T B7oA 9] oA HlolE it A
TF7F Bol o]FoiX AL itk ol ATE] UFES
F3A Ao gat BAG Vo2 s, g EY
e Z2 A W ES Z(Small world Network)[17], HE
RE VIE Y A (Scale free Network)[6,7], AA] 24 WES
ol 718k & Bdo] 35 o] F3 9t A YEYF Y
EX $38¢ Email, M MEYA9} Erld UEYIES
ez opy EﬂOlEM Ak A76][9], 28 MEYA
37do 41 XSS Worm 2 Trojan Worm®]l FHEP Ak 24
o2 S 2Y 7|9 A7t o] FoFTH1-3][9]. &
HEYT 54 vk YEYIE A5
olE|9] At B S st MEY D 54
(Clustering Coefficient)®l] ™2 Worm®| it &
St ATFPIE AoH, AHERle] oA 54 &
It wA e A7t 1T°%§1E}[1-3][18]. A u]
A3 #8749 dlolE|(Orkut, HiS, Myspace, Linkedn,
FlickeNE 7|92 AMEAbe] Bpel] 2HE 9 A+
4 correlation-based ¥4/ 02 Worme| #ibS $aldh 4
e et 23E 2E AF7E o] FAAH TI8][19].
71E8] AT s AREALY] el digk £4E 7
HEO 2 ALgate] A U ES A 7ol o] 913 Tie}
eSS 7Pgste] o4 ol It HEE Fys
A7t o] Foi Ak AT AA &M HEYHIAA
olE] el JFS mX= FHHEHES v EAIGE
), 7]&9] A3 ol 24 & HAEgHE 0
S3te] o o9 A 4% ?
B =l Me AR 9 B i
A FxA AL I3 o4 dolg it

CE9h

-J—E
/‘é Ll

Z

3 rd’

(moro 2

=
K3 H
=
KN
=
A

ileh by i -

o

jir
—r—‘l—ﬂ
¢

A4 e 57

2

2Rl A UES A 3] o4 ol it
A g AlEY oS Sl Ad H]E°429] EZg
Aol digt ola7F ottt AA A8 MEYA
HOR 01-074%S] 2 SH2HTY € 25
ol A2 A UESAY EAS Holi o
[, X}—r B Z(Degree Distribution)”} Hd¢= HE
(Power-law Distribution) S W2 E4& B ltH7][8]. &

126

2014. 2



222 A4 HIEHFA F

227 TRt0lElE S8t B 2

=

2 VEYINA H UEA A=t @&
Hol It} ©]= Stanley Milgram®] 22 A4
et Aol A e} o] ALSl= FHA L Ak 9l
F 6HHAE AXE I AEE 4 & o= gJA o
2}(Six Degree Phenomenon)= H<ITH16]. &, %2
= 7H HEMH) G TS S = E‘:°ﬂ S
Hw g3 WEYA Ayt Hopit= ol

it

f
2

2 o %

3

[e]

A

MY r2 8 o oX oX

2

2.3 24 HES3 H0M 24 H|oIE

2.3.1 XSS Worm

Cross Site Scripting Worm-> 9]l 32 2}7} Client-
side scriptg ThE AMHEAE sl ) oA A
=S &gl 9 AZEA NN WA A
He HFH B F Ué % 3sluolth. Cross Site
Scripting A7 YL <Y HSH HF(Same origin
policy) & 22 H Alolg $-3l3t=tl A2 F
B3 20079 Symantecol| A 3 g B Ao o5t ]3]
o|Ao| A WA E= Wb HFH <F 80%E AHAISL
AdE= 74£i A ETE XSS HoFA> 1990t R E B
3!, Twitter, Facebook, MySpace, Orkut 53} 22 -
E 'L:”Eo_]ﬂ }\].O]EEJ_ an H]—O]—O]I] E]_O]—
%Z}"é— o ©J3H §1 Ale]E 9] 68%7F XSS+ <] /g

T UE AoR oAfstal rh
XSS Worm> A3 7Fg3h o4 FEE Yuo|x
gt 7 o2 AR o] ZEVF AR e ]
BA st ARGALe] AYXE A GYIEFE A
7o 2 H] &% FZ (Non-Persistent Attack) 2} A
34 (Persistent Attack)®] 2714 o2 BRT &

[11].

Uﬂ ol l‘ﬂ, ;
r?ﬂ
l'>

&$$-
P ol . 227

2.3.2 Koobface Worm

Koobface= 24 YEHAE 53] Sits e YoM,
Facebook®] HAALE ¥ o] F 2 = Facebooks 53 =
FArE 3 E4E A 2"F S ARt P2P ElE 53
© golth &8 AL tE &4F Al 2" a4
ste] PP 2 WEH S 281, Bl &4 Al
gl PPI(Pay-Per-Install) 2T =& A
Z3E  aolAA 3}04

Koobface= 2 A4

K

=
ga g %w% F2gek 9 AES A
AL PR ) S 79 EE FGY AR BT

0 B8 QuoES BeRE 2 292 fEsE 2
02 HAE= Worme] HA o]t} Koobfacew 44 UE
92 Al ES WROE A 38 7)4S Aol 3

A, AGAE A7 AQle] A ROE Holk
Ya= g 202 BHsks Aol wAy] 4the
4e ogd A0 AT/ ANG FAAA Fe) 7
G GEA BREI7E 47 e FAolTHIs)

2.4 HEQI3 Jei= e
2.4.1 Barabasi-Albert Model(BA Model)

AL g MEYI:s 4 YEYIEY EYSlol
AAshe 49 AQLH - AH2A] guF] Rde
BA Model©]tH7]. BA Model 2 34 AlA| 2] YE T
st T 712 WAUES JAZ ot gtk A, Ul
EQIE MEL 2V N&A 0 R FrlEtE UES
39 g EA, M2 =oe oW 548 324
1 WHOE AAEE Zo] ofd oln] & A=
T Eo] 942 ¢ ¢34 (Preferential Attachment)S 48] Tk

2, 7442 Aol ohd AT o] %0] B, Degroe’}
FO S SAHOE AZPTE HAUZS Jlwe
2 33 9ok oleld HEH Qo] weh #EeA B
93 +8 7IE 54 e, ol A4 A v
$ HAYL 2 5 Ak A4 A R 28 ME9D
BRNAE B oo FUH 4B k) FeE B
o) 4 itk BA Model® the3} o] el Heh

® Initial condition :
E Atk

o Growth : Z} Time stepm}t} A Z& =71 AAHT)

o Preferential attachment(PA) : M2 =] m < N
Mol Zhde] FrtElEd 7189 n 7t 2R d4S
e e AWF A

Aol HA] B2 Ny7iel vEAA

P(n;) = = )

t time step Fol MIEYIE Ny(t) =N, +t9] ==
9b N(t) =mto 724 5 zH7 Ptk BA modelS 3
g o] 7 =EdFE ¢ B2 g3 E e 7

©] & th= Rich-get-richer dynamic®] 45 A 4= itk

127



222 A4 HIEHFA F

IK‘I nl.

llElS Sigt S 2y

2.4.2 Holme & Kim Model(HK Model)

HK Model> 3= gle WEYISY v Fd BA

3. Aksh oby Hele) Hy ma

Model-& 7|¥-0 2 “Trind Formation' 871 & F71ate] 44 3.1 &3 HEAA 725 WaNE 24
2 YEY A 549 High Clustering CoefficientE T+ 2M Y ESTY) F2A EX Z Holg e sHate] o
ok BdS AQtstAThS]. o= BA Model®] PATH o 2= muEHE w7
Foll F7he mrst 7)Ee] o) ez A4 e
erletr, Aol S 9ol el ot Al ® 23 F4%(Closeness Centrality) : 3 =7} 15 A
2 ¢l AAE 4383 Triad Formation(TR)YA| S 37}3} 98 = Lo Auh} shtold] YA FE A=
o FHEY FE =9 248 UEHIY EAHS vk} Hlse Hown, B4 woo AgHos dAdw
S HEAAS Ads, wERG ol v EaY B0 A4 RE
YEE e AdA g g ANFLRR kES
2.5 Susceptible-Infectious(SI) Model ZFARE 2R Qaolth ol thak AL 2@
b 2tk
Infected 1
g
arameter(ff) C.(n,) = [Ed(nf,n])] @
Infectious(l) =
@ DEDensity) : MIEHZ el AZ2o] duht @&
@™ 1) sl 2™ Ag AiAez vl AEEN, YEST W A
(Figure 1) Susceptible Infectious(SI) Model FE7F MR depd g2 3AE R EAE BY
= - & Agolth BErt EE RE S UEYD dFS
B ST AR E HEAD el BE sos8e Qo) 570 9 G Ao e nE dojee] 3
=3 }o ok}l Ak 7}]
AE (18 Dok o] A S Suscoptible) % LA 57} ek, NS L)e) A0l 24
B AP (Infectious) 2 EHoHE ZHAZH AH E1EC) I ! 3 017
oo e T o = okl AE(p)E AG)9 2ol Ar) b5 9d
F N, 7N1EANT, HR 5 2E £ S(t), AEE & W Zo] 51 o~1Ake]e] Zhe Zh=ch
2ES) § [t), 29 $E TS FE deioly f2 R
T Hkg S2E) o APE T2ES TR . o
o e ek BAE 4@, B3 ik = G=1/2 9lg—1) ®
deSbt) ——B1(t)[N— 1(t)] 0] @ % %= (Clustering Coefficient) : 42| 8 =Tof A4
| F RE7F AR el dupd 23 e E vehd
) _ o1(0) (v 10) 0 £ AR wEe) FYRA} ErhE A oY kS
FAHoR B2 A4E 23 ke 9njolth e
EE 7b k9 ol kES AAE IS W kE v
A Q& A7kl mE Fokd TAE Fo| ParTs of dE 2HEE HOF 22, A =7k MY
Uebdie, e st E — gl vldske s v YESTY B 2AEE AN 2ot
o A @)= #HE FHHH B, AR M R BAE
F L(t) 9 FAFe T2E F S(t) ol HEEE RS o k,(k,—1)
. L= ©)
C —ii(]
N szl i @]
128 2014. 2



22iol A4 HEYIN FEH

Tej0jElE 9Et St oy

3.2 A4 YEYI0 Sxg TafE SI2Y

NERERESE EERERE DR
AYedT 712l ST weolA ALeAle] ol oja
e Mo 29 sehiE gl A G2 99
2 &Eg vasd (10 E YES DS AR
B A8T S 20E AT GUSEE LA,
og Mew 24 WENZY P24 54L 2 B

2 gol 24319

A2 YEYA wﬂow 7120 A¢td SI ol o
A doy Fatrde 23 $44, 25, FHEE HE
3 SI 2eS Asrsly A 8)3 2oh P(k) = MEYA
oA k9] A (degree)E 712 BEol, Elk]E UEY
Ao} H 2459k 2k f(e) & [8]91A Absl= ME
39 ZRAEE Yele el g(p) e 31014
Agrals AR @ 7k EAS YelE 35S
gudt}. C,(n) & MEYZY 2H F4AHL YehlE
gelrgols, D(p)E WMEHTY 28 Yepe ot
Ei=Dll=A

O

) ) - 101609 (p)1 () L) Do) ®
dnP S nPn)i, (t)
= Py R0 3
C.(n;) = j:ild(n,,ni) B
Do) = 9(9251)

WEAZN A Fate] QS AL el (n)
3+ Dlp), f(c)el thake] Zzke] shetulele] me opy

dolelel it S $AE Falgh

4. 23

2
i)
ih
5

4.1

[k
ot
riok

4 ag ALz

Python 2.6 243} BAR Y3 HKEH 9 YESYA
Iz E sk, od diole &4t 2] 78 2 A
Edolde +3arh BARY % HKEY S WEYA
2 2] £4L & DI 2k oHdulolE Y] gt Ay

o7 FA9 F 7K 32U XSS Worm Koobface
Wormel| t g AU 5 g3k, Pell SikEEol z+
Z+e] gEta| 7t v gl tiste] A¥E el st

AF2 BAT Y HKEY S 792 T8 Y EYA9)

ERS e g Zhzko] Yol gk Sl £T 8 Hj iy

Sk A9 T A 7HEE oA dlo|Ej 9] FHito) o]F o
o )

(E 1) dESIZ EA(BA Model, HK Model)
(Table 1) Network Characteristic(BA Model, HK Model)

£ 5 =3 BA Model HK Model
E
Number of Vertices 10,000 10,000
Number of Edges 19997 19996
Average Shortest Path
Length 5.0183 5.103
Average Node Degree 3.9994 3.9992
Average Clustering
Coefficient 0.004 0225
Density 3.997E4 3.995E4
Closeness Centrality 0.2015 0.1983
(F 2) XSS Worm &# AlLz|2
(Table 2) XSS Worm test scenario
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