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(Activity—based Event Capture and Replay Technique for
Reproducing Crashes in Android Applications)
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Abstract :

As Android platform and its applications are widely used, it is necessary to assure the

reliability and safety of Android applications. The capture and replay technique is widely used for

reproducing the crashes in Java applications. In this paper, we adapt the context—-based capture

and replay technique to Android applications by considering Android activity structure and its

GUI characteristics. Our capture and replay technique uses probe code insertion based on

Aspect] for minimizing the original code change and for enhancing the efficiency and reusability

of the probe codes. For proving the efficiency of our technique, we provide a case study and

execution overhead comparisons with related works, in which our approach has merits in GUI

oriented Android applications with relatively
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low execution overhead.
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Application Components Capture System

Activities % Data Collector
prTr—
Broadcast Receiver

R
_;/
(Erents Logger
20

‘ LR ‘

/
/

Content Providers

T

Application Framework

‘ Library and Runtime ‘

‘ Linux Kernel ‘
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Fig. 1 Structure of Android Capture System
A2FEd AR ZRH FIEES
71, API &4 [1], 7V 92 $4[14, 15],
AA 416, 17] 59 thFst 7]

Sin}
rr
ol
e
©
w

1

oz fo

o«

>

£ o @ op

™ o o Ot Ho ©
=T R SISt

9,

o
+
>
o
!
N
22
o

M
Jutl
T
K
[
2
o
N

Aol m=¢} TEH F=E
5

71E oEYAeld A=E F

I}

o FMr

wet [

o

g o
o ko

=2

[
i
s
K
iy
il
2
>
oo
_O‘E
2
>
oo
2]
> !
P2
e
o

<
iuj
£
£ 0
2
(r
jur]
S
[
2
2
B~
(r
ok

M2
o Nk

w2 F
1_/
rO
ol
2
rlo
g BN
o e

o

o
o
ok
o =
[
I
o
[
N
foi
e
i
fr
2
o [m
rfl
%>’ il

oo 2 m o

iz
o
2

I
=
o

[» o
1o,
i
o
O K
2
i)

& [ op

O - O R R

2
X
Lo
>
»
go}
o}
e}
q
—

O o
kA
%
e
(o
(m
pa)
tlo
ol
::I)l:
2
]
)
)

ré'

(o3

oo
o

2

{

i

u
o o

1,
e oo
o
A
r
[e]

eI T V)
o
ey
flo
=
-0,
m
P
=2
>

(1
z
o,

[>
iy
offi .
o

i3
o
=

Ir
o

o
>
2]

o}

@D

o
&,
o,
2
It
z
o
[>
rir
2o
s}
Ak
X
o
2ot
B
4 o
=)

X,
>,

fo

o
%9,
o
st
utl
i)
il
9
s
ic)
By
o
2
2
oo

oMlE MFE wEE sk 49E o Eed
ofdel SR FA At 54 oMET} LY
s o= Auel wdw dolH= A Ade
oh EF d ool Al gon «9d 4
Heh #d dolHE  ARAT o AelAe

Aspect]E o]g&3te] o[WlE AHE tF+= Holy
3171 (Data Collector), AAEIINE &X]



4 otE=ZO0|E

olEz|AHolMdel Ze MMS ATt HEIHE| chelo] O[HE Y

ﬂ

o
=
0=
N
IE

pointcut methodExec():
execution (* kidsmusicland..*(..))
&& 'within(kidsmusicland.Trace);

pointcut methodCallQ:
call (* kidsmusicland..*(..)) && 'methodExec()
&& !within(kidsmusicland.Trace);

pointcut dataAccessedInt():
get(int *) && !within(kidsmusicland.Trace);

pointcut dataModifiedInt(int newValue):
set(int *) && args(newValue)
&& !within(kidsmusicland.Trace);

pointcut dataReturnedInt():
call(+ #.%(..)) && !methodCall() && 'methodExec()
&& 'within(kidsmusicland.Trace);

a3 2. oWlE MHAE 9%k Aspect] ECNEFA

Fig. 2 Aspect] Pointcut for Event Capturing
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before(): methodExec() {
String mStart = "Method Execution => "
+ thisJoinPointStaticPart.getSignature().toString();
tracelog.add(mStart);
Object arguments[] = thisJoinPoint.getArgs();

for(int i=0; i<arguments.length; i++) {
Object argument = argumentsl[il;
if(argument != null)
if(argument instanceof View) {
String res = "Resource—>“
+((View) argument).getld());
tracelog.add(res);
}oelse {
String args = "Args: "+argument;
tracelog.add(args);

}
}

before(): methodCall() {
String imStart = "Method Call => "
+ thisJoinPointStaticPart.getSignature().toString();
tracelog.add(imStart);
Object arguments[] = thisJoinPoint.getArgs();

for(int i=0; i<arguments.length; i++) {
Object argument = arguments[il;
if(argument != null) {
String args = "Args: "+ argument;
tracelog.add(args);

18 3. Aspect] WA ## oj=njo] A
Fig. 3 Aspect] Advice for handling Methods

//capture value of the field (int type) being accessed
after() returning(int value): dataAccessedInt() {
String glnt = thisJoinPointStaticPart.getSignature().
toStringO+" = "+ value;
tracelog.add(glnt);

//capture value of the modified field (int type)
before(int newValue): dataModifiedInt(newValue) {
String sInt = thisJoinPointStaticPart.getSignature().
toStringO+" = "+ newValue;
tracelog.add(sInt);

//capture value of the returned value (int type)
after() returning(int retvalue): dataReturnedInt() {
String mCall = thisJoinPointStaticPart.getSignature().
toString()+ "->"+ retvalue;
tracelog.add(mCall);

a7 4. WAEe dolE ## oj=rie]x
Fig. 4 Advice for handling Method Data
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pointcut clearLog():

call (x kidsmusicland.*.startActivity(..))

&& 'within(kidsmusicland.Trace);
List<String> tracelog = new ArrayList<String>();
before(): clearLog() {

tracelog.clear();

a7 5. AAEJES EZ7} oj=ulo]
Fig. 5 Pointcuts and Advices for Checkpoint
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pointcut myException(Exception e): handler(Exception)
&& args(e) && !within(kidsmusicland.Trace);

pointcut unCaught(Q):
execution(* kidsmusicland..*(..))
&& !'within(kidsmusicland.Trace);

before(Exception e): myException(e) {
String exc = "Exception: "
+ thisJoinPointStaticPart.getSignature().toString();
tracelog.add(exc);

after() throwing(Exception e): unCaught() {
String unCut = "Uncaught Exception " +
thisJoinPointStaticPart.getSignature().toString )+
"t el
tracelog.add(unCut);

try {
buf = new BufferedWriter(
new FileWriter(fout, true));
int len = tracelog.size();
for(int i=0; i<len; i++) {
buf.write(tracelog.get(i));
buf.newLine();

}
buf.flush(;
buf.close();
} catch(IOException ex) {
ex.printStackTrace();

2% 6. ook el EAEAT of =njol

Fig. 6 Pointcuts and Advices for Exception

Android Data Checkpoint Crash Events Log
Application | |Collector Detector Detector Logoer File

startActivity(

alt

I

Record

[startActivity Event]

Uncaught Exdeption | Uncaupht
Exception
[Uncaught Exception] | Generate file L]

events

]
U Record
[ e]se‘:] : U
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Fig. 7 Event Capturing Scenarios
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Method Call =>

void kidsmusicland.ChildMusic.startActivity(Intent)
Args: Intent { cmp= kidsmusicland/.SelectSong (has
extras) }

Method Execution => void
kidsmusicland.SelectSong.onCreate(Bundle)

Method Call =>

boolean
kidsmusicland.SelectSongrequestWindowFeature(int)
Args: 7

Method Call =>

void kidsmusicland.SelectSong.setContentView(int)
Args: 2130903043

Method Call =>

Window kidsmusicland.SelectSong.getWindow()

void android.view.Window.setFeaturelnt(int, int)
Method Call =>

Intent kidsmusicland.SelectSong.getIntent()

Bundle android.content.Intent.getExtras()

int android.os.Bundle.getInt(String)

int android.os.Bundle.getInt(String)->5

int kidsmusicland.SelectSong.index = 5

Method Call =>

View kidsmusicland.SelectSong.findViewByld(int)
Args: 2131230741

int kidsmusicland.SelectSong.index = 5

Uncaught Exception void kidsmusicland.SelectSong.
onCreate(Bundle):java.lang.ArraylndexOutOfBoundsEx
ception: length=5; index=5

a7 8. B ud oA
Fig. 8 Log File Sample
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Activity Name Avgg(ms) Max(ms) | Overhead
KidsMusicLand 3,953 6,200 56.8 %

PlaySong 3,533 4,080 155 %
HelpMakeSong 2973 3,160 6.3 %
TransportSound 2080 2,240 7.7 %

AnimalSound 1,830 1,940 6.0 %

MakeSong 4,567 6,600 44.5 %
BirdSound 1,966 2,200 11.9 %
ChildMusic 2,440 2,640 82 %
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Table 3. Execution Overhead Range Comparison
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jRapture 02 ~10 %
SCARPE 30.0 ~ 50.0 %
ReCrash 13.0 ~ 60.0 %

Ours 4.0 ~11.0 %
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