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Abstract In this paper, we analyzed academic curriculum of information security major in domestic university
and in center of education contents, reviewed about eduction distinction direction in each university. Also in
center of domestic information security industry, it compared and analyzed status of recruitment demand in each
information security range and training student in the university, and analyzed whether to meet the degree of
information security workforce. In addition, we were examined future needs and direction of the convergency
field of information security personnel in terms of information security major curriculum.
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Analysis of Academic Curriculum of Information Security Major in Domestic University and Convergence Education Policy
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(Table 1) Information Security Major Student
State(2013.12)

University 2013 2012(Graduation)
Kyunyang 230 24
KyungKi 49 -
Kyungil 42 -
Korea Cyher 2097 18
KwangJu 0 -
Daejeon 173 -
Dongmung 359 21
Dongsin 33 -
Sejong Cyber 323 7
Suwoon 205 -
Widuck 55 -
Hoseo 292 29
Howeon 409 25
Baekseok 436 106
Seoul Woman 245 %6
Mokpo 213 32
Dongyang 216 32
Soongsil 115 9
Jungbu 221 15
Yeongdong 184 12
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(Table 2) Knowledge Information Security

Technology
Cat Common Network * Service * Physica Convergency
Technology System™ | App Security® | Securitylt ** | Security
- Crypto|-Firewal ~virtualization, | -mobile object|-Indeustry
Module ~Total Sec. | Cloud Sec. tracking control device
Design Solution ~VoIP ~Realtime risk | Sec.

~Reverse Eng |-IPS Firewall response ~smart  Car
detailed ~Privacy Auth.|-IDS -Smart mdeia|- T m a g e|sec.
~Crypto App. |-Wirelss IPS  |Sec. surveillance, | -Healthcare

Technol Sys -Big date Sec. [-Location|t o t a l{Information
ogy -Bank Sec. | -App. Detection,|Information|monitoring-Bi | Sec
: -HW  chip|Sec. Control | Access Control |o ~Power Device
crypt ~Contents Sec  |Recognition,Im | Sec.
-Rootkit|age Sec ~Smart Health
detection Sec.
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(Table 3) Common Technology Classification

University(%) Common Technology Class

Reverse  Engineering,  Information

Cryptology, Crypt protocol

Kyunyang (88) Security,

KyungKi(3.1) Cryptology Introduction
Cyber Security Introduction, Crypto Math., Cyber
Kyungil(17.2) Crime Introduction, Cryptology, New Information

Sec. Technology

Internet Ethics, Information Sec Theory, Crime

KoreaCyber (8.1) Tntroduction
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LS YERSTHE went

Police  Introduction, ~ Police  Ethics,  Police
KwangJu(14.3) Information  Management, ~ Security ~ English,
Information Security Introduction
. Hack Sec English, Sec Information Processing,
Dacieon(143) | by Application Algebra
Information Sec Theory, Crypto Protocol, Internet
Dongmung(7.1) Ethics & Law
Information Sec&Computer, Crypto Theory,
Dongsin(10.5) Information Sec Introduction, Information Ethics,
Reverse Engineering
SejongCyber Information Sec Introduction, Crypto Theology,
(14.3) Crypto Protocol, Basic Crypto Algorithm
Suwoon(4.4) Information Sec Introduction, Modern Crypto App
Sucheunhwnag Information Sec Introduction, Cryptology, Number
87 theory
Widuck(8.8) Police Security, Cyber Criminal Investigation
Hoseo(5.9) Information Sec&Ethics, Information Sec Theory

Howeon(6.1)

Information Sec Introduction, Crypto Theology,
Crypto Algorithm

Crypto Math., Information Sec Introduction,

Backseok(10.7 Crypto Algorithm & Protocol
Seoul Woman Computer Information Sec Introduction, Basic
(5.3) Modern Cryptology
Mokpo(6.3) Crypto Math, Crypto Theology, Information Sec
Protocol
Computer Information Warfare Introduction, Future
Dongyang(119) | Warfare&CAI, Number theory, Modern Crypto
Theory
Computer Information Sec Introduction, Cryptology,
National ~Security Theory, Science Criminal
- Investigation Introduction, Cyber Terror Response
5 )
Soongsil(25.9) Theory, Industry Spy Crime Pattern&Analysis,
Information Sec&Communication Tech
Administration
Jungbu(147) mf?matlon Sec Introduction, Crypto Math,
Cryptology
Police Introduction, Crime Investigation Theory,
Yeongdong(9) |} rmation Security Theory
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(Table 4) Network * System Security Technology
Classification

Uruz:;r)slty Network/System Security Technology Class
Sys Hacking Sec, Network Hacking&Sec,
Information Sec Protocol, Infringement Response
Kyunyang . . . .
(235) System' Implemegtatlon Operamgn, Ha'ckmg Inad#nt
Analysis  Practice, IDS, Simulation Hacking
Weakness Analysis
Unix Sec, Network Sec, Data Communication Sec,
KyungKi (29) System Netwgrk Sec, Window Sgc, Sec Opefaﬁon
System, Hacking Response, Mobile Sec, Malicious
Code Analysis
computer ~ Communication ~ Sec,  Cyber  Sec
Kyungil241) Technology, Hacking&Malicious Code, IDS, Cyber

Simulation Hacking, System Sec,Embedded System
Security

K ) .
orea Cyber Internet Security Open

(2.7)
OS security, Hacking&Security Practice, Server
KwangJu11.9) Security, Network Security
Sec. System Arch, Network Hacking Sec
OS Hacking Sec, Data Communication Sec
. Network Hacking Sec Capstone Desing, Sever
Deejeon(2517) Security Management Practice, Smartphone Hacking
Security, Future Sec Tehnology, Wireless Mobile
Hacking Security
Network Sec Introduction, System Sec Introduction,
Dongmung Network Sec, Hacking&Malicous Code Response,
(167 Network Sec Protocol, Server Sec Design, Mobile
Security
Dongsin(132) Server Sec, Network Hacking& Sec, Mobile System

Security, Intrusion Detection &Prevention

Sec & Hacking, System Sec, NetworkSec

Sejong Cyber Ubiquitous Sec, Information Sec System, IDS

(286) Hacking Virus Practice, Information Sec Practice
System Sec, Mobile Computing&Security
Suwoon(11.1) Network Sec Solution Project, Network Sec
Ubiquitous Sec
Sucheunhwnag | Intrusion Prevention&Detection, OS Sec, Internet Sec,
(109) Hacking&Virus
. Internet  Hacking&Sec,  System  Hacking&Sec,
Widuck(88) Network Hacking&Sec
Hoseo(11.8) System Sec, Network Sec, Sever Sec
Howeon(245) Secure Programming, Hacking&SecPractice

System Sec, Network Sec, IDS, PC Sec, OS Sec
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Baekseok(10.7) | HackingTheory&Practice, OS Sec, Comm Sec
windwos  Sec&Operation ~ Practice, ~ System
Seou(llgi\;(;man Sec&Operation Practice, Network Sec& Programming
’ Practice, Malicious Code, IDS&Firewall System
Information Sec System Introduction, System Sec,
Mokpo(14.6) Network Sec  Hacking&Virus, IDS&Prevention,
IPsec&VPN, Mobile Sys Sec
Dongyang(05) System Sec, Network Sec. Practice,
Management/Internet Sec, Computer Virus
. Network Sec, Computer Virus, Hacking Response
Soongsil(145) Technology, Sec Prfgramming ’ .
System  Sec, Internet Sec, Information Sec
Jungbu(14.7) Programming Practice, Hacking Virus Analysis,
Mobile Security
Yeongdong(79) | Computer Sec, Hacking&Network Sec, Homenet Sec
A, A7), Addl, iAo, s, S, AlE

(Table 5) C{&t

g MulA - SE7IE wats

Umzzzr)sny Service/App Security Technology Class
Web Hacking Response System Implementation
Kyunyang Operation, DB Sec, Information Sec Management
(176) Law, E commerce Sec, Web Server Sec
Programming, Internet App Security
Sec Programming, Mobile Sec Programming, Digital
KyungKi(25.0) Forgnsics, Ipfomation Sec Evgluation Cert Theory,
’ Anti Forensic, Private Information Sec Management,
Industry Sec
Kyungil(138) Sec Programming, Smart Devie Sec,

Computer Forensics, DB Sec

Korea Cyber
(189)

Private Information Sec, Information Comm. Law
Policy, Information Sys Audit, Cyber Forensics,
Information Sec Management System, Information
Sys Risk Management, SW Development Sec

KwangJu(5.7)

Cyber Forensics, DB Sec

Daejeon(286)

Computer Maintenance, Web Hacking Sec Practice,
Net Web Hacking Sec, Digital Forensics, Web
Hacking Sec Capstone Design, Information Sec
Capstone  Design, U-computer Hacking ~ Sec,
Information Sec Consulting, Crypto Programming,
Hacking Sec Business Communication

Dongmung
(21.4)

App Sec Introduction, DB Design&Sec

Sec SW Design, Computer Sec Design

Sec Protocol Practice, Crypto App, Copyright Sec
System, Private Information Sec Management
System, Computer Forensics

Dongsin(15.8)

ECommerce Sec, Digital Forensics, Information Sec
Field Practice

Client Sec, DB Sec, Internet App Sec

Information  Sec  Management& Law, New
Information Sec Tech, Information Sec Project
Information Sec App, Cyber Crime Investigation,
Cyber Sec Engineering, Information Sec Policy,
Sejong Cyber | Information Sec Law & Cyber Law, Industry Sec

(286) Practice,

Private  Information ~ Security,
Consulting

Information Sec Management, DB Sec, Web based
App & Sec, Internet Ethics&Law System, IT App
Service Sec Project,

ECommerce Sec Project, Multimedia Sec,
Industry Sec Management,
Protection&Management

Information Sec App, Contents Sec, Information Sec
Practice, Information Sec Management, Information
Sucheunhwnag | Sec Law&FEthics,

(26.1) Computer Forensics, Information Sec Sys Design,
Smart Card, Mobile Sec, Service Sec & Policy,
Information Sec Evaluation&Management Cert
ECommerce Sec, DB Sec, Information Sec Project,
Evaluation&Cert, Computer Forensics, Information
Sec Practice
Information Sec Level Evaluation & Analysis, DB
Sec, General Network Forensics, Information Sec
SW, Web App Sec, Information Sec Consulting,
Auth System, Sec Solution Project
Security Management, Web Sec Theory&Practice,
ECommerce Sec, Multimedia Sec, Sec Professional
Practice, Digital Forensics, Capstone Design
Modern ~ Cryptology ~ App&Practice,  Copyright
Protection & Management, Secure Programming,
Seoul Woman | Mobile Sec Programming, Information Sec Industry

(26.7) Technology New Trend, Digital Forensics, Web
Appl Sec, Information Sec Management System
Cert, Cyber Terror & Information Warfare
Information Sec Law&Ethics, Web Sec Practice, Sec

Information ~ Sec

Suwoon(20.0)
Copyright

Hoseo(17.6)

Howeon(245)

Baekseok(25.0)

Audit, Sec  Monitoring&Response  Practice,
Molpol16.7) ECommerce Sec, Ubiquitous Computing Sec, Smart
Sec Incubating Practice, Computer Forensics
Dongyang(95) Information Sec Professional Practice, App Sec,
’ . Ethical Hacking, Information Warfare
Information Sec  Management System, Cyber
Soongsil(11.1) | Crime&Digital ~ Forensics,  Information  Sec
Consulting
DB Sec, Information Sec Management&Policy,
Digital Forensics, Information Sec Law&Ethics,
Jungbu(235) ECommerce Sec Graduation Research, Cyber
Terror&Information ~ Warfare, Information — Sec
Project Practice, Information Sec Special Theory
Yeongdong Cyber Forepsics Introduction, lDigital Fotens'ics,
(131) Cybgr Ethlcs, Computer Crime  Investigation,
' Multimedia Sec
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(Table 6) Physical Security Class Classification

University(%) Physical Technology Class
Dongmung(2.4) Image Security
Suwoon(2.2) Physical Security
Sucheunhwnag(2.1) Physical Security
Backseok(3.6) Security Management
Mokpo(2.1) Bio Recognition System
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(Table 7) Convergency Security Technology
Class Classification

Umz{;r)smy Convergency Technology Class
Convergency Security Major Course Search
Convergency Sec  Arch, Convergency —Sec
. Introduction, ESM, Image Sec. System
KyungKi (290) Convergency Sec.  Consulting, Convergency
SMPractice, Convergency Security Technology
Strategy
Kyungil(34) Smart Device Security
Daejeon(2.9) Security Monitoring
Dongmung(24) | Security Monitoring System
Suwoon(2.2) Industry Security Management
Bacekseok(3.6) Security Monitoring
Seoul Woman Security  Monitoring&Response  Practice, Bio
(6.3) Recognition, Smart Environment Security
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