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Abstract Smartwork technology, using teleworking, smartwork centers and mobile terminal, provides a flexible
work environments without constraints of time and space. Smartwork system to increase the work efficiency has
the information protection threats according to their convenience. Thus, in order to build smartwork, it is proper
to provide information protection audit to help ensure the information protection. In this paper, we have
proposed an infortaion protection audit model at the practical and technical level for building a smartwork
environment. We were classified as a terminal, network and server area for information protection, and derived
a professional information protection check items. Further, by establishing a smartwork information protection
audit time to map ISMS control items, we have proposed an audit model so that it is possible to improve the
security and efficiency. It also verified whether the proposed model is suitable or not by doing a survey if
deduced audit domain and check items correspond with the purpose of the smartwork information protection
audit to auditors and IT specialists. As the result, this study was 97% satisfaction out of 13 check items.
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(Table 1) Terminal Audit Check Items in Risk
Analysis and Evaluation Phase

Check Items References

Did you analysis and evaluate the risk of
terminal by the physical space according to | [1]
the type of smartwork ?

Did you analysis and evaluate the risk by
[31[12]
remote access ?

Did you analysis and evaluate the risk by the | [11[2][3]
terminal theft ? [12]

Did you analysis and evaluate the risk by | [1][2]
Malware infections ? [3][12]

Did you analysis and evaluate the risk when
terminal owner maliciously leaked out the | [1][2]
data ?

Did you analysis the firmware vulnerability ? | [11[2][3]
Did you analysis and evaluate the (3]
vulnerability of Internet browser ?

Did you analysis and evaluate the (3114]
vulnerability of GPS ?

Did you analysis and evaluate the 3]
vulnerability of authentication bypass ?

Did you analysis and evaluate the rsik of (12114]
data leakage by the smartwork terminal ?

Did you analysis and evaluate the security [1I02114]

vulnerability of screen capture ?

(Table 2) Network Audit Check Items in Risk
Analysis and Evaluation Phase

References

(1]

Check Items
Did you analysis and evaluate the network
risk by the type of smartwork ?
Did you analysis and evaluate the network
risk by receiving unauthorized network ?
Did you analysis the risk of the wiretapping ?
Did you analysis and evaluate the risk of
electric wave ?
Did you analysis and evaluate the network
risk by the hacking of the wireless link ?
Did you analysis and evaluate the risk of
Rogue AP ?
Did you analysis and evaluate the risk of
DDoS ?

[3]14]
[1](21[3]
(3]

(11{4](10]

[3]14]

[1]r21(3]
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(Table 3) Server Audit Check Items in Risk
Analysis and Evaluation Phase

Check Items References
Did you analysis and evaluate the server risk by 1]
the type of smartwork ?
Did you analysis and evaluate the risk by [19]
remote access ?
Did you analysis and evaluate the risk by 310121

Malware infections ?

Did you analysis and evaluate the risk of
server OS ?

Did you analysis and evaluate the
vulnerability of server application ?

(3]

(3]

Did you analysis the risk of malignant
application upload and deployment ?
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(Table 4) Terminal Audit Check Items in Control
ltems Selection and Implementation

Phasel[4]
Check Trems ISMS Control
Items

Did you select and implement the | A9 Physical /
counterproposal of the lost terminal | Environmental
properly ? Security
Did you select and implement the | A.10
counterproposal ~ of the malware | Communication

/Operations

roperly ?
properly Management
Did you select and implement the
counterproposal ~ of  the  terminal
certification properly ?
Di ] a impl h
id you select and impl emt.er?t ‘Fe All Access
counterproposal of the user certification
Control

properly ?

Did you select and implement the
counterproposal of the remote control
properly ?

Did you select and implement the
counterproposal of the flatform security
properly ? Al2

Did you select and implement the Information

counterproposal of the app security | Systems
properly ? Development/
Maintenance

Did you select and implement the
counterproposal of the contents security
properly ?
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(Table 5) Network Audit Check Items in Control
Items Selection and Implementation

Phasel[4]
Check Trems ISMS Control
Items
Did you select and implement the
counterproposal of the wireless LAN
connection properly ? A0
Did you select and implement the Commumc.a tion
/Operations
counterproposal ~ of  the  network
encryption properly ? Management
P properly - All Access
Did you select and implement the | Control
counterproposal  of  the intrusion
prevention properly ?
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(Table 6) Server Audit Check Items in Control
Items Selection and Implementation

Phasel4]

Check Items

ISMS Control
Items

of

Did you select and implement the
counterproposal
management properly ?

the  security

A0
Communication

/Operations

Management

Al2

Did you select and implement the Information
counterproposal of the server security | Systems

properly ? Development/
Maintenance
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(Table 7) Results of a Survey on Understanding
Characteristics of the Surveyers

Category Audito |Develop| Network | Server | Security Total
s ers | managers | managers | managers

Numbers | 13 3 3 7 4 30
Percent | 433 10 10 233 133 100
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(Table 8) Results of Terminal Audit Check Items

midd| Ina Stand
le-g | ppr|Aver| ard
roun | opri| age |Devia
d | ate tion

App
Check Items TOpr
iate

Did you select and implement the
counterproposal  of the lost| 27 | 3 0 420 051
terminal properly ?

Did you select and implement the
counterproposal of the malware| 30 | 0 0 440 0.38
properly ?

Did you select and implement the
counterproposal of the terminal| 30 | 0O 0 |463] 029
certification properly ?

Did you select and implement the
counterproposal  of the wuser| 30| 0O 0 1450| 035
certification properly ?

Did you select and implement the
counterproposal of the flatform| 26| 4 0 1410] 054
security properly ?

Did you select and implement the
counterproposal of the flatform| 30| 0 0 |443]| 0.37
security properly ?

Did you select and implement the
counterproposal of the app security| 30 | 0 0 |447] 0.36
properly ?

Did you select and implement the
counterproposal of the contents| 29 | 1 0 450 0.38
security properly ?

Average response rates of the| 29| 1 0

440 | 041

check items 97%| 3% | 0%

<Sampling Error +0.41%6P(95%Confidence Level)>
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(Table 9) Results of Network Audit Check Items

idd Standa
App ml— liFzg Aver ?(Iil

e

Check Items TOprI] g prop X
. roun | . age |Deviat

1ate riate .

d ion

Did you select and implement
the counterproposal of the
wireless LAN  connection
properly ?

28| 2 0 | 437 | 045

Did you select and implement
the counterproposal of the| 29| 1 0 | 447 | 039
network encryption properly ?

Did you select and implement
the counterproposal of the| 30| 0 0 | 457 | 033
intrusion prevention properly ?

A tes of th D1 0
verage response rates of the =g 447 | 039

check items o 3% | 0%
(]

<Sampling Error +0.39%P(95%Confidence Level)>
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(Table 10) Results of Server Audit Check Items

Stand

Aver| ard
age |Devia

tion

Appr| middl | Inap
Check Items opria|e-gro | prop
te | und |riate

Did you select and implement
the counterproposal of the| 28 2 0 |440| 044
security management properly ?

Did you select and implement
the counterproposal of the| 30 0 0 463|029
server security properly ?
Average response rates of the| 29 1 0
check items 97% | 3% | 0%

452 | 0.37

<Sampling Error +0.37%P(95%Confidence Level)>
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ok AEA e B At SrhESE ARuE 7
= 93%<] Badg nyon
P A 9B%e] AL OR SR 1}
WA ohEga guns gele] 484, geAAe
4993 o8 B3 ISMS Blo] 7]o] el ARoli=

100%68] BeFro gHsislh BE F5olA] 93%
10005 502 “BaF 2 “Us"oR SR

(Table 11) Results of a Survey on Necessity in

Smartwork Information Protection
Audit
Unnec

Category Necessary essary
Necess_ary of s_martwork information 100% 0%
protection audit
Appropriateness ~ of  smartwork 93 7%
information protection audit domain °
Approppateness of smartwork audit 100% 0%
time/point
Improvement of Security 93% 7%
Contribution of ISMS managements 100% 0%

4.4 ADIEQIT FEHES Ziz2| HAEY= H
ol st A5
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(Table 12) Total Results of Appropriateness in
Check ltems for Smartwork

N Inapp
o Check | Appropri | Middle— .

Audit Fields Ttems ate Ground rzgl remarks
Terminal 8 97% 3% 0% | Appropriate
Network 3 97% 3% 0% | Appropriate
Server 2 97% 3% 0% | Appropriate
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