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ABSTRACT

In this paper we show that a dynamic ID authentication scheme using smart cards proposed by Tsai et al. is
not secure against DoS attack and insider attack. Further we claim that their scheme may raise a security
problem when a user changes his/her password. Then we come up with a security-enhanced version only with
small additional computational cost. Our scheme is based on the security of cryptographic hash function and the
infeasibility assumption of discrete logarithm problem. In addition, we provide details of security and

computational cost analysis.
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Table 1. Computational Complexity Comparison

Tsai et al. Scheme| Proposed Scheme

Setup 1E 1E

Registration |2H 2H+1E

Login 3H+2E 3H+1A+IM+2E
Verification |7H+2E TH+1IM+3E
Change Pwd |1H 2H+2M+2E
Total 13H+5E 14H+1A+4M+9E
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