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Interference Avoidance Based on IEEE 802.15.4 MAC Layer between
Heterogeneous Unlicensed Devices
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Abstract

In order for heterogeneous unlicensed devices to co-exist on the same frequency band, the frequency interference avoidance mecha-
nism is necessary. In this paper, a frequency interference between WLAN and WPAN systems that operate at 2.4 GHz ISM band was
analyzed in the MAC layer. We observed that WPAN systems suffer from severe interference from WLAN systems. To avoid this
interference problem, we propose a new channel shift algorithm for WPAN systems. We showed that the proposed channel shift al-
gorithm is better than the traditional WPAN system which uses a fixed channel in terms of throughput.

Key words: Frequency Interference, Interference Avoidance, WLAN, WPAN, ISM Band, SEAMCAT, NS-2

.M 2 sonal Area Network) 5] Bl 77|17} §43] S7}shal
ATk AR, o] §le HIHE 7)7|E0] FITE
j;{

Hd 5ol HHs Fug o I35 AHEste W-
LAN(Wireless Local Area Network)3} WPAN(Wireless Per-

MR Q3= w2zt 293 20133 JREA - HE(ICT) A7
S wol 3% Z1(2011-0023856).

T AESE 3% Fo5 240 BAVL B OE

ol of| 2= 917~923.5 MHz 12| RFID(Radio Frequency

220114 AHEET Ao dxdrAEe] 72d A A

=8t A5 8 Z(Department of Electrical Engineering, Kookmin University)

*LGo| .= 8)(3)(LG Innotek Co., Ltd.)

A A 8 3+ 2 A} 2 Department of Computer and Electronic Engineering, Myongji College)
- Manuscript received August 23, 2013 ; Revised November 27, 2013 ; Accepted December 4, 2013. (ID No. 20130823-16S)

- Corresponding Author: Sunwoong Choi (e-mail: schoi@kookmin.ac.kr)

76

(© Copyright The Korean Institute of Electromagnetic Engineering and Science. All Rights Reserved.



IEEE 802.15.4 MAC AlZ 7]4te] o]71% w3 717] 7+ 34 7+ 33 9y

Identification) 7]7]<} USN(Ubiquitous Sensor Network) 7]
7] 7+¢] 7¥4d, 2.4 GHz ISM(Industrial, Scientific, and Me-
dical) Thelol Al WLANF WPAN 7+e] 7H4d 5ol Qith o]
9]r 7L°] Y3 FIg o9 HHS 7]7]7} TE A
< % E2Fo] flota F3br 7H o)
H“ﬁo}oq ]id 3% < 77 "tk ]Oﬂ HT 2

AF”AA = )71
=2 AS T MAC ATl A Hla, 4 ste] e vt

= F9e7] g A7 AAE E‘iii‘%i E}—%?Jr 2t
[EEE 802.15.2¢ A= HH3] thH<l 2
S Al 0]7]1F 717191 Bluetoothgr WLAN Afol €] 7H
A 39 wotd] W) gherel WS wEslelgd i o

£ 59 = EE9] WLANZ Bluetooth %] 7} 70| A5
o] e 7ZAgol A28 4 A+ collaborative coexistence
H 0} O

213} 18] 2 non-collaborative coexistence B4 S

Bl g%% Aeraty ek 1 &lolE, WLAN
WS 3]9]57] 918te] WPANS]
AP, WPANS: 41 g3 AZst

73] Belaks P ol

mon: —U

Ho

=N o

o

R
oo M

ok

&

o

¥

(o

fil

=

RSN

N
rir
:>|4£
= ;
o

19
_%ru
ol

X2 oXx

oL =
ok
2 2 rlrow

LA\

Z
1o
2‘.:
<
r}i
oﬁ
N
it
ru[o
2
2
ol
ol
N
2
-0l
e
R
AC)
N

L)
o
9,
ifts]
°,
D)
rr

o o
A3, BA AL 7o

g,: SEAMA 7] u} A or3k gzﬂg

ofr
-

N
oA ox
mx ox 0 off oY rlo

L oN

ot oy o
ofN
Ay o o 8w

2Mz
‘ Channel 1 Channel 6 Chamnel 11 ‘
I/ ' \ / ; \ / ; \ |
2U0MHz  2412VHz 2437 VHz 2462 MHz 24835MHz

(a) WLAN(IEEE 802.11)¢] 44
(a) WLAN(IEEE 802.11) channel

2Mz

2 13 14 15 1B 17 18 19 21 2 B A4 25 X

’ﬂﬂﬂﬂﬂﬂﬂﬂﬂ ATATATATATA

2406 210 245 2400 2025 2430 235 240 2045 2450 2055 200 2465 2UT0 2475 2480
2400 MHz 248135NH2

(b) WPAN(IEEE 802.15.4)¢] g
(b) WPAN(IEEE 802.15.4) channel

18 1. WLAN3 WPANS] A
Fig. 1. Channels of WLAN and WPAN.

ol dZA, 24 GHz ISM ti9o]A WLAN A]Z~#] 3}
WPAN Al 2=H”lo] QI ste] EA st Fakr 7Hd AlvE]
Q& MAC A= J*é A& ol&ste A4 staat gt

WLAN A| 25 3} WPAN A] 282 B H]H S ol
24 GHz ISM H19& AHE-sith makA] F A|Aglo] 3
& o A5 FIg M ZATE BASH "ok F AL
go] Ag-sl= g 19 13} 7tk IEEE 802.11 %
S WEE WLAN A 2812 22 MHz A'd &S 27,
U ME 14719 Ade AHEE 4 th IEEE
802.15.4 ¥5F2 wWZE WPAN A" 2 MHz9 A
9 ES Zh=t) 24 GHz HieolA = 11H5E 2617}
A 16708 A A F Stk Tk e I9 1
3} 7+o] WLAN A| 28l 3} WPAN A] ~®]o] AR5l Q&
Fubg F7ko] AR -(el: WLAN 1 g3 W-
PAN 11, 12, 13, 14 a2)ol] whapsic},

2 A7E ol At AylleA 44 MAC Z2E
Fol wE throughput 355 7A4tet7] AsiAle, 2F Alx
glo] AM3lY Qe MAC ZEEZH(CSMA/CA 5)S A
& 1EsA Kt Y AT M BHoEE Bt
313, MAC A1Z-¢] 7Hd #410] Fositte 21 Bt
FupE 7149 J3FS MAC AZol A £41317] 938 A
U ee A [1]3 7o) g 42 WLAN 71714 &
%] WPAN 71717} 2.4 GHz ISM thejo| A F3}54E ¥
5 AHEste s AUl L8 74t WLAN £

2 OP

71



THE JOURNAL OF KOREAN INSTITUTE OF ELECTROMAGNETIC ENGINEERING AND SCIENCE. vol. 25, no. 1, Jan. 2014.

EE/ET/RTAA
HEAFA

USBHUE .

SHEILY

\~ PHAILE

HEH0Ig

Kmate

J8 2. Kmote AA =&
Fig. 2. Kmote sensor node.

718k WPAN 217] Atel€] o] A& | mZ A4 33
t}. o] wW WLAN 7171% 11 Mbps®] IEEE 802.11b 4%
AE-3H= 717]0]W, WPAN 7]7]+= IEEE 802.15.4 4%
2= Zigbee 7]710|th. WLAN A'd-& FAF1} 2,462
MHzo| 2, A'd th & Zo] 22 MHz®! 11 xd= 7 A3}
o AME3ISITE WLANS| EdjgS 7oz Mol F
T4 A gl w2 WPANS throughputs 41 35}9] th.
, AlEd ol A3E AT Y8ty e 2
A AES AAEHEE WA, WLANS [EEE 802.11b
ZF= Notebook 3+ th 2+ WLAN AP sHU=E A8}
. WPANS 1% 29} 72+ Kmote AlA == 2702
th Kmote AlH TEv 25, 5, Z& AAE Y
g A

IEEERE EERIRE

N

3

oL

o

7
A
o}
]_
i

o

1=]
S = 3, CC2420 4

ol

4o o ¥ 4 rlo
ofr
fo K 3

s BASL oA FH =S Bl T
T Stk Kmote AIX =EE F2A7]7] 918t tinyOS
2x8 &9 AAZ M-8, IEEE 802.154 14 < w
27] $15}+9 Telecommunication Networks Groupol A1 | -
3= ting0SE TKNIS4 T F7t2 &85 o]
o] §j TKN154 FE9] H]F &4 (beacon enabled) REE
ARSI AlA 2B 2 1hE I o H R SaHsld
F71H02 HES Aed bgE U9 AN kEe
HIES A8k 1o wet FAskA atith $4l =
o} A & Alol9] Al | mZ ZA3Y 753
AEH O B FUsA R

oL

Al wstel WE MAC A% AlEd o4 A3 2 2
@ 23K 19 334 2tk o) A7 A= 24

o A83: WLANY] E3 AUz SHIEE 10

78

500 T T T T T
pomb [ARREC—— * [ R F = k
400 |- i
. . & WLAN (Simulated) —e—
2 i WLAN (Measured) ---%-—-
3 3 WPAN (Simulated) ---@--- i
£ 8001 : WPAN (Measured) - i
g , . /i
]
g
S 200 - S
5 /
g \ d
[=
..
100 |- i
-J'gx .
0 ) mmm ,,,,,,,,, I R Poooo---- il
18 19 20 21 22 23 24 25 26

WPAN Channel Number
J8 3. 7+ “33kelA WLANZ WPAN 45
Fig. 3. Performance of WLAN and WPAN under interfe-
ence.

Aol B 7P FSE AR fetd Bd A
st TCP E#f¥ Fot& 7HYsth kAT, TCP o
Ag As Fotd B dAES A BT AR-E)
wj ol 238} el ] WLANS 7Hg e o] i3 Al fraAl
3t A3E AAth

WPANZ 21%(2,455 MHz)%-E A 24(2,470 MHz)
7HA= WLANS] 113 292,462 MHz) % 2~ EHo| A
A& GO B2 throughputo] A JUS & 5 Ak A
9 18¥(2,440 MHz)Z+ A2 26¥1(2,480 MHz)¢] 7%l &=
Aol AXA ¢FomZ Mol §le 499 FUE th-
roughput A5S Hth AFoA= WPAN A'd 194,
209, 25 Q1 AEEA AHER wpiHe o) o
2] e s AT § Qdnk AN AlEE ¢
Aelde AAe] AHEY w7t obd WLANZ W-
PAN®| 7#7 48] 2HEY npAdE ARG 7] Wil
A" Ady a3 AT & gldch

0 §Esl WLANS 3k 7Hd 9] o3kS Aol 2
2T CSMA/CAE A3t WLAN Al 2"l clear cha-
nnel assessment(CCA)E F3ll BAIS Al&at7] Ao g
o) Arg-g mpotaly, Aol idle AYEH 1A, busy AL} Q1A)
£ ZAAsl=d, Y S 2 energy detection(ED)E.Uh=
WLAN A5 #Ashs WAS gol ARgsta

Z, WPAN A 2Hlo] HOJHE 444181 =5 = W-

Mbps©] UDP Ef¥ Hst5 7Pdstol o, owldl=
A
[ ]
=]

> o gt



IEEE 802.15.4 MAC AlZ 7]4te] o]71% w3 717] 7+ 34 7+ 33 9y

=
z
il

> 1y

82 Ao AHE dleR BatA Hol o)
181A] 52, o] 2 9l3l] dijaoz AE 997t
AN Al 2" 74 o] o gks A WA "tk

o] WLAN A|ZH1¢] CCA7} WPAN A|2~HS
A woll, A% AlAEe] 23 §
gt 72 33 wehe ds)
A& WLAN A|2E" 3k W-

o] F34: 1< 93]

o>
¢

ML T
o rlo
5

o
i

= rr
ol

>

ofs

o

X,
o
ol

2

A )
o i
o, &L
©
rir
o5
i)
Mo &L

=2

rir

o
it

N
=
2

ox M Lo

o
o

o

g2

_O|L
rr
ok
[-O
tlo ol
e
-
_O|L

o
z
>
R
t

Yy
32 o
o

Blutooth AFe]e] F3b 7H] ]3] ¥eH AA collabo-
rative coexistence "] 3} non-collaborative coexistence 4]

© 2 YdtH?, Collaborative coexistence H2]& F A] 4
o] MZ AHE wstHA Fug M-S 3t W

<]

2]0] 27, non-collaborative coexistence 2] A5 JH o
3 glo] 34 7H435 37 gt Collaborative coexistence
HAS AME JRE 378 5 de AFUANA 2
7t Baay] wipol, shte] @A 7k o] o] FojA| =
7A5-7F oy Fdo] ofFr} HHHO| non-collaborative
coexistence W2l 7 A Aolof A AH wEo] HQ s}
7 gorng AFUAold HAE FH3A Lot Hrh

tE A2 non-collaborative coexistence ®2] © 2 Blue-
tooth ACL(Asynchronous ConnectionLess) & Lol 42| 37
2AZEE 71ol Aok M F+%8& 53l Bluetooth 44|

2 AEHT YA FABT. BT T el o
3

ACL Y29 7 2AE9 71" Bluetooth 23]
T I3YE T o, AHEEA g T A
7R g AR, A7 AES aA &
t}, o]H 3t $4S A A Bluetooth Al 2~8l-& 3] AF

5

02 WPANY| Fo 744 39 Heto =
7 o] ol AA =T} ul A S HES B )
]

N
~
£
s
&
%0,
o

z = 43l 9k 34
928 Agste] YEAAE FH
J 2 5840] Bl BT} <)
SCELIEEERIE e
(@)

EZS JQ8T sto eWss ¥ A BAl7E 9
mEkA frAl H3E o] &3 WPAN A| 281 9] 314 7Hy
37 ok FAAM EYT Al2"e] JUjZ 483}
7] ot

79



THE JOURNAL OF KOREAN INSTITUTE OF ELECTROMAGNETIC ENGINEERING AND SCIENCE. vol. 25, no. 1, Jan. 2014.

Fob S 39S S Qe WPANS] Ad §7 71
Ke 3]
=2

AleHE IEEE 802.152 & A A7 WS o] 43 F
v A 39 ot g & =elM AR 1Y
= WEY| oM =Tt daskA k. =9, 2 kB A
Ae] F9 ko= # JHEE T 227t §lof 71
of Aete kel wel F7HA<d AR 2E7F dojut
A B

E247 9] IEEE 802.154 £7]%] MAC ZREZ2 FT]
UlolE 9] H]Z HAIAE 7} i EF0] 4leta, IHu|o]
El7F Algete MEQA JH meh ddg FH s
FodlelHe gl Ad v o] &35t HES A3}
02 FU3 Adg AMshE LEETo| ES A #
ol 4= Itk WPANO| FAEH A4 F7kel A $4 =
=7t ARE I, B AR T2kl ZdlolE el HolH S
Ageth IodlolHE A4 T2 HolHE v e E LQI
(Link Quality Indicator)& 95 4 Ut LQIT $4l =&

FA LT Abolo] 9 AEE ety T o] B
S el fl&S JERdATh
2 E=olA Adtete Ad WA 712 HE wALA
F7A S LQL 3k 7IHe R AA E A ¢4 ZY

o1 SHA & w, FAH o7 F7]57t 7 o]
AEol AR Qs = gl 14 Ad
= WLAN A|2" 9] Hlolg] FFAI0R Qg

of AT A%, LQI @l #as AT F

b4

e "
+ |

]

2 A
bl p g

e

=

P
lo

S~
i e
QQr}LcEﬁ
N A opy
TS
ol g
=
(=
o =
oﬁl’l‘E

o
ot
Oy
[F= A
oy 2
« ™
Y
“ 2,
m -°
=

:-:J—;]E
= =
Q o

[o r;

2 o=
)
B
il

r o l'U
o
U
o
=
o
a
rir

==
i
M o g

o

>N H

Mooy 2 2 O yo N oo &
o Ho m% o rlr L &
N

y o o oo
dlo

)
re

Oox
=
o
e
e
N
dlo
Ry
O
=
o
)
lo
=)
el
=

80

Channel =
(Channel+1)%26+11

L]
(a) Fr]UlolE]
(a) Coordinator

Channel =

yes
(Channel+1)%26+11

| Data

rd
o>

b) k&
(b) Device

J8 4.5 w7 7Y M s

Fig. 4. Flowchart of channel shift scheme.

o] H|E £4A FREAM dojuEd, o= 7| IEEE
802.15.4 MAC ZZEZ9| FE Alo]ZE& MAsA &L
Fdo] Fong A Fr)9} A F



IEEE 802.15.4 MAC AlZ 7]4te] o]71% w3 717] 7+ 34 7+ 33 9y

Fixed Channel —e—
Proposed ---x---

WPAN Thoughput (packet/sec)
n
o
o
T

18 19 20 21 22 23 24 25 26
WPAN Channel Number

S ERE T ERE
Fig. 5. Performance of channel shift scheme.

or=t) mehd B =Fo|A A ok
712 WPAN A2’ o] F744Q) o)
J

A
7 %t 2

3 gu} LQI threshold* 0% ARt
¥ 5% WLAN A2 3t A4
P g A, XAE Ad s A}%é}{— 71E9]
Ho Ao & =l
Hlwaste] HojEoh A WA 7IHE A
g9 5ol 7 Ads 3]st w2
T R o] EAlshE

= 222 7MY

ofr [ et

Lo
x>

WPAN

e > mlo L
1>~

o
e
o,
Py
tlo
ro, M

o off rov pE

oy
0,

r
i
=2
>

=

:>4:l‘
iy
T,
o,
N
it
¢

fil
o,
offt »
ol
)
'(\')‘r"
%
>,
A,
> [
olf
o
e,
tilo
&
L 32
o,

S
2

i

fo s,
o,
i)
Ir N
10 oM, L
:>|4£
T oL
ox
o
[
ot
=2
=)
B

fo 2 g XN O oN oXx o N
(4 o

o MR R g0
3
b

o
N
ome FJ\:—‘:
o o

o\ k1
1 yo F

o,
=
e
ko
)
%2
uj

V.2 E
T ERANE @A T A ol SR =9
S 9= 24 GHz ISM W= 35 ARSI Sl W-

LANZH WPAN AJ 28] 7he] F23b4= 7H] 35 MAC A
oA EAata, Fa S 98] 918kl WPANS]
AdE 222 WAske 7IHE AdstAnh AE#H oA
g AR APE Tt ol EAlske Aol A
o] gl Ade ol MAC Aol s e AL gl

3FSAT

References

o

[1] 9%, 9%, AT, WA 7] 2 F0s B
AHES 9% MAC A1 Z1e] 2 B 8 2 9
st A", =2 uhe 8= A, 24(8), pp. 841- 848,
20139 8.

[2] IEEE 802.15.2 standard, Coexistence of wireless personal

area networks with other wireless devices operating in

o HN

unlicensed frequency bands, 2003.
[3] =PI, "ZigBee 71WF MIEH A 7H o] 7R A, &
O EH A B85 A, 8(2), pp. 551-556, 2007.
[4] A, A SIS FA Adehs AA UES
AE 913 802154 MAC £, 75t 8tal AJAHe}9)
=1, 2009 12€.
[5] http://www.tinyos.net/
[6] Jan-Hinrich Hauer, "TKN15.4: An IEEE 802.15.4 MAC
implementation for TinyOS 2", Technical University Ber-
lin Telecommunication Networks Group, Mar. 2009.

[7] Jun Huang, Guoliang Xing, Gang Zhou, and Ruogu
Zhou, "Beyond co-existence exploiting WiFi white space
for ZigBee performance assurance", IEEE ICNP 2010,
Oct. 2010.

81



THE JOURNAL OF KOREAN INSTITUTE OF ELECTROMAGNETIC ENGINEERING AND SCIENCE. vol. 25, no. 1, Jan. 2014.

CE

FN

199013 29 A h st Aokt (3ot
/\]-)

1992+ 24: AM NS AAg 8 (T8
4Ah

1997 28: AL DAkt (3

Bl

20059 99 ~&A: RIS AAHRFAF T W
[+ 2elZO0H RFSIZ B AZF), $AFAANLE, A58

2011 Svidistw AshE ek
/K]-)

2011 1€9~8A: LGo| e FYAF
Z UM FOH FA MEYZ, FA E

Al2E], g Al 2E

3

82

1995\ 29 Axd e w Ax-sta (gt
/\]—)

19973 2: Ax g A5k (38
AAh

20023 8Y: AAdisty A7)A
(F3HaAh

20029 ~20049: (F)AUA LT AL

c
>
ol
Lot
iy

79

200493~ A HAA NS AFEAAY W5

= LMNEO0H UAE BA, FA A e, MIMO Ad 24
g RFID/USN

1998\d: Al&ojsha 714

20003: Mgoisty Aatststs (3
/\})

2005d: Mgty 7], HAFE T
(&b

2005 99 ~20073 29: AAAR AR

A EA5E ATy

20079 3 ~AA: et AR SR Fug

[F HAZ0H FAVESI MEYT AL, A2d A5
37t



