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ABSTRACT

Cloud computing is fast becoming the wave of the future for both home and business computing. Because of
this growing acceptance, we can expect an explosion of diverse cloud service providers in the coming years.
However, the cloud is not a single entity, rather it is a set of many disconnected islands of application (SaaS),
infrastructure (laaS), and different platform (PaaS) services. Cloud brokering mechanisms are essential to transform
the heterogeneous cloud market into a commodity-like service. Cloud service brokers (CSBs) are the new form of
business entities to help to aggregate the scattered set of cloud services and make conveniently available to their
diverse users. CSBs can reserve a certain percentage of their clients’ (users’) demand and satisfy the remaining
portion in an on-demand basis. In doing so, they need to minimize cost of both reserved and on-demand instances
as well as the distance of a link between the cloud service provider (CSP) and the user. The study proposes a
reservation approach with a mixed integer model to optimizes the cloud service cost and quality.
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scenario, a service provider (SP) decides to host the
service it wants to provide to an end customer on the
infrastructure provided by an infrastructure provider
(IP). This is the current state of art in the use of the
cloud services and is considered as a simple scenario
because of the limited flexibility available to a SP to
split its services into components and deploy them into
infrastructures provided by multiple IPs.

However it is expected that the growth and maturity
of the cloud offerings would necessitate the building of
delivery models that will allow the use of multiple IPs
to host multiple components in a single service''”. At
the same time, with many different clouds serving
various needs, implementing a cloud services delivery
infrastructure around a few offerings today raises the
risk of managing services stovepipe tomorrow. And
given not all services they may want to sell can reside
in their own data centers, service providers must also
contend with how they can deliver externally provided
services, along with their own, in a manner of providing
a seamless user and life cycle management experience
for their customers.

To retain existing customers, grow market share and
maintain existing profit margins on core services, CSPs
need an edge on their competition and to increase agility
in addressing emerging market opportunities. In what is
often considered their “core” business. CSPs are facing
new competition from companies that are offering a range
of value-added services to small, medium and large
enterprises. For most providers, it's no longer a question
of rather how they make that transition from a
traditional telecommunication provider to a ‘technology
services’ company.

In the early phase of cloud adoption, the price model

(i, However, cloud

was dominated by fixed prices
market trend shows that dynamic pricing schemes. In
this plan, prices change according to demand in each
cloud provider. In general, it is difficult for users to
search cloud prices and decide where to put their
resources. As the cloud computing market grows, the
market complexity is also increasing as users have to
deal with many different Virtual Machine (VM) types,

pricing schemes and cloud interfaces. This trend has
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brought about the use of federated clouds™ ¥ "I and
multi-cloud deployments.

In this context, cloud brokering mechanisms are
essential to transform the heterogeneous cloud market
into a commodity-like service. Moreover, a cloud broker
could be used to provide a uniform interface with
VM’s management. Also, it could offer mechanisms
required to schedule VMs placement among multiple
clouds, algorithms to optimize deployments, or automatic
data collection. As cloud services multiply and expand
faster than the ability of cloud consumers to manage or
govern, cloud services brokerages will be required to
enable the trustworthy usage of services by cloud
consumers. The CSB will help organizations select,
manage and coordinate the various services they
require’”. The cloud service buyer is becoming an IT
broker of physical/virtual applications and services.
Service providers can gain by giving IT buyer’s new
choices for integrating and managing across public,
private, hybrid and legacy environments. CSBs will
adopt a supply-chain model to track and trace multi-
vendor service provision. At the same time, they will
be responsible for complex product and service integrations

to meet a customer’s overall service requirements.

2. Review of the concept and
function of CSBs

The national institute of standards and technology
(NIST) of the United States of America has a working
definition of cloud service brokerage. According to NIST®,
a cloud service brokerage (CSB) is a business model in
which a company or other entity adds value to one or
more (generally public, hybrid, and possibly private)
cloud services on behalf of one or more consumers of
those services".

Even though many agree on the important role of
CSBs in the cloud industry, how to fit their role with
the existing players is very arguable for many researchers.
Yet most of the researchers agree on that CSBs
facilitates the dynamic sourcing of services and capacity;
acts as the integrator of services to a customer; and
provides workload management, including the traditional
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Table 1. CSB categories based on service type

Category

D ipti
(Gartner Term) escription

Responsible for fulfilling a

customer’s business service

requirements. CSBs are also
responsible for the governance and

Customer-centric
(Cloud Service

Intermediation)
quality of service.

Responsible for assembling services

offerings from a range of services

available in the cloud. Ensures the
security and integrity.

Solution-centric
(Aggregation)

Provides flexibility and
opportunistic choices for the service

aggregator.

Asset centric
(Arbitrage)

ITIL (Information Technology Infrastructure Library
related services), compliance, and governance functions,
regardless of whether they are sourced from the cloud
or via traditional IT service models. In the cloud industry,
brokers are responsible for and must manage the risk of
failure, low service quality, inadequate security assurance,
and liability between providers and consumers - all
through a relationship in which the broker is the customer’s
single contact point for multiple cloud services.

There are three primary categories of CSB provider
based on the type of service they offer, customer-centric,
solution-centric and resource/asset-centric as each are
described in Table 1.

The CSB business may go far beyond current
engagement models and service propositions on the
market today. It can offer a unique opportunity to
facilitate the rapid commoditization of the existing
service business and build a true service aggregation
platform that can leverage a wide range of service
portfolio elements™. In short, CSB will become a premium

service offering for sophisticated service providers™ '\

3. Research Methodology

Thanks to the economies of scale, the cloud service
is capable of offering such on-demand computational
services at a low cost’” * "\ Cloud users usually pay
for the usage (counted by the number of instance-hours

incurred) in a pay-as-you-go model, and are therefore
freed from the prohibitive upfront investment on infrastruc-
ture, which is usually over-provisioned to accommodate
peak demands. A cloud provider prefers users with
predictable and steady demands, which are friendlier to
capacity planning. In fact, most cloud providers offer
an additional pricing option, referred to as the reservation
option, to harvest long-term risk free income. Specifically,
this option allows the user to prepay a one-time reserva-
tion fee and then to reserve a computing instance for
a long period (usually in the order of weeks, months or
years) during which the usage is either free or charged
under a significant discount” > !

If fully utilized, such a reserved instance can easily
save its user more than 50% of the expense. However,
whether and how much a user can benefit from the
reservation option critically depends on its demand
pattern. Due to the prepayment of reservation fees, the
cost saving of a reserved instance is realized only when
the accumulated instance usage during the reservation
period exceeds a certain threshold (varied from 30% to

Bl Unless heavily

50% of the reservation period)"
utilized, the achieved saving is not significant. For this
reason, users with sporadic and bursty demands only
launch instances on demand.

Unfortunately, on-demand instances are economically
inefficient to users, not only because of the higher rates
that providers charge, but also because there is a
fundamental limit on how small the billing cycle can
be made® ", For example, Amazon Elastic Compute
Cloud (EC2) charges on-demand instances based on
running hours. In this case, an instance running for
only 10 minutes is billed as if it were running for a full
hour". Similar limitations are also imposed by other

7]

cloud providers, e.g.’® . Such billing inefficiency

becomes more salient when longer billing cycles are
employed".

Intuitively, the cloud broker leverages the “wholesale”
model and the pricing gap between reserved and on-
demand instances to reduce the expenses for all the
users. More importantly, the broker can optimally
coordinate different users to achieve additional cost

savings, along with other benefits.
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The broker asks cloud users to submit their demand
estimates over a certain horizon, based on which
dynamic reservation decisions are made. Note that even
if a user trades directly with cloud providers, it needs
to estimate its future demand to decide the amount of
instances to reserve for a particular time. In the case
where users are unable to estimate demand at all, we
propose an online reservation strategy to make decisions
based on history.

Along with minimization of costs of both reserved
and on-demand instances, a CSB should give a great
deal of emphasis on the quality of service it can provide
to its users and often, quality is a function of distance™ '.
Therefore, total distance of the link between providers
and users has to be minimized so as to improve quality
of service.

In the next section, we have discussed the Mixed
Integer Programming model that minimize the total
cost of the cloud service (both reserved and on-demand
instances) and also the distance between the specific
users and the CSB while meeting all the constraints
related with capacity restrictions, bandwidth limitations
and other constraints.

4. Mathematical Model

Suppose cloud users submit to the broker their
demand estimates up to time ¢. The broker aggregates
all the demands. Suppose it requires d; instances in total
to accommodate all the requests for user j at time ¢.
The broker makes a decision to reserve 7,; instances at
time ¢, with j(z 0) from provider i(i € P) to user
j(j € U) where P and U are the sets of cloud service
providers and users respectively. Note that at time ¢,
these reserved instances may not be sufficient to
accommodate the aggregate demand, DD, of user j.
The broker thus needs to launch additional on-demand
instances at o, j(z 0) from provider i to user j. The
CSB should also give a great deal of emphasis on the
quality of service it provides. Here, we assume that
their service quality depends only on the total distance.
To this end, to improve the quality of service it suffices
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to reduce d;;, the total distance between provider i and

user j.

* Variables and description:
- {lif user j s assigned to provider i
|0 otherwise
¢;:» cost of reservation from provider 7 to user j
p;;: cost of on-demand instances from provider i to
user j
d,;: distance between provider ¢ and user j.
r;; € R;: the amount of reserved instances from
provider i to user j where 7; is the total
amount of reserved instances that can be

made for user j, i.e. ;= ‘ZPTU
1€

0,; € O;: the amount of on-demand instances from
provider 4 to user j where O is the total
on-demand instances for user j which is
the difference between total requirement
and percentage of reservation, i.e.
0,= DD, R;

DD;: total demand (requirement) of user j

Cu,: total capacity of provider ¢

bw,;: available bandwidth capacity between provider

i and user j
a: the maximum link capacity utilization rate o
(say, 95%)

* Objective:

Minimize 'EP _ZU( Gty T P05 T q; i j) )
1EL)E
» Constraints:

Y (ry+0,)= DD, for j€ U @
iep ’ ’

> (rij+o'z'j)£ Ca; for i € P 3)
jeu

M ry <R for je U “4)
ie P

Zo,l.jSOJ- for je U (%)
ie P
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DD, Xz, < axXbw,; for i€ Pje U 6)

* Domain constraints:
r; =0 and o,; >0 for i € Pje U 7

T, € {0,1} for ie Pje U (8)

Remarks: The objective function (1) consists three
basic terms. The first two terms are to minimize the
cost of both reserved and on-demand instances. The
third term is to minimize the cost related to the distance
between provider ¢ to user j. To simplify we assume
that this cost is incurred linearly by distance in this
model.

Constraint set (2) sets the sum of reserved and
on-demand instances to meet the total demand (require-
ment) of user j. Constraint set (3) guarantees that both
reserved and on-demand instances do not exceed its
maximum capacity. Constraint sets (4) and (5) insure
that the sum of all reserved and on-demand instances
provided from provider ¢ to user j, respectively, do not
exceed the maximum amount of reservation and on-
demand instance requested from j.

Constraint set (6) is adopted to insure that if user j’
s requirement is assigned to provider 4, the total
requirement of the user should not exceed the bandwidth
capacity of the link between them adjusted to the
maximum link utilization rate (95% in most cases).
Constraint set (7) assures that there cannot be a negative
reserved and on-demand instance for each user. Finally,
constraint set (8) insures that the binary variable z;; is

set whenever there is a traffic over the link(3,7).

5. Mixed Integer Programing Model
for a Hypothesized Example

Suppose there are three cloud service providers and
two consumers (users) and they have one common
CSB agent as illustrated in Fig. 1.

Users requirement (demand) information for the two
users, capacity information for the three providers and
percentage of reservation information is given in Table

Fig. 1. Simple cloud brokerage business model

Table 2. Demand and capacity information

User DD; i, CSP Qy,
U, 60 90 P, 140
U, 75 88 PR, 60

P, 75

Table 3. Cost, link capacity and distance information

Users

CSp U, U,

cilpy | by d;; |Cost (r/o)| bw;; d;;
P | 12/10| 80 100 15/16 65 500
Py 12111 75 500 12/11 70 700

Py | 13/10 | 70 250 11/10 80 200

2. For instance, total requirements of the first user , U/},
is 60 instances of which 90% can be reserved. The first
CSP, P, has a total capacity of 140 instances. The unit
of measurement for capacity, cost, and distance are not
specified. A different unit of measure can be used for
a different application of the model.

Cost information for both reserved, and on-demand
instances, link capacity as well as distance information
for the 2 users and 3 providers is given in Table 3. For
example, it costs 12 and 10 for a reserved and
on-demand instance from 2, respectively. Bandwidth
capacity of the link between 7, and U is 80 per unit
of time while the distance is 100.

Using the above given parameters, we run the
mathematical model assuming that there is no content
constraint, i.e. provider ¢ has all types of resources that
all j users required. The summary of the results is

K23 M4z 20141 12¢
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Table 4. Assignment result of 2 users and 3 CSPs

Table 6. Cost of reserved and on-demand instances, link

capacity, link distance, and content availability
User CSP Reserved | On-demand
U, P, 54 6 CSP | Users | ¢; Dij buw;; d;; | Content
28 P, 66 9 P, U 10 18 65 15 1
Total cost 1,671 B Uy 12 16 65 11 0
P, U, 12 16 65 13 1
Table 5. Capacity and requirement information P, U, 12 18 65 10 1
User Requirements P Uy 13 16 65 12 1
CSp Cy,
User DD, i
P 140 U, 45 0.95 Table 7. Summary of the MIP results from MathProg.
P, 60 28 63 0.85 User CSP Reserved | On-demand
P, 10 U, 55 0.88 U, P, 53.55 9.45
P, 90 28 65 0.99 Uy Py 63.00 7.00
P, 95 U, Py 48.40 6.60
P 110 U Py 58.50 6.50
7 s Total cost 3,511.5
o 80 Information regarding cost of reserved instances,
Ho 85 cost of on-demand instances, link capacity, link distance,

provided in Table 4.

Requirements of user U/ can be satisfied from
provider P, while the requirements of user U, are
assigned to provider 7. The amount of reservation for
U, and U, is 54 and 66 respectively where as the
amount of on-demand instance is 6 and 9 for U; and
U, respectively. Provider P, is not assigned. The total
cost for the CSB is 1,671.

The above example and given information was
extended to 5 users and 10 CSPs. Parameters informa-
tion is given and presented as follows.

Table 5 presents information on capacities and
requirements. Available capacity of each CSP, Cu,,
and the total requirement of each user, DD;, with a
reservation percentage, f2;. Fore example, provider 7

has a total capacity of 140 instances. The total require-
ment of user U is 45 of which 95% can be reserved

with the remaining 5% to be satisfied in an on-demand
basis.

@D s=As 01858 =2X|

and content availability between CSP (cloud service
provider) P, and each j user respectively is given in
Table 6. For instance, to assign U] to P,, it costs 10
and 18 for reserved and on-demand instances respectively;
bandwidth capacity of the link between them is 65
instances at a time; distance between them is 15 and
U, requirements are available at 7. Content equal to
1 if the type of resource or service that a user, U,
requirement is available at a given CSP, Z;; 0 otherwise.
Therefore, the binary variable z;; will be forced to 0
if content is 0.

Information regarding the rest of CSPs follows the
same format. Hence, it is not provided here to avoid
redundancy.

Using the GLPK MathProg programing software, the
mixed integer assignment model was solved. A summary
of results are presented in Table 7. Both users, U; and
U, were assigned to F,. Amount of reservation/on-
demand instances to be provided to U; and U, are
42.75/2.25 and 53.55/9.45 respectively. Requirements
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of all users were satisfied using only P,, 7 and P,.
The minimum total cost of both reserved and on-demand

instances satisfying all other constraints was found to
be 3,511.5.

6. Conclusion

The future of computing lies on the hand of the
cloud as many have said. However, the existing structure
of the industry is that there are providers with a
specific service type which could be SaaS, IaaS or PaaS.
On the other spectrum of the industry, there are the
service users who want to consume a combination of
the above services in most cases. In such a situation,
a provider can render the service in which it specializes
on, and outsource other services from a third party
provider. This is what the CSB framework is and how
the cloud service can be simpliﬁedm.

Moreover, using the reservation technique, the broker
can aggregate the forecasted demand of its clients and
make a reservation from multiple providers. By doing
so, the cost of the service can be minimized since
providers can maintain a fixed capacity as far as they
have sufficient information about the requirements of
their users. Quality of the service is also considered in
this study as it depends on distance of the link between
a provider and the user and the utilization rate of this
link. The mathematical model we have proposed above
optimizes both cost and quality of the cloud service.
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