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ABSTRACT

This paper classifies technical, administrative and physical areas of defects and advices made by an external audit (ISO27001)
and internal audit (performed by a security team) in a company which has the management system of information security. With
the classified data it finds the correlation between the budget and investment of information security, and analyze the correlation.
As a result of the analysis, it has been found that as time goes on there is a consistent correlation between a administrative area
and technical area of security. Specially, it has been confirmed that the relation between the scale of the budget which is not
executed and the number of the defects and advices made by the audit is in direct proportion. Therefore, in this paper, so as
to provide a model that can be used for validating the effectiveness of the protective investment information by statistically
calculating the similarity based on the results of correlation analysis. This research is intended to help that a company makes
a precise decision when it establishes a policy of information security and systematic methodology of the investment in
information security.
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Table 1. Information security incidents in korea
(wikipedia, Since2008)

. Accident Damage
Time Company type scale
July Government, 7-7 DDoS
2009 portal, bank Attack
March | Government, 3-3 DDoS
2011 portal, bank Attack

. Computer
28{111 NHbank network
attack
October Election 10-26 DDoS
2011 Commission Attack
MBQ, KBS, 3.20
March Shinhan
South Korea
2013 Bank, b ttack
NHbank | ©VPeF athac
New Frontier
June Party, 6-25 2.9million
2013 blue house, | cyber-terror | people
USFK
January KBcard, Fmanm.al 20million
92014 lottecard, Information |
NHcard Disclosure people
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The budget status of information
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Fig. 1. The budget status of information security
industry (Ministry of Science, ICT and Future
Planning)
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The reason of not spending
information security
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Fig. 2. The reason of not spending information
security (%)
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Table 2. Factors on Information Security Invest-
ment Decision

Analysis|Researcher Content

Classifying investment cost
into purchase cost,
maintenance cost, operating
personnel cost

Roper
(1999) (5)

Including initial introduction
costs, renewal costs and
administrative costs as
investment factors

L
e

5 71

Blakely
(2001) (6)

L
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q eF

Classifying investment cost
into purchase cost, design
and planning cost,
environmental construction
cost, linkage cost,
maintenance cost, renewal
cost, operating cost

Harris

(2001) (7)
Cost

factors

Kim Jeong
deok, Park
Jeong Eun
(2003) (8)

Presenting ROSI methods
using TCO(Total Cost of
Ownership)

H r°"

When calculating the cost of
investments, Reflect the
view of management
activities continue

Lee Jong
seon, Lee
Hui Ho
(2007) (9)
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integrated assessment items
for security assessment costs

Jo Young
Tek
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Classifying investment
factor into HW, SW, Human
resource, External service,
Physical security

3}
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(2001) (11)
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and
Loeb
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Presenting investment model
considering the optimum
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Criteria
for
invest-
ment

Cavuso
gluetal.
(2004a,
2004b)
(13),014)

Investment decision applying
game theory propose the
factor investor should
consider

Kim Jin
(2014) (15)

Jang Chul
Hwan
(2014) (16)
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Table 3. Study on information security invest-
ment effect

Analysis |Researcher Content

Scott Based on the value of the
(1998) (17)|protected assets

Presenting optimal level
of investment using
NPV (Net Profit Value)
model

Gordon
and Loeb
(2002) (12)

Analysis classified as
Kim & |operational effectiveness
Leem and strategic

(2002) (18] |effectiveness of

investment
investment
effect Defined ROSI as the ratio
measure— Davis |of the financial return on

ment  |(2005) (19)|investment for
information security

Classifying performance

metrics
- Decrease in the security
incidents
Seon Han |- Decrease of business
Kil opportunity loss

(2005) (20]|- Decrease loss of third
party damage

- Decrease of image
suffersPrompt
rocessing(accident)

Point out impact how
costs and benefits affect
companies

Blatchford
(1995) (21)

Hong ki |Impact Analysis
Hyang |informationsecurity effort
(2004) (22])|affect orgarnization

Nam Sang |Analyzing Impact

Impact on Hoon |enterprise
the Compa|(2005) [23) security affect share price
ny
Kwon
Young Ok
(2005) Measurement of changes
(247, .
in market value due to
Kwon e .
security incident and
Young Ok, corporate investment
Kim Byung p
Do(2007)
[25)
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Table 4. Selected analytical data

se.lected details
item
divided into
ISO27001 | administrative, physical
audit and technical section
results about external audit
security results half-yearly
audit . divided into
internal .. . .
. administrative, physical
security . .
. and technical section
audit . .
results about internal audit
results half-yearly
security lannin
budget P & . .
and classify into security
and . .
investment | budget semiannually
perform
budget
ance
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Table 7. Budget classification

Nonconformities and Observations

30 .
group main contents
25 ; -
security education
20 . .
- L. . security consulting fee
. adMinistrative kY g
15 auditing fee
10 membership fee
5 server security solution
0 . network security solution
I S - SR - N - S N SN SN Technical application security solution
PR AN S LN L A S pp : Ly
N PC security solution
= g= The number of administrative security defects access control systems
=g The number of Technical security defects parking control systems
The number of Physical security defects Physical CCTV(closed—circuit
_ N television)
Fig. 3. The number of Nonconformities and Digital Video Recorder

Observations
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2009-1st half 13 8 1 =+ 3y Hokaba 2 FEE R HekEale] ¥
2009-2nd half 14 7 2 SAo] i Aoz BAE, o] vl ot &
2010-1st half 26 16 1 3} AR s Heola gl
2010-2nd half 11 12 2
2011-1st half 18 11 2 formation securiy Budger
2011-2nd half 11 8 3 m
2012-1st half 20 10 1 -
2012-2nd half | 13 15 2 .
2013-Ist half | 12 11 3
2013-2nd half 17 9 3
2014-1st half | 10 14 3 : _/_\J——\“_/_\"*/_
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‘ 12
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12
12
12
12
13
13
13
13
13
13
14
14
14

— — Administrative security budget ——— Technical security budget

Physical sscurity budget

of|ake] A 71E Ak} FafeflAl aE]w fA R
= oAb S Hely) e FEu MRS en] F8 Fig. 4. Information security budget
W8-S (Table 7.)3 7t}
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Security Investment Performance

= = Adminigrative security investment performance

——— Technical security nvestment performance

Physical security investment performance

Fig. B. Investment Performance
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Table 8. Correlation analysis between the
number of administrative security defects and
administrative investment performance

Descriptive Statislics

Mean Std, Deviation N
Administrative
invesiment 2 5303 1,73240 B
petformance
The number of
administrative 15,0000 464753 86
security defects ' '

Correlations

Administrative The nurnber of

investrent adrministrative
perormance secutity defects
Adrninistrative Pearson Correlation 1 5E4™
investment . o :
performance Sig, (2-tailed) 8.05E-07
i 66 86
The number of Pearsan Correlation [T 1
administrative h e :
security defects Sig. (2-tailed) 8.05E-07
M 6 Ef
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Table 9. Correlation analysis between the
number of technical defects and technical
security investment performance

Descriptive Statistics

Table 11. Correlation analysis between the number of
administrative security defects and not execution administrative
budget

Descriptive Statistics

ean Std, Deviation I
Technical security
investment 16,1636 18,37779) B
performance
The number of
technical defects 11,0000 288231 66}
Correlations
Technical security
investrnent The number of
perfarmance technical defects
Technical security  Pearson Correlation 1 531
investment s imeat ;
petformance Sig, (2tailed) 4 B4E-05
N £ 66
The number of Pearson Carrelation — 3 1
technical defects Sig. (2-tailed) ABAE-06
N 56 66

Table 10. Correlation analysis between the number of physical
security defects and physical security investment performance

Descriptive Statistics

Mean Std, Deviation I
physical security
inwestment 14.1182 15,39072 B
performance
physical security
eforts 2,009 . 79860 [
Correlations
physical security
investment physical security
performance defects
physical security  Pearson Correlation 1 4051
investment T :
performance Sig, i2-tailed) o
N 56 [
physical security  Pearson Correlation 405 1
defects ’ : :
Sig, (2+tailed) 001
N 56, [
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Iean Std, Deviation i

not execution
administrative 27061 1.76843 66
budget

administrative
security defects 15,0000) 4,54755) 6|

Correlations

not execution administrative
administrative budget | security defects
not execution Pearson Correlation 1 857
administrative ‘ f :
budget Sig. (2-tailed) 4,20E-20)
l 6 Bt
adminisirative Pearson Correlation BT 1
security defects Sia. (2-talled) 4. 20E-20)
N 3 58

= The nuMber of sdmn Strative security defects

— — Administrative security budget-Administrative security investment performance

Fig. 6. The number of administrative security
defects vs not execution administrative budget
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Table 12. Correlation analysis between the
number of technical security defects and not
execution technical budget

Descriptive Statistics

Mean Std, Deviation N
e 25 5458 1207181 s
Technical securt
oo SEEY 11,0000 286231 5

Correlations

Mot execution Technical security

technical budget defects

Mot execution Pearson Correlation 1 757
technical budget Sig, (2tailed) 6 17E-14

M B [
Technical security Pearson Correlation 767 1
defects . f :

Sig, (2-tailed) B 17E-14

M B [

s Thee UM ber of Tect

= = TEchnicsl security budget-Technical securty nvestment performance

Fig. 7. The number of technical security defects
vs not execution technical budget
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Table 13. Correlation analysis between the number of physical
security defects and not execution physical budget

Descriptive Statistics

IMean Std. Deviation I
Mot execution
physical budget =272 19,61518 B}
Physical it
defséilfsa seeurly 2.0909, . 19860 B}

Correlations

Mot execution Physical
physical budget security defects
Mot gxecutiun Pearson Correlation 1 =387
physical budgel  gig (5 tailed) 01
H [ [
Physical security  Pearson Correlation -3 1
defects T ] :
Sig. (2-tailed) 001
H [ B

=2
>
lo

iAol el 7leA ol 4

Table 14. Significant Pearson coefficient

Pearson |significant
classification | coefficient |probability
(rl >=0.7| (p¢=0.05)

the number
of defects VS

Not Bm-IPm 0.857 0.001
execution

administrati

ve budget Bt-TPt 0.767 0.001

671 ko] AuAT HlolE F AL 7%
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Table 15. Regression analysis among the number of
administrative security defects and administrative security
budget and administrative security investment performance

ANOVA
Model Sum of Squares df Mean Square F
1 FRegression 1031, 459 1 1031.459] 177,197
Fesidual 372,541 £4) 5.821
Total 1404, 000) 65|

a, Dependent Yariable: The number of administrative security defects
b, Predictors: {Constant), Mot execution administrative budget

Coefficients®

Standardized
Unstandardized Coefficierts | Coefficients

Std. Errar EBeta 1 Sig.
1 (Constant) 5B 16,315 .0og)
Mot execution
administrative 169 857 13312 onof
budget

a, Dependent Yariable: The number of administrative security defects

Table 16. The formula for administrative security vulnerability
level validation

Y, =2.253(X, - X,) + C

Y, . Thenumber of administrative defects
X, : Administrative securitybudget

X, : Administrative securityinvestment cost
C' : constant (= 8.904)

(><X1 , X, Unit : Million won)

7147 el #7184 A3k §2)58e] 0.001
OB Fol71E 0.06% RE3fe] 7140] ehrsi
7147 noledele] mulele Ak,

Table 17. Regression analysis between the number of
technical security defects and technical security budget and
technical security investment performance

ANOVA
Model Sumn of Squares df Mean Square F
1 FRegression 317.424 1 317.424 91,273
Fesidual 222,576, B4 3,478
Total 540,000 65
a, Dependent Yariable: The number of technical security defects

b, Predictors: (Constant), Mot execution technical budget

Coefficients®
Standardized
Unstandardized Coefficients Coefficients
Mode! Std, Errar EBeta t Sig,
1 (Constant) 541 11,6897 000
Mot execution
technical
budget .o 6T 9,654 .|

a, Dependent Variable: The number of technical security defects

Table 18. The formula for technical security vulnerability level
validation

Y, =0.183(X, — X,) +C

Y, : Thenumber of technical defects
X, : Technical securitybudget

X, : Technical securityinvestment cost
C' : constant (= 6.324)

(><X17 X, Unit = Million won,)
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