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ABSTRACT

With the methods of electronic financial frauds becoming advanced, economic losses have greatly increased. The Electronic
Financial Fraud Prevention Service(hereafter EFFPS) has taken effect to prevent electronic financial frauds, but economic losses
still occurring. This paper aimed to suggest a direction for improvement of the EFFPS, through the analysis of electronic
financial fraud cases. As a result of analysis on the fraud cases before and after implementation of the EFFPS, ‘Fraud using
Smartphone App’ and ‘Fraud using Calls and SMS’ were increased after implementation of the EFFPS, and also the damage cost
of ‘Fraud using Smartphone App’ had increased. Also we revealed some limitations of the EFFPS. For complementing this
limitations, authors considered direction for improvement of the EFFPS focus on application of current services/systems related
prevention of electronic financial fraud and considered the ways that are make connection with several measurements related
prevention currently being discussed and implemented in perspective of defense in depth.

Keywords: Electronic Financial Fraud Prevention Service, Electronic Financial Fraud Case, Consumer Financial Information
Security, Defence In Depth
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Fig. 1. Occurrence Frequency of Electronic
Financial Frauds in 2013
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@ Using Calls, ® Etc.
SMS, Email 3 (0%)
149 (4%)
@ Using

Smartphone App
296 (9%)

@ Using Pop-up
Window in Portal Site
51 (2%)

@ Memory Hacking
379 (11%)

Electronic Financial
Frauds in 2013

@ Connecting to
Phishing Site
2,519 (74%)

(Source: Korean National Police Agency, Reclassified by Author)

Fig. 2. Types and Occurrence Frequency of
Electronic Financial Frauds in 2013
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Fig. 3. Concept of the Electronic Financial Fraud
Prevention Service
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Analysis of Electronic Financial
Fraud Prevention Service

Analysis of Occurrence Frequency &
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Fig. 4. Flow of Research Procedure
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Fig. 5. Registration Procedure of Electronic Financial
Fraud Prevention Service
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Table 1. Number of Electronic Financial Fraud
Before & After Regulation Enforcement

Before After Rate of
~ ~ 0,
Type of Fraud (Jul~Sep) | (Oct~Dec) | Increase(%)
(A) (B) (B-A)/Ax100
Total 1,823 497 - 72.7
Connecting to B
Phishing Site 1.241 231 814
Memory B
Hacking 285 31 89.1
Using Smart=| ) 150 6.4
phone App
Using Calls,
SMS, Email % ol gl
Using Pop-up ~
Window 34 12 64.7

Source: Korean National Police Agency, Reclassified by Author
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Table 2. Number of Electronic Financial Fraud by
Damage Cost Before & After Regulation
Enforcement

Type of |Damage Total
Fraud Cost B it Period
Total >3M 1,026 166 1,192

ota <3M | 1.803 399 | 2,202
Connecting | >3M 806 66 872
to

Phishing <3M 1,434 213 1,647

Site

Memory >3M 112 6 118

Hacking <3M 216 45 261
Using >3M 33 53 86
Smart-

phone App <3M 92 118 210
Using >3M 63 39 102
Calls,

SMS. Email <3M 34 13 47
Using >3M 12 2 14
Pop-up

Window <3M 27 10 37

Source: Korean National Police Agency, Reclassified by Author
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