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ABSTRACT

Android provides a message-passing mechanism called intent. While it helps easy developments of communications between
intra and inter applications, it can be vulnerable to attacks. In particular, implicit intent, differing from explicit intent specifying
a receiving component, does not specify a component that receives a message and insecure ways of using implicit intents may
allow malicious applications to intercept or forge intents. In this paper, we focus on security vulnerabilities of implicit intent and
review researched attacks and solutions. For the case of implicit intent using ‘developer-created action’, specific attacks and
solutions have been published. However, for the case of implicit intent using ‘Android standard action’, no specific attack has
been found and less studied. In this paper, we present a new attack on implicit intent using Android standard action and propose
solutions to protect smart phones from this attack.
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Fig. 1. Screen Captures of Chrome Application when trying to share a Web Page
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Fig. 2. Captured Screen when a message is sent
via Kakaotalk Application
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Table 1. Two categories of Android Intent Action

Developer defines an Intent
Action.

Developer-Cr
eated Action

Android provides a list of

Android .
Standard Actions.
Standard . .
. Some important actions are
Action

introduced in Table 2.
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Table 2. Android standard Actions

Action Name Action Description

Send some data to

ACTION_SEND
someone

Start activity as a main

ACTION_MAIN .
activity

Call someone specified

ACTION_CALL by the data

Send a message to

ACTION_SENDTO someone specified by

the data
ACTION_SYNC Run a data

synchronization
ACTION VIEW E;Zi?lay the data to the

ACTION_CHOOSER | Choose an activity
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Table 3. Two types of Implicit Intent Attack

Intent A malicious Application in-

Interception tercepts an Implicit Intent.
A Malicious Application can

Intent launch malicious behavior by

Spoofing sending a forged Intent to a
Normal Application.

Spoofing)elzta skl F WA 45 QEHE g
A E (Intent Interception)z}az g} (Table 3).
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Fig. 3. Screen Captures of Normal Login Process
Using the Login Application

Intent intent = new Intent();
intent.putExtra("id", id);
intent.putExtra("pw", pw);
intent.setAction("kr.ac.sju.security|');
intent.addCategory(Intent. CATEGORY_DEFAULT);
startActivity(intent);

Fig. 4. Source code of an Implicit Intent with a
Developer-Created Action called "kr.ac.sju.security”

<activity android:name = ",CatcherImplicitIntent" »
<intent-filter >
<action android:names"kr.ac.sju.security"/>
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>

Fig. 5. Source Code of Catcherlmplicitintent
Activity, registering an Intent-Filter in
AndroidManifest.xml file to receive the Intent with
an Action called "kr.ac.sju.security”
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Fig. 6. Intent Interception when an Implicit Intent with a Developer-Created Action is used
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