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ABSTRACT

As the use of smartphones and tablet PCs has exploded in recent years, there are many occasions where such devices are
used for treating sensitive data such as financial transactions. Naturally, many types of attacks have evolved that target these
devices. An attacker can capture a password by direct observation without using any skills in cracking. This is referred to as
shoulder surfing and is one of the most effective methods. There has been only a crude definition of shoulder surfing. For
example, the Common Evaluation Methodology(CEM) attack potential of Common Criteria (CC), an international standard, does
not quantitatively express the strength of an authentication method against shoulder surfing. In this paper, we introduce a
shoulder surfing risk calculation method supplements CC. Risk is calculated first by checking vulnerability conditions one by one
and the method of the CC attack potential is applied for quantitative expression. We present a case study for security-enhanced
QWERTY keyboard and numeric keypad input methods, and the commercially used mobile banking applications are analyzed for
shoulder surfing risks.
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Table 1. Password entry scheme and possible attacks(11)
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Real User

Password input scheme

Input method

User usability

Possible attacks

Text-

Problem that making a

Brute force attack,
Dictionary attack,

(Draw-A-Secret)

and draw them again in

order in authentication

Alphanumeric Input text and number password easy to . .
based . Guessing, Malicious
password using keyboard remember reduces
password . program, Shoulder
security .
surfing attack
Click a specific position | Problem that it is
. of the picture registered | difficult to remember | Brute force attack,
Graphical . .
in advance or enter a when there are many | Guessing,
password . . . .
specific code passing a other pictures Malicious program
few pictures presented together
Problem that pictures | Brute force attack,
Register 4 pictures of like face with Dictionary attack,
Passface face and select in characteristics are Guessing,
authentication easy to remember, but | Shoulder surfing
Picture- they are predicable attack
based Draw and register simple | Problem that it is Guessing. Dictionar
password | DAS pictures on a 2D grid, difficult for the user to E. 4

remember the order of
drawing

attack, Shoulder
surfing attack

Draw a picture randomly

using a stylus on the

Easy or difficult to
remember depending

Guessing, Dictionary

Passdoodle touch screen or enter a | on what pictures the atta.ck, Shoulder
surfing attack
text user draw
Touch specific parts of a | Problem that it is Brute force attack,
Passlogix picture in the assigned difficult to remember Guessing, Shoulder

order for authentication

perfectly

surfing attack
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Table 2. Vulnerability level of attack potential(23)

Range of value Attack potential
0~20 Low
20~30 Medium
30~34 High

Over 34 Very High
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Table 3. Attack potential of Common Evaluation Methodology(CEM)(23)
Attack Potential
Elements Description Standard Value
Within 1 day 0
Within 1 week 1
Within 2 weeks 2
The sum of time taken for an attacker to e d
. Within 1 month 4
detect and develop a weak point that —
. C Within 2 months 7
Elapsed time may exist in a target of attack and make —
an effort required for the attack of the W?th?n 3 months 10
target Within 4 months 13
Within 5 months 15
Within 6 months 17
over 6 months 19
Layman 0
Expertise General level knowledge about the type | Proficient 3
P of product or attack method Expert 6
Multiple expert 8
Public information 0
Knowledge about | Detailed specialized knowledge related | Restricted information 3
target of attack to the target of attack Sensitive information 7
Critical information 11
U Unlimited 0
Period of easy Period(chance) related to elapsed time, Ennecessary/ nrimited access
asy access 1
exposure to when an attacker can approach the tar-
attack get of attack Moderate access 4
Difficult access 10
An attacker can use equipment to detect | Standard equipment 0
or abuse vulnerability of the target of at- — -
Fquipment tack. which is related to specialized | Specialized equipment 4
auip knowledge, so the attacker with high Customized equipment 7
specialized knowledge can use equipment
with attack potential Complex customized equipment 9

Rl o B Ausela iy olnE g AHAE sk AAfEsl ANz A5 )
St 9o ¥4 845 B L UFA £ AL ARE doliiE 7127 AN} F5E A2
st @AV} Qo] Mgt A @k 2% Ame) 2 wF Auslel Aga A2ISE &
7w, 159 A 4T FROR o A ol A% 24 FA, SRR A 9 e
SIS g 279 oA A4 o VE B o Ut BES shiel AU AR wEe] v
WPl ofele BAE AT qon, olF ) EE Ad A8sE 33 I ES AR S
A7) SAAE RS B4 AT FeAe  dobd & ok A B4 5 ol ) slags B
ARSI bk 7)) Basie, A FAWYEE A FUGle] Aol ohgs
3 gk 7 F ePT AL Table 114 A

. o0 o 2 = 8 2gE o)

3.1 FEsle =4

aglsdl o 4 s ekl A4

of gtk Table 1& 94 Agah 13 7|4k 9)29)
R P L B e R



S P :adr ol ~wlEII=. ATMY]7].

POL, H/W thifelss} e 54 wigel 34 A
T PR Agsl BAT A # 5 R
o, 34 el Wl ¥4 4T 15 SFe A4

= el 34 43 wg g g - o)
A H Ae1eh28)(29)(30). AR, 9] ARE

A W A3} Re] 0177HL1U10 Aol 24 8z
7_1‘/\:'_ ],‘_g./Hg]:r_ﬁ o’\*‘:.—z L‘/]_
g 2

349 34 A% P byemm 915 712 A
& 9 vhest 2 34 axEe veddn vl
e AN A LaTelA ANk 4 7)E
WSS TEAPLE(CEM) BA6] AEHe 9)
= AR 7% 9% 54 Wl el 249 4
S 54 wedste] Agaleirh23). 4 445
34 4 FeAS FEPPEEANAY 471
o ZH1. 4. 7. 10022 FFajRom, 27 349
A% Aol oke] 34 ST Agsht 54
of e AT gho 2 LR oA o
Fo vl WEEe Fue 5do] old o=

[e]

bolhdmgAs] W
olg 7l

& 7 A

Al > e
o
2 r
a8
[
oy

- 2

4 %

ok,
fe i
o
N
N
>
N
N
R
=5
i)
o, of

o o B

Doz Agre B4, A6l dael A
A3t A e AAA e ol e
MR AgAe] FeAnE s glo] B4
Holm F8% 424 FANE w3 o
T R
S 9l el asje A4 AARAE 9 o}

A EAEo] EAskedl, A, o] Axe A7le]
< o dvkiEe] #AE QA 5 e Aol
ogol AREALY A $olle BE 18] 360719
é?— 2 6utole] £ FAS 9y Qx|
olow, oF 50UE] %o Ajzte] AQEtH(19).
A, A7} QAAE $l8 deg )3 oli
A E wole 7o FEelt At 1A|HA
& F3 2 Al 1'416}04 e A7bsst 71k
glefof sl o]& wr]7|deleta U w17
oJo|gt zale] AFd AL T Fot 4] Lol
Ak 7198 Lk Millers Q17ko] 7193 &
g Lokl TH27M9 FFelela FAsG o
(14), o]%F dFellr= AR ©@ell(chunk) &
& shed ClE Bl ks o T, Ak
A, wele o 5 ARE shie] delg]z 7]

x )

o

ri m_

~

T ik o] wf, W WA AA= FEES 3
=0 =537 (primary effect)@} v}t
3 sage]l =2 A& (recency
effect)7} vrebd 4= 9lom | ol FAzPL 7y
HEZ QR AHWE dupgtg §83 07 A=A
o gt T3 84w AT 5 9drh12).
]EJE Ao} wak H]c.e_ g wuwse
St ol o AR 2] Rl AlA7)
g A7) Q1A S AX AREARe] vEH S
58 5 olek. 287] e, AR A7
sl Al AR ARAE A HA B
sl v vEHEE lHE w7iR|
AlZkEh Hojol gl ol w3AE &
itk 71 GOMS 7]ub 2elle A1-gal QlE{#o]
wdgs g8 AMEESlen, Az <A, FE
AEE HEl T8 ARE B AY AR ©l
Z3th olF &8st ouvm A A4
STM-GOMS <FolA & 4= 9lxol, AR B
ot 71 =5 o) 83l T3 &7fehe] o] 53 22 div)
A7 E3s] B EE Hshe AA Ay AR
2 oF 5.8%(5.840e]Xx)0ln, QlHe Hee &

>
< e wfu

ol

B Ay o o glo 2



A B H 533 =

Table 4. Attack potential about perception and
recognition

Perception and recognition time Value
Over 5.8 seconds 1
4.8~5.8 seconds 4
3.8~4.8 seconds 7
2.8~3.8 seconds 10
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Table 5. Attack potential about angle of screen

Screen Angle Value
0~45(315~360) degrees 1
135~180(180~225) degrees 4
90~135(225~270) degrees 7
45~90(270~315) degrees 10
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Table 6. Attack potential about personal space

Personal Space Value
Public distance 1
Social distance 4
Personal distance 7
Intimate distance 10
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Table 7. Minimum character size according to
sight distance

Sight distance | Minimum size of character
20cm 1.4mm
30cm 2.1mm
40cm 2.8mm
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EAo] L2 & it} ol& 75 & 3% Table 9. Proposed attack potential
= MAe FF A7 ARSAPE ARg e AvtEE Attack Potential
9] 71714 wet G 4 e AS gulgs 54 Elements Value
of Aoz sl )7k HE & SvhEES AH Within 1 day 0
V4% RS FAR VI FHele At} lthin ] week :
) ithin 2 weeks
3 & gtk Ao g Algairt Abgsle vt Within 1 month 1
EE9] 3l =)ol we} Table 83 o] 71540l Elapsed Within 2 month 7
3 24 A 75AL ekl S glt) time Within 3 month 10
Within 4 month 13
) o Within 5 month 15
Table 8. Attack potential about legibility Within 6 month 17
Legibility Value over 6 months 109
; ayman
4~4.5 inches 1 B ’ Proficient 3
S i 4.5~5 inches 4 Xpertise Expert 6
creen Size 5~5.5 inches 7 Multiple expert 8
5 56 inches 10 Knowledge Public information 0
: about Restricted information 3
target of Sensitive information 7
3.3 Moksts 22 MT JKsA(attack potential) attack Sﬁgecj;sgjma“o“ 1
) Period of /Unlimited access 0
Aokt WAl 7122 S o] ojvm 34 easy Easy access 1
o ~ 1o o] TA AL - exposure to
S 2EEA o] witel, 71Ee 34 AE e attack Moderate access 4
A =4 vl d oMumEE H4E 2713 A Difficult access 10
. - - Standard equipment 0
ofvh. 2%7] wiEell, ¥4 A¥ 7Fedel S Specialized equipment 4
= Fust 71E FEIH/MPHEL AAE wikon] Equipment | Customized equipment 7
B =X &3} o] 7|&Eledch Algksle 24 Complex customized 9
4 7VsAe Table 9} o] viehd 4 glet. cutipent
L 1zl A o aE o o Over 5.8 seconds 1
ol 7|E9 ¥ 84F vl orvn T4 Perception 4.8~5 8 seconds 4
T4 AT A WS 314 9l 34 84 ?:C(i nition |3:8~4.8 seconds 7
2A50] Z7h8 Aoleh, TR AAIE oI ¢ 2.8~3.8 seconds 10
270el sl SR BAS T4 A AFed WA 0~45(315~360) I
T S o Screen 135~ 180(180~225) 4
= AL SlGE 1) 34 AT ThedE 7“ angle 90~135(225~270) 7
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N e ersonal distance
o W3t &4 4E 7k S & sl Intimate distance 10
o] 84E 3o &5 Fdll 7129 orum Tl 4~4.5 inches 1
el Heben vebd & el aAES Al Legibility | 455 inches 4
of o7l Tl dure A AT TFeAE A D-D.b Inches a
s .5~6 inches
Aoz mHT 4 olow, Table 1044 ¥ 4 3
Lol F&(0~30), F7H30~45), &L(45~60), A A A0 604 oA R e oS Zk=
5 OlH60 ol e S U CIF Ol yog g9y di opirede] 4B a0l
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Table 10. Vulnerability level of the proposed
attack potential

Range of value Attack potential
0~30 Low
30~45 Medium
45~60 High

Over 60 Very High
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Fig. 3. Qwerty keypads provided by mobile banking applications of the financial institutions
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Table 11. The values of probability for the key layout of a qwerty keypad(18)

@ @ ©) @ ® ® @ ©) © )
Finst 1[100] 1]10]2[20 ] 3]30|4[40][5]50]6[60] 7][70]8[80]9]90[0]100
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Second ql100] g 10 [w|20 [ e[30 ] r[40] t]|50][y|60 [ u[70]i[8 | 0]90][p[100
w| 90 [ c[80 [ r[ 70 t][60 ] y[5 [u[40]i[30][o]20]p[10
al100] a| 20 [ a|22] s[66] d[13.3] f[22.2] j|133[ k[6.6] 1[22[ 1]20 [ 1]100
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Fourth 2100 z[14.3] x[28.6] ¢ [42.9] b [42.9] n[28.6] m[14.3] m[ 100
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Fig 4. User feedback provided by gwerty keypads of mobile banking applications
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Table 12. Time and method of user feedback of the mobile banking applications provided by each

financial institution

Financial | Password input Encrvption Feedback Feedback |[Shoulder Surfing
Company keypad e Method Time Attack
werty keypad/ Keep the last Possible during
A Bank (rllumer kgp ad O letter in plain Unlimited |plain language
yp language feedback
Keep the last Possible during
B Bank qwergy k}fypadé O letter in plain Unlimited |plain language
pumber keypa language feedback
iy k Y Keep the last Possible during
C Bank g\ggb;’r kegpaad O letter in plain Unlimited |plain language
Mobile yp language feedback
Banking werty keypad/ Keep the last Possible during
Application D Bank (rllumer kgp ad 0 letter in plain Limited plain language
yp language feedback
Keep the last Possible during
E Bank qwergy k}fypadé O letter in plain Limited plain language
pumber keypa language feedback
Possible
F Bank awerty keypad/ O None None WhﬂeA
number keypad entering
password
A2 wehge] FHE olFolo} Tl O 374 Arkel e
A 2 mupdw)d] of EejAlolde] Het 7 - ARk} FAEAE dfi 7)ol £
AEE AR AHE sla 4 ol e T= - ARG AYA wE3 S
& AT W, ARATE AT R BAE A - A ARgAe] T A0 E A
ZHAIRE glo] AlElA =H9ea dews F7] uE - FAAE e dEE
of AHgAe] A FANAR, TAAE A4A - FAAE AL A= A wel dsle] sk
7} olujdt 718 FEEA| BA ?%E%’/}E dreujow
AT EA v H) AL QLS EAs O BA AUR2)
& W AU 2 5 ol BAge] A BeWel - AMgA FARE Q1A Az 914
Solli A%E 2T & oot - AbgARE AR S5 AL
- AR ARl T Ao A
4.2 DHIUWZ HOB|HSO) T DA T JKSN - TARE U duF
Hg o 24 - AR Y A A el diste] sk
Ao mutedwlz] Bl 71 =7} o fun g o 21819] A9 AREAb A A’ AR A8}
Al debtge] o4 e 7heds e e £ Aol o5 2 ARG 2R @A He] FAA
7] $13l ko) 34 AldeleE 7Hke s okAf AljE LI FEAe] 2L 9% Y ARE spA £ glo
@ oldnEAe] A AT ASAS EEHES o 2A Auee()d] Ases sarlsh 4
gt AAEE F RAe A AR s TP At g ~vteEFEel AR xEIS ARRE]| uFel] 7}
HaA AT AS 8 2 A3 F sle 24 X Zro A% o] 2| HAke] AL Zh=
+ 7P ste] At A e}, =gk A widel i g5 8 7)9=
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Table 13. Attack potential of each mobile banking application for each financial company according to

attack scenario(1)

Attack - » ) = o) &
= o~ oe = - 2 2} =
elements § g i.,gg 2%; g g g3 g § 5 § >
- 2 e 2218 ¢ o S e E 5 5 = g2
Mobile I = SIS I = s £ 2 - = = o
banking 5 3 BB = e =1 S B ® 2 < =
application ® - < & ® 8
A bank 0 0 0 1 0 10 10 10 10 41
B bank 0 0 0 1 0 10 10 10 10 41
C bank 0 0 0 1 0 10 10 10 10 41
D bank 0 0 0 1 0 7 10 10 10 38
E bank 0 0 0 1 0 7 10 10 10 38
F bank 0 0 0 1 0 4 10 10 10 35
w2 SAe dlol ot ALgAbl WE A 2ol BARhw /el B4 A AAel ax
LA SAEE ST W AL A 8 B0 A4k ool AeE ek 4 3] Wl 7]
Arsd 2 oleigel G ek ol AT T B B AT ASHE RAEE Fegeld ¢
A Az PedeR e Aes obhmzAd W
el A o2 HwHew vepl 4 gew, tehe 3 43 bee) sl o
FE3APE maledlF] ofZE|Aleldel ] 34 A o 34 AE AR89 A R gk R 2|7t
T 7FsA 3 Table 137 #2o] vyepd 4= gl I QA 48] 7ol A 94 XPOV} EA87] &
ol = T4 ALl wE 7HA ARRE o] &3 o]l A7t oh2A A= A=, ol= A, B, C&3
S0 75D 4 A0 A1 FA ) s okl ey A= s
¥ obsd eaBel ASAZ AEAN, ¥4 O =g A slol A AR ol
A I A4 A SR AL B SRl 9 e A7 st e o
= gl Aolh gl S ol88  eldol sl welch ol Wkl AHEA H=ug
B2} 2ol oPIATEA 2 GFEE 1L 4 9 oF 22 4% ATkt Dedst B 1elm A8
£ fak DeldA Akl WEeleh e $AR A Sl=ule s AFSA g Feds] mj
7F oA A e A% 350171 el FA F 7 ®al 719 Agelle AEHORE sEls F
ARk AZF(F A7) o] WA Zh 23APE mutelulF) = gE 2AE B} A4F Ao wE o3 R
ANES) BASE #5a] BEANS HE 5o AR kw4 Ak webd AHeApt vl

Table 14. Attack potential of each mobile banking application for each financial company according to

attack scenario(2)

Attack o) =) ol = 0 s
aements | £ | 5 [ E5[ 55 5 (3E | € | f | 5 |8,
2 g gc2lgz>| & S B. g 5 E &=
Mobile = = [BE2a (28| B g = =2 22
. o & |Fma|mo g @ g g @ = 5
banking 5 @ L o B 5 S 5 R S g =
application @ =3 < e ® 3
A bank 0 0 0 1 0 10 10 7 7 35
B bank 0 0 0 1 0 10 10 7 7 35
C bank 0 0 0 1 0 10 10 7 7 35
D bank 0 0 0 1 0 7 10 7 7 32
E bank 0 0 0 1 0 7 10 7 7 32
F bank 0 0 0 1 0 4 10 7 7 29
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