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ABSTRACT

Differential Fault Analysis(DFA) is widely known for one of the most powerful method for analyzing block cipher. it is
applicable to block cipher such as DES, AES, ARIA, SEED, and lightweight block cipher such as PRESENT, HIGHT. In this
paper, we introduce a differential fault analysis on the lightweight block cipher LEA for the first time. we use 300 chosen fault
injection ciphertexts to recover 128-bit master key. As a result of our attack, we found a full master key within an average of
40 minutes on a standard PC environment.
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Fig. 1. An encryption round function of LEA
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Table 1. Key schedules of LEA-128, LEA-192,
LEA-256

OKey schedule of LEA-128

7= (T10], 701], T12], 713])
= (K0}, K1), K12], £13))
for i=0 to 23 do
7l0]= ROL,(TI0]BROL, (§[imod4]))
T(1]= ROL,(TIN]BROL, ., (5limod4]))
T2l = ROL,( T2 BROL, , ,(§[limod4]))
T18]= ROL,,(TBBIBROL, , ;(5[imod4]))
RK'=(T00], T[], 712], T11], T(3], T(1])
end for

OKey schedule of LEA-192

= (710}, 71],---, 75])
K= (K[0],K[1],---,K]5])
for i=0 to 27 do

7l0]= ROL,(TI0]BROL, (§[imod6]))
T(1]= ROL,(TIN|BROL, ., (5limod6]))
T12] = ROLy( T2IBROL, , ,(6[imod6]))
T13]= ROL,, (TIBJHROL, , ;(5[imod6]))
Tl4] = ROL,(T4]BROL, , ,(§[imod6]))
T5] = ROL,(TI5]BROL, , ;(§[imod6]))
RK'=(T0], T[], 712], 713, T4], 715])
end for

OKey schedule of LEA-256

= (7], 701),- -, 717])
—K=(K0],Kl1],--, K7])
for i=0 to 31 do

Tl6imod8]= ROL,(T{6imod8] B
ROLi(é[imodSD)

T6i+1mod8]= ROL3(T[6i+1m0d8} B
ROLL+1 Slimods]))

T16i +2mod8]= ROL:( T16i+2mod8] H
ROLHQ( [imod8]))

T16i+3mod8]= ROL,,(T(6i+3mod8] &
ROLH; Slimods]))

T16i +4mod8]= ROL,,( T16i+4mod8] H
ROLi+4(5[z’m0d8]))

T16i+5mod8]= ROL17(T[6i+5mod8] &
ROL; . (6[imod8]))

RK'=(T[6imod8), T16i +1mod], T[6i +2mod8],
end for
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Table 2. Ciphertext word-positions affected by
the fault injection

Fault injection Affected ciphertext
parameters(32-bit) word-positions
X*0] clol, C3]
bl col, ]
x*2] clil, cf2]
X*3] CP2]
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Table 3. Extraction process for the 24-th
round-key candidates

- Input
O Candidates of r4*[0]
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O Parameters
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Table 4. Master key recovery process

- Input
O Candidates of RK?*
O Plaintext and its corresponding
ciphertext pair (2,C)
- P=(Pl0],Pl1],P2],P3])
=(clol,ch], 2], ci3])
O Constants used in the key
schedule
=(s[0],0[1],62],0(3])
O Inner status parameter
- T=(71l0], 711}, 712]. T13])
- Output
O Master key

= (&l0], xT1), 2], K[3])

- Master key recovery algorithm
for i=1 to 2¥xax3x~ do (1)

T0]=rk*[0], T11] = rk*[1],
Ti2] = rik?* (2], T13) = rk?* [4]

for j=23 to 0 do (2)
110] = ROR, (T0)) HROL,(5[j (mod4)])

Tl1]=ROR,(TI1]) B
ROL;.,(8]j(mod4)))
T{2] = ROR,(T12)) &

ROL;.,(5[j(mod4)])
T8]=ROR,, (T13]) B
ROL, . (5[j (mod4)])
end for (2)

Klo] = 7o), K1) = 711],
K[2]= T2, K3] = 713]

C"=LEA_Encryption(2, K)

if (c=0c")
return A

end for (1)
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