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Security Analysis on Password Authentication System of Web Sites
Heekyeong Noh" - Changkuk Choi"™ - Minsu Park™ - Seungjoo Kim"™""

ABSTRACT

Portal site is not only providing search engine and e-mail service but also various services including blog, news, shopping, and others.
The fact that average number of daily login for Korean portal site Naver is reaching 300 million suggests that many people are using
portal sites. With the increase in number of users followed by the diversity in types of services provided by portal sites, the attack is also
increasing. Most of studies of password authentication is focused on threat and countermeasures, however, in this study, we analyse the
security threats and security requirement of membership, login, password reset first phase, password reset second phase. Also, we measure

security score with common criteria of attack potential. As a result, we compare password authentication system of domestic and abroad
portal sites.

Keywords : Password Authentication System of Web Portal, Threat of Web Portal, Security Requirement of Web Portal,
Attack Potential
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Table 3. Collected Information in Membership Registration
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Table 4. Automatic registration portal prevention service
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Fig. 5. Password reset second phasing procedure
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Table 8. Correspondence table of the security requirements that can accommodate security threats

) Membership . . . Password Reset
the I.)hasmg of B —— Login Password Reset - first phasing ~ second phasing
Security Threat
T1. T2. T3. T4. T5. T6. T7. T8. T9.
Automatically| Consecutive] Phishing | Keylogging| Consecutivel Email | Eavesdrop| Guessing | Disguise
Security Requirement sign up login login Sniffing Smart . user. as user
attempts attempts Phone |information|
R1. CAPTCHA X X x
R2. Improved password security " "
strength
R3. Two channel authentication X X X

R4.

Keyboard hacking
prevention program

R5.

Virtual Keyboard

R6.

Log in identifying the IP
address

R7.

Blocking abroad IP

R8.

Phishing prevention /
response technology

RO.

Account Lockout

R10.

Encrypted communication

RI1.

A reset of password
security questions robustness

RI2.

Install anti-virus program
(user)
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Table 9. Attack Potential of Membership Registration

Naver | Nate | Daum [Google| MSN | Yahoo
Elapsed Time 1 1 1 1
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Table 10. Elapsed time for brute force attack
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Table 11. Attack Potential of Consecutive login attempts

Naver | Nate | Daum | Google | MSN | Yahoo
Flapsed 1 3 5 5 10 15
Time

Expertise 6 6 6 6 6 6
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of Object 0 0 0 0 0 0
Access to

Object 1 1 4 4 4 4

Tools 4 4 4 4 4 4
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