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The information security policy is one of the most important tools for organization to manage
the implementation and ensure the organizational security. However, we do not have metrics for measuring
its effectiveness. The ultimate purpose of this study is to develop the measures of information security
policy effectiveness. To do this, this study review data quality and information quality literatures and
investigate appropriate subfactors for information security policy. Rooted in these concepts, we suggest
accuracy, completeness, interpretability, and relevance from content aspect and understandability, concise
representation, and amount from form aspect as factors for information security policy effectiveness.

e Key Words : Information Security, Security Policy, Policy Effectiveness, Convergence, Measures

1. A& o% 71i51°i°r4 °,'5la NI HRE 19 40005+ 21
sl A o O A)E] =}
20134 64 KCB(zelolaalslipz) A8/t gg oo Ao Ol el DI T KT
7FIA} 8705+ «l 7HME7} a7 2rgo] vhE Ay
gk ol FJJEALR M-S Wb T2 FhEAR] IRl S
_ BE 2 238t 22098 23 &0 KT
THIE AL A AR E USBel ol thEEad }
= MY 15 AR S volebA] Eoit)
2Aeb &2 dEgoz FEA7= Alark Addoh K o - X
3] e A Z Abar= WIS S AlElaL 9
S FFEARE 79 Bk o] Q1754 Fah A1 ool Bt b P s sl
o del2 Ftoll v JaAF 2y HA s A el

W 1€o] o]ZejAof &4A HATt. o] Abarz 20141 th

_ E°] 7AFH 7 Alag &=
WU AP P B A AR R A G0 A AR i

o].Eg]}\ )

2
o2,
o
f
ol
Ml i
oo
it
S0
o
il
-
o
=

o 'HIP A M(msyim@syu.ac.kr)
A 20143 9F 22Y 2XAU 20144 128 1Y AR SHY 2014 128 14

ﬁ



28 3=88stsl=2x| M53 M4S

= olB3} AT, FE 52 EPF 49

§ Solth wa ol Afaz
70009 ] ARt 25

@ A 919l A5 ofel 7 BAH AdE 9

o2 At} 544

A Fe) Be 195 A

AR AERRIRd L 3

Z* Trend Micro2] A7 ZAF Aol wp2m 2014
3T A AA dlolEfrEALaL 5 gkl A 7 B
= AR FE AR A 2o R LRt Suell A
frEd 7H°LX Hi= 29 20005+ el Zeici16].
il 2 el Al AEe S Al A
= A= 7]%*4 A A4 de] AgHTh

Al A2l AR B ) %
wol olow, #ed Haors m} zgﬂj *éﬂ
22, /018 Bl 85, MIFEA =GR 2 2

ol
o
B9

ju}
o
kY
o

Z el Har e AL uiFlel <3t 913 o] tH9,15]

2014 119 A= Aol iAo JRIFHE gl

A3AFN A Fek Abzdo] HAYEESI T vl 52gk Al 7)ol 4

7] A9 dal ol Hels do] A AE

9 ONNEEE w gezprt dA ARE =ed AR

T ek olE ek ARzl et A E AL o)
v YA RI(CIAE WEAke] 99

71e] 201390l BAYPTE == A E
Ha(NSA)e] AAE B Aok £2grh 1=
NSA®} AloFek ?ﬂéo‘ 3|Ake] Al FERE AR}
ATE o] &3 NSA T-FEH e T8 71EEA
o Hraich 7%-8— 3 wre] 24 FAHIRS) Aol
wotgte] HathA ¥ el ek Fagk Al A4

& fFEd Ao deA7E gk

upeba] optg] 7154 a]lo] Z mpdr o] gittsir
2 o) & ARGSHA HE i FALES AJHEELL

o
z‘”

-

Ua o)A47 Smeka & A9 24004 vk oot
Sol Az ZaE WAL 5 ) W AHae
o s1el7k S slojok B2l

vpRelel Annek AE Zolv) 913 Baw 24
&2 on RE Y950 Aunc 4L Fel
£% fEshs Aol e net Alne 24UE
o] 24 je] A wok BAL E4EA B A

o

[2]. Herath and Rao(2009 2N
& F4sher glod B )
AN AAL AW FEE Bt FA,
Chan et al.(2005) A XKt *% 2}
A AR 7] diel uek AAL FAES f
waked] olggol rkn E
Auuch RAL olF F4siok stz AR 24
AU BHAN &
HolrA o] ga}A ol o sk o
Fatar oleH12]. ol = Q3] 24 é%% ol Al X*HEOP
QAo] W &R Aol 1, BH ey, Tl & o FE
LA BaHA sh, QE-AAA Y] Ao gl o

=% )

7|15 }E}[412] E}EW = aT

o=

e o) Eaalok s 24 o) A AFel A A
oflehs ulge wolgt). ol e dan: =
FAEe) WA AL Ea Annst AAE 54 9 )
ek Aoltk, shAut o] da) el A7 % A7) et
8 AAEA Faha rks BA4e] Yk

AT ol @ BARS AAstel, Annet 43

=
F 9= ALE AL 2
]
=



A7l ol %Zé
BIS 97 SAA

T SITH12].

2. £ 4+
AR HO Ao

g2 TAA o] 3L
(specific), 74 7Fs (measurable)dloF dFH1,12]. -
TolAE AR Het AN FHE S5 A
A%E MLty fs) dolE F47 AR F4 —Erfﬂ

A9 . okeh

w513} 11(clear),

2.1 jojgf EH

Wang and Strong(1996)-& dlo]e] 48 =A 4714
Fhelatg] 2 Esknh 5ol A g e e 1)
A% EA (intrinsic quality, content quality), 2) AFs+2]
A (contextual quality), 3) &4 (representation), 4)
At (accessibility) SoltH5,11]. 242ke] F42 A5
A 2pds ERketh WAlE 54 A S (accuracy),
A3 (objectivity), A1%]  7FsAd(believability), ™73
(reputation) & EFSTH3] ¥4 F42 A4
(relevance), 7}/ (value-added), %]/ (timeliness),
A A (completeness), 244 (amount of data) 55 %
SHATH3) 82 3149 &o] Y (interpretability), ©]
&) golA(ease of understanding), Z3e] 724
(concise representation), 39
representation) 58 XEgSHCH3]. Hd2 At |0
“d(accessibility), A9l HdA(access security) &
EFHTH3)

Wand and Wang(1996)-2 t}e3tH
Wang and Strong(1996)¢] #|A13+ Wehdt dlojg £4
A5 Teds AE3FE o] &t EAE =T

& 7+ (consistency

243 A8 (accuracy, 253 918, Q59|
7}% a3 o= UEhyon %Q—E 217
o

B AHEE R d3A), AAIA (timeliness, 193] <1
, a3k wf JE7F AlFE=7h), #EA (relevance, 16
olg dHolHE 5o RE Ao 488 4 9du
o] E=7h), ¢4 (completeness, 153] <14, 2 2.3k

8ol Zesof A=7h), °

l"

R o oko

&2 A (currency, 93] ¢l

P

£, Ftoll ol Ul-8-217h), U3 (consistency, 93]
£, TY U&E AlEserh wo& YRty A
+ 53] 0]a})[5,19]. Pipino et al.(2002)-& 155F 7t
dole] £ W7k A;s Ao Aol A
gio] o) Z]ﬂo]—fﬂ/ﬂ k] z ]J‘LE }\]__Q_ET 2= %]\E
15709] elolEl £ 57 A0S AN, 15744 A

Y2 A (accessihility), 2%/ (appropriate amount
of data), 2%/ (believability), €44 (completeness), 7+
A (concise representation), A 74 (consistent

representation), Z2F2] #2]4(ease of manipulation), S
&4 ¢] -&o]A (interpretahility),
23 (objectivity), T A (relevancy), ™87 (reputation),
Hok(security), A4 (timeliness), ©lsle]  &olA
(understandability), 7}x4d(value-added) 5°]tl. 157}
2 2kglell gk A4 Q1 B7HA E+= Lee et al.(2002)°
oA A= AT

2 9 F(free-of-error),
Q)

22 ¥4 E4

13 (information quality)©] & gRAJ2~Ele]| 23]
AeE = Zé_ﬂr@(output) o] BEAS Tl Hor AHIA
(accuracy), A1 (timeliness), £+7314d(completeness) &
o] sl I3l

Chae et al.(2002):= Wang and Strong(1996)¢] v 7}

A dole] F4 AYE 7oz Bukd QEUle] AR
TAS 2A5] o8 AR AokElAdy o= HE
+ (connection quality), W-& 32 (content quality), %

48 EA(interaction quality), %3 32 (contextual

quality) Solth. 4 F4e wukel Aulzo] ojmg
Aol glo] orgH o g @é?fsa} T e AEE wolt
(7). the Fdol =
o] BAA 7}i1(nherent Value)S’Jr

ofm@eH7]. &

3.2}
I EEA WL

ATHTL 4 FA A8 EASHE 4T el =
uel A7) A A e

oA E AR Hs

3. AEHQ A a3
ARHEE Aol gL WE(content) T P2
(form)e] oA H7psk 4= ATi12]. ufehr] 2 <1



30 st=8aetEl=2x| M53 H4E

A% Aune 34 FRAS W) 98 AR
Akl glolA) 5 74 el AAskaR) i,

3.1 LiE(content) 1}
WE-o] FIAL AFER o] BN R Hols AR

o] FAAA(relevance), & (accuracy), HFA
(completeness) o2 %H7FAtH10]. DelLone and

McLean(2003)¢] AIAI$F 41 F4-L2 A dAZ 9] &
A o]9r(content issue)E WHdslaL QUTh o] Eo] AAE
AR EA] 319 442 79 sKpersonalization), 97143
(completeness), ©]1312] &-°]4(ease of understanding),
A (relevance), K.¢Hsecurity) 5o]tH17]. o]Ee] Al
Alg 579 &9 A HRA AR AR EAS AR
37] 913 A& (accuracy), A A4 (timeliness), 9414
(completeness), ¥4 (relevance), ¥ 343 (consistency)
S ARPEA 3ol WAl 4% Zlolth Gorla et
al.(2010)2> AR F4& AR Y83 AHe| gPao
2 gHEstar, AR gl F9A,
BAS E3AT) L, A
wato] Aleltainh gk ARgo] Ao e oA

Alz=® FAE 7k Afekal 6kl o) & R

Zroll A A2l sFSAEH 10].

il
x%;]xé‘_ci_ /\]/\Eﬂ %go O]l?_g]_ v

4 9rte

3.2 gAl(form) Eu1Hd
I1 B AR B FRo #ek
(content)ol] 3l FHLsHA A+
3] AF e Tholmdel s &8¢
W A77F o] girH9l vhi
of gk A= A FAE AAol
AREQL G RE 2T
3] 3L, ofsfj&jojof it} ool sl o
oF Aol FHrlo] F=gAS
Eloff(2002)&= A2 A2 4
of writing)] F£43¢l| o
HE FYE] osE
‘= ofof b, ARgAF 213}
&t
Goel and Chengalur-Smith(2010)&= H.F A 22 &
S e 93 ARR 7S A e, ol
A (clarity), F2Z4(breadth), 7HF24 (brevity) Sl
gLl Wed2 QAo Kash olsatr] 1 ﬂE

TE2 A Y&
k12l &
Hebg Aol 7tk
o] Bl Aol 32
=
SolAl Agsar g
31 zslx}E.O_ 4 SARR=R

#3819ty Hone and
FA H (styling, the manner
3 kA, GAo] 229
AT YALAE ~EFIE Z
Ao

31, W atajor b

ol

—g‘oﬂ, _I>“

il

yElh L, F2408 A o] W $(scope, range, coverage)

[Table 1] Measurements for Information Security Policy
Effectiveness

Factor| Dimension ltems

The policy is accurate.

The policy is reliable.

Accuracy The policy is correct.
The policy is incorrect.
The policy protects the organization from
the legal consequences of violations.
The policy  specifies the legal
ramifications of violations.
Completeness |

The policy contains all the elements
essential to security.

The policy has sufficient breadth and

Content depth for information security.
It is easy to interpret what the policy
means.
Interpretability | The policy is difficult to interpret.
It is difficult to interpret the contents of
the policy.
The policy is relevant for decision
making.
The policy is useful in my daily jobs.
Relevance The policy is relevant to my work.
The policy is appropriate for my work.
The policy is applicable to my work.
The policy is easy to understand.
The meaning of policy is difficult to
understand.
The policy is easy to comprehend.
Clarity The policy is easy to read.
(Understandab | The policy represented the information
ility) clearly.
The policy is written using common
words and phrases.
The policy can be understood without
reference materials.
The policy is long.
The policy is concise.
The policy represented the information
compactly.
The policy is presented in a compact
Form Brevity form. - - -
(Concise The representatlgn of the policy is
representation) compact' anq concise.
The policy is verbose/wordy.
The policy is repetitive.
The policy is comparable to other
outputs.
The policy is good appearance and
format.
The policy is of sufficient volume for
understanding ~ overall — organizational
security.
The amount of policy does not match my
Amount  |job requirements.

The amount of policy is not sufficient for
my job requirements.

The amount of policy is neither too much
nor too little.
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