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Abstract According to the necessity of smart working with various mobile devices, and the increasing services
based on the converged infrastructures such as Cloud, Wearable Computing, Next Generation Wired/Wireless
Mobile Networks, the network reliability has been one of the most important things. However, the research
related to the network reliability is still insufficient. To solve these problems, we propose the ISNTC
(Intelligent Safe Network Technology based on Cloud), which uses the safe network technique based on SDN,
to be adopted to the smart working environments. The proposed ISNTC guarantees secure data forwarding
through the synchronized transmission path and timing. We have verified the throughput which outperformed
the existing techniques through the computer simulations using OPnet.
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[Fig. 11 The Reference Model for Implementing Smart Working Environment based on Cloud

B =R e et %v}. xﬂ 2 ﬂoﬂﬁ% a4
= 7N ARRE 5 7] 2 Ao Z YESA 7]
el 71ska, Al 3 AdAE AgelE ISNTC %
ISNTC®] 4587t sl 71sgtt vpA2te s ) 4
AollAs & =] 28 3 gl disl 7E g
2, AT

7|gh AOIE AMRSE A=71E
gJol&t /W, S/W, dlel¥ & —}
NolE| A= E38l3 BALS B
G A AT 1%

= A

2%
e ‘}% foleld, 42 = EEH
7:.

Lh AEA AR L gle g elth

Iﬂ-_-,— ] %-141312 BESLAL 7)Ee] Sk 7Nk &

E A}Tﬁlﬁ T2 7142 7129 Client/Server 714k
B A4S Fepes vuto 2 Fa7)= At F

EER SRR S R L EEER DS
UG N 2UhE AR T 71%E oAl dE
o el B3k Agelr], AA7AE [Fig. 119 %A
g lsh e FTHPE S 2vhE AR TEL 9
@ 2 3 [Fig 20] £A% 712 A gmit e
5 7eleH341,

Connectivity and delivery

Virtualization

Hardware

PaaS for Smart Working //)

SaaS for Smart Working

e

b

[Fig. 2] Basic Concepts of the Reference Model
for Implementing Smart Working
Environment

1_,

ok, )&l SE-E AHE Al A% AT
< st LA o] oA k7] wiitel, ol tE

-

Journal of Digital Convergence | 347



& Mojz WEXS J|&

. Microsoft, Google ’6‘)301 =241

H| 25 AL Sl A7gol7] wite, o
AR g Fd mFolvt Aol AsA AT &
2 Zlo] Apdoltt, 3 o] 49 TTASH ~vpESA
=9 2nlEY A ZRAETE (RQ)S E3
W HEH gPA0l =efHal glen, weje) Ay
ITU-T SG 16, IETF RAI (Real-time Application
Infrastructure) Area, IMTC (International Multimedia
Teleconferencing Consortium) Telepresence Activity
Group 5ol FHlZeE&2 AJz=ge] e 9 A 4
AT 7hsd dezEs A2gY T 9 Au~
QAL Ay Y& A28 7 e A % wb
2] %738} ITU-T H3233 SIP 22 7|Eel| EAlsh=
ZIREZS Ak dYZYes Aa"e] doid

S 93 Anja E Vs Ao dZgEa AlAH9) *o
T8 ALE 9% ITU-T SG 16 4138}e] 7] 22
z ?Zé T 3 A Bl did wxEs A9 ZJE
Foll ek

22 Moj= HIEXZ JI&

Alo|Z YEHIH 7]E EAE TEHOR A
AN TP /N WES A P2 1104 e A4
T = HEA 72 B A E AR e AE 9

t} T Bo] wj$ Zhdtk e gl Alo]Z YEYF #E
ATE olHHH FE] ATH $7] wiel uie- @
< <A77 Fguo] Sith Ale]Z YES A A a4
Jed® £ o FAFoR Aoy thg3 gom o
-] BFol A H|Szgk %U\i | ¥
ey Ve VEHor W &Y 7|42 Future
Internet & 7]&olA & J’ﬁlod o7 E TRl AL 9l
o1}, Future Internet 7]1&-& 483 WES A7 A 7F
|3 W ES A7} ol 7] wiell @Al Overlay 715k o]
92 1ok 4% 2 Secure Signalling 7142 ©] §5}0]
HH A4 Mnu]2=E A-F3F= Black Core Networkz}
= R AFshE WAl F/E ol F vk vt
o]g]st B2 Closed Network JEj2] Mu|~2 143t

N

s

_l

g2y Tles AE
<olle W95
NetworkZ’ or-2E
2 A FAE 2
%L%E] ZgE a9l

Onion Routing (TOR) 7%

&gk Zlolgta & 4 gl7] wiel, &
Untrusted Network®} Trusted
Open Network°ﬂ A BAA] P F4
Y3 5 e 7lsEd g A7t
on, ]9} AR 71€ 24 The
5ol St

o] SO don, 53] AREAelA © g}
3} ﬂ B.o]}ﬂ E]—% Euﬂo] X]S#J 534_ 7Lo 7]15_5_% X]o
3= VPN 7]%dl digk 857 §43] 718k ek 1
Hu, 7€ @ VPN AlF 71% (PSec, SSL, GRE,
L2TP, MPLS VPN 5)EZ+ o]#{3F g7 thal thx]
7F ofg7] Wizl HZollE olH g VeES obf-EH
Mo AAZE AR HH] A, AR 9 A2

¥ By Re/AY 7es AT F e 71EEe O
g A7 QTR °1-r°WEl T} (eg: Safe VPN
- ETRD

A5y HESA 7| tgst HEvt]o] Hul=E
Rk R FE AR 38 A

BigData 5)¢] A4 2 &4kl wp
T Alo] gl AR FA BA 750 Fao] FoiE L
At} ol uwpet vIES A o) A 1ot
AT a2z F4S Bge 4= 9l ok

2 el ek
ATzE @ws) APz Yok FAFeR Cisco

[e)
System, Juniper Networks, Alcatel Lucent 5 =49 &
29 3ASd A= Cloud Network % Enterprise
NetworkE &gk AH| 20l 4] TheFel 154 A5 AjH| 2
£ AF37] 93 A (eg: Cloud Intelligent Network,
MX Series 3D Universal Edge )& &3] $3sta

<3}
A

IAM 7]<2: Enterprise Cloud Networkell H<3}o] t}
F FFE AYT F JALE e 2vE 93 @43
2 Q8 Brmo a7HE [AM 7|28 MEYD 2
Aol HA|~ & wf Aol AgH Aol wje} AL S &
Gl witale 7)oty A9 IAM 7l JHQl &
BE9] 253} o)A 2 Cloud Mul& XY &7 "o"]
7t wpet F2 Ruid o] gk (Yg FHeR
279 =4 719 2 w=e] oig (eg: Tivoli, Safe
Authentication Manager 5)olA 213k aAt7)dto] o]
FolA 3L §ltH56,7,89,10].

348 1 Journal of Digital Convergence 2014 Dec; 12(12): 345-350



Intelligent Safe Network Technology for the Smart Working Environments based on Cloud

3. ISNTC

Z1EHow B =FoA Agksl= ISNTCE [11]%
[12]2] POSIA (Packet fOrwarding Scheme based on
Interworking Architecture)9} QDFA (QoS-aware Data
Forwarding Architecture)® 71W+o.2 3lal Qi) =
ISNTC:= POSIA®F QDFAE S819-5 A8 Al5-&
A5k 7| B2 HAE 7P o ALgsthE Aol 7=
HoR FEAle 2 gAY POSIASH QDFAZF 2=
SEMinit per rop.detay W% Etoterancenop %1 HIE &S
SDN 7| 7|Wko 2 7jdste] S84 Al2glel] 4§
ez FolA Avke Aol & zhsth ol FAA L
2 AvEd ogd 2ok
+ E

tolerance _hop

Syncinitjz op_set = SEM,

‘init_hop_delay Db
= QLop +E;ole7‘4171(1z17h0p

E7)8ke AR Ao EAshE B-9H oA AEEE
SYNCinithop.ser B 71WEC2 5713k S AFshs
7%l POSIASH QDFASH= 2], A9ksk= ISNTCl A
= AR SynCinic pop st WS SDN ZAEZ2]7} A A 70,
2 AAste] g AR e geE 2 Aol s
A48}l Data Plane®t 2H= 219E &= o2 7ukow
HolHE dAFshs Javhs 3t o5 Fa, & =
oA A|eksl= ISNTCE 71552] POSIASH QDFASH=
AAZEO R ARG HlolEE M) EFAH o R 7
T AE W oolel, FEeE 7Nk 2ntE ARREH
PASHA AlFst] 9% 5718 AlTHE EAT 9l
Ak % e X

A
A%HE 5715 AR thg 43} o] 5

i)

oo of aft M
off
o

dlelB7F 4% =

Az WAste]l B bdeta 3840 AFEAF HlolE
A % 2] FeheE 7N AAREE S Aed &
At &, Swries SDN HEZ#7F A4 sto] kg

Syncinitihupiset = SE]I/[irLitihopidelay “Pi—1 T B erance _hop
= C;Lop FE erance _hop
= C;wp +E‘sucu re _tolerance _hop?’

(E'sucu re _tolerance _hop = Etolarmuce _hop + Svm‘iabla)

‘} g [SNTC g QDFA MPLS DiffServ

3 12 18 4 30 36 42 48 54 60
{min)

[Fig. 3] Throughput Comparison of ISNTC with
others
3718k vhe} 22 ISNTCY As5S A4Sl 93,
OPnets &8 AFE AlEH S FasIATE o u,
ISNTC® A& vluatr] el AR-E 3%l dAE 79
& QDFA, MPLS, DiffServe]™, POSIA®] 74-%- QDFA
o} 523k s YR wie] 2 =&Y AlE o]
Aol A= vl oz MelstA] gkt mek 2 AlE
gojdelAE A doks flE RSVP  (Resource
Reservation Protocol) OPWA (One Pass with
Advertising) 2 AHEal oH djoF thHZ-2 1250 Khps
& A&k
[Fig. 3]l EAIgE wie} o] & =ellx] AQbsh
ISNTCE o AF71HE 2o 38 Ag#s ve
Wz ok & o 7AYoz AuEE DiffServel A7
o e 88025 Kbps, MPLSS] AHEH Hit2
984.761 Kbps, QDFAS] A& 32 1,076.334 Kbps,
ISNTCe] A& Hit2 1,135.253 KbpsE 212t YER
I Atk o] 2|3k ISNTCO A& Fwt-e 22t DiffServ
o] oF 3296, MPLS thH] ¢F 15%, QDFA tH] F 6269
s e UER AL itk o]& 7]EAH o R Ajbete
ISNTC7} POSIA ¥ QDFAE 7|uko 2 &k 917] i
o DiffServ % MPLS tH] w9~ Hold 55 vehd
% olye}, POSIA 2 QDFANE $1ESwiae #2-2 Q1
3l QDFAS} Hlu gl W% & o] %<& A ZFe Ueh
v ZAoZ IRIFULE AfH oz o]efgt AFE AlE
glo]d A& F3l SDN 7] 7Ivke] F7]ske w7l
71 B A5q 7 AF F2E L85 ISNTCP}
& H ZeFedA=

£ ae
17 &340 2 5 Arkes 2ol 459

1o &

P

Journal of Digital Convergence | 349



S22 JU ADlE AIRHY 752 98 AISE MolZ YEYS Tlg

HEYAE 5ot 7]woH, ol&

A F9E 7|9 ~nlE 7S AT 5 9k

el oAzt F715F 71uke] F7l 29

& 24 gks olt7A & AIA e e &

3 e AgvE Besta, FEes 7N AntE AL
]

Lo o g sk thek

o
2
29
Q‘L
£l
Mol

ofl
N,
i)
=2
2
a

N
n)
jina)
ofy

3
s

ACKNOWLEDGMENTS

This research was supported by Basic Science
Research Program through the National Research
Foundation of Korea(NRF) funded by the Ministry of
Education(2014R1A1A2060035)

REFERENCES

[1] Chin-Feng Lai, Ying-Xun Lai, Ming-Shi Wang,
and Jian-Wei Niu, An adaptive energy-efficient
stream decoding system for cloud multimedia
network on multicore architectures,” IEEE System
Journal, Vol. 8, Issue 1, pp. 194-201, 2014.

[2] J. S. Han, Security Threats in the Mobile Cloud
Service Journal of  Digital
Convergence, Vol. 12, No. 5, pp. 263-269, 2014.

[3] J. Y. Kim, The implementation reference model of

Environment,

cloud-based smart working environments for public
sectors, TTA Journal, Vol. 148, pp. 50-54, 2013.
[4] S. G. Park, J. H. Lee, Smart working technology and
standardization trends, TTA Journal, Vol. 136, pp.
79-84, 2011.
[5] J. T. Song, S. G. Noh, and et al, Safe network
technologies, ETT, Vol. 28 No. 6, pp. 28-36, 2013.

[6] S. Y. Lee, J. H. Lee and et al, Analysis of SDN and
NFV standard trends for smart Internet, ETT, Vol.
29, No. 2, pp. 79-86, 2014.

[71 Open Network Foundation, ONF Specifications,
https://www.opennetworking.org/en/sdn-resources
Jonf-specifications

[8] IRTF Software-Defined Networking Research
Group (sdnrg), http.//irtf.org/sdnrg

[9] IETF Source packet routing in networking working
group, http://datatracker.ietf.org/wg/spring

[10] Framework of Software-Defined Networking,
ITU-T draft Recommendation Y.3300, Feb. 2014.

[11] Seokhoon Kim, and Intae Ryoo, Packet forwarding
scheme based on interworking architecture for
future  Internet, IEICE  Transactions  on
Communications, Vol. E93-B, No. 3, pp. 546-5650, 2010.

[12] Seokhoon Kim, QoS-aware data forwarding
architecture for multimedia streaming services in
hybrid peer-to—peer networks, Peer-to-Peer
Networking and Applications, Online, 2014.

71 A Z(Kim, Seok Hoon)
T - 2000 29 c A3 uistn AR ARE

FECEsD
2004 89 : S| el 21

=i E AT

- ZAEof ¢ Future Internet, IoT,
Cloud Computing, IT Convergence

+ E-Mail : shkim@cs.ackr

7 A A(Kim, Gui Jung)

11904 241 : Rehesha AR
FIHEIAD

110061 231 + et AR
FIIHEIA

2008 241 : AB|SL AR

FIHEIA

L2014 99 ~ BA| ¢ Akt
g w5

- F4J3oF 1 CRM, 3D e-leaming, 1 EHE 74

- E-Malil : gikim@konyang.ac.kr

350 lJournal of Digital Convergence 2014 Dec; 12(12): 345-350



