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Abstract The accountability of cloud service which provides the cloud users with accountable services applies
various technologies such as the compliance of service policy, monitoring and auditing, logging, and others. It
ultimately intends to provide trustworthy cloud service by determining who is accountable for various problems
happened during data processing and service offering. In this paper, we propose a cloud ecosystem formed
from the chain of content and DRM Cloud service in order to offer secure and trust DRM cloud service when
providing high value-added content service. Besides this, we analyse the requirements of cloud services for
content owners and users and then propose some logging information to be recorded for trace of accountability
and a structure of tool for monitoring.
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(Table 1) Entities of Cloud Ecosystem

Entity Definition Role
Service provider, who provides
cloud infrastructure for
Cloud . . .
Provider environment of cloud computing Provider

such as storage, network and so
on.
Service provider, who provides
Content development — environment  for
Platform various content processing such Provider
Provider as some libraries of content
coding, compression, etc.
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DRM  development environment such as
Platform DRM-related libraries for license Provider
Provider management, content packaging,
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Content service provider, who!
plans various content service
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who uses DRM service for
content protection
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DRM and  provides = DRM-related
. . . . DRM
Service services such as  license Provider service
Provider management, key management,
etc.
End-user, who purchases and
Content .
consumes the content using End-user
Consumer .
content service.
End-user in side of content
Content service business, who uses the End-user
Owner content service to distribute the
content.
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(Table 2) Accountability for the content owner

ayer Workflow Data System
Req.

- Request of - Usage rights of the content - File
the content - Information about content creation
purchase consumer and device (license)

- Request of - Date and time - File

Reg. 1 license - Information about license  creation
acquisition service (content)
- Network information - Network
access
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purchase - Purchase information

Req. 2 - Request of - Payment information
the payment  (Credit card, transfer, etc.)
- Date and time
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Req. service information, DRM service
provider’s information, etc.)
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