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[Abstract]

Since 2009 the number of users of smart phones and tablet PC is growing exponentially. In particular Apple's iOS and Google's Android
OS are the heart of this remarkable growth, most of smart phone and tablet PC are designed to operate based on these two OS. Such
increasing use of smart devices has led to changes in the social environment that allows, without the constraints of time and place. However,
such development does not supply only ease to do something, even compared to past, financial fraud and information leakage are easier
than before by variety of new types of attack for example phishing, pharming, smishing and gshing. So according to this paper, analyzes for

smishing attack, propose a countermeasure system of the technical way and proved its higher performance compare to the existing method.
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Fig. 1. Worldwide market share since 2011.
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Table 1. Smartphone financial fraud statistics.
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Fig. 2. More powerful smishing attack flow.
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Fig. 3. Detecting malicious app.
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Fig. 4. Smishing handling process flow.
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Receive msg : android.intent. action. ADDED
addPackage () - START

[add Package]

- APP Mame © Smart MSC Software

- Package Name | com.msc

- Hash Key v MbzliaQxySTIXNRJSK 94+ +rPY 4 =
- Enable 4

addPackage ( ) - END

Add package - com.msc

% 7. Smart protection A{H|A - Q4 F7|

Fig. 7. Smart protection service - app add.

Receive msg  android.intent. action. REMOVED

removePackage ( ) - START

[remove Package]

- Package Name ' com.msc

- Hash Key ol

- Hash Kevy(DB)  : MbzliaQxySTOXArJSK94t++rPy4 =
- Enable o d

removePackage () - END

Remowve packade - com.msc

13 8. Smart protection A{H|A - 4 &7

Fig. 8. Smart protection service - app remove.
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Receive msg | android.intent. action. REFLACED
replacePackage () - START
Replace Package - Same hashkey!

[replace Package]

- APP Name » Smart MSC Software

- Package Name : com.msc

- Hash Key CMbzliatxySTIXNrJSK 94t ++rPY4 =
- Hash Key(DB) : MbzliaQxySTOXnrJSK94t+ +rPy4=
- Enable Y

replacePackage () - END
Replace package - com.msc

8 9. Smart protection AH[A - CHE|(A/H A HE 2X])
Fig. 9. Smart protection service - replace(same hash key).

Receive msg © android.intent. action. REPLACED
replacePackage [ ) - START
Replace Package - Changed hashkey!

[replace Package]
- APP Mame - Helloworld
- Package Name : com.helloworld

- Hash Key CzSZNUBwW 3QFICK g7 0 2krxvseuyy =
- Hash Key(DB) : MbzliaQxySTIXrJSK 94t++rPyd=
-Enable o d

replacePackage () - END
Replace package - com.msc

38 10. Smart protection A{H|A - HAH|(AEME SUX])
Fig. 10. Smart protection service - replace(different hash key).

URL Fitter(1 th) : httpi//go0. gl/Nh3zox
isDataSchedulerEnabled():false
{“Long-URL""http: N /™ Avweww koreatech ac kr'}

[Motification Information]

- Short URL s http//goo. gl/MNh3zex

- Long URL L http /S koreatech. ac. kr
- MNotification 1D 1

- Title

=» URLO| =g SMS

- Message @

=>» Short URL : http://goo.gl/Nh3zex
Long URL  hitp:/Awww koreatech,ac.kr

38 11. Smart protection AH|A - URL A&
Fig. 11. Smart protection service - URL check and inspection.
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Table 2. Performance test result.
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