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- [EC 62443 : INDUSTRIAL NETWORK AND
SYSTEM SECURITY

+ ISCI : ISA Security Compliance Institute Society
Interest Group

- WIB :Werkgroep Instrument Beoorderling

+ NERC CIP : North American Electric Reliability

Corporation, Critical Infrastructure Protection
Standards

+ NIST IR7628 : Guidelines for Smart Grid Cyber
Security

- ISO/IEC 62278
Specification and demonstration of reliability,
availability, maintainability and safety (RAMS)

- ISO/IEC 29192 : Information technology- Security

Railway applications -
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techniques-Lightweight cryptography
- IEC 61850 : design of electrical substation automation
- IEC 62351
management and associated information exchange
- IEEE 1686 IEEE Standard for Intelligent
Electronic Devices Cyber Security Capabilities
- IEEE 2030 : Smart Grid Interoperability Standards

Security for Power systems
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- EDSA <1#7]3 : ANSI 8% 7|50l wl2} EDSA %7}
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4.1. EDSA Q150w & HIP|E

ISASecure®EDSA Q152 ICS ] = o] of
a obdst Eld(Safety Integrity Level) 1<l
ISO/IEC 615083} frAkgE HelE Wil 9lvl. EDSA
AF2 Al 37k e A 9lem, ICS T
AR g 7lsAel g BekErkl (FSA;
Functional Security Assessment)2}, ICS #=| 7|4
W3] Eqt welepdt AxEge] g Mol syt
(SDSA;Software Development Security Assessment).
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ANEET AT

Aaanance o ISASecure Chantered lab CRT faol ISCEcedification
e le_| centiication Gperations and recagniion sdhere
centiication (301) requirements (300) aﬁ;:[;exﬂlahon (201 operation (101
J)s 871, el w —ghEA |~
CRT Report
FSA SDSA common example
(311) (312) (310) (303)

AS03 AEXE
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CRT CRT CRT CRT CRT CRT
“Ethemet”|| ARP 1Pv4 ICMPv4 || UDP TCP
(401) (402) (403) (404) (405) (406)
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|58 [ 282 |82 | zn |
SDSA 130 148 170 170
FSA 20 a9 82 82 SDSA

(1707H)

SDSA
(1497H)
SDSA

(@307H)

&

(T2l 12) EDSA 752 AlAl

O3k Aotk 5 o2 SAILZEZ | tid EDSA
CRT A3 tA2 712 A ogolct

3 9leH 15gelA 3

SRR Hokgde] 2EHEE SDSA 87K H

FSA 274k 7157} S7heieh shAR CRTE B8

3 £Fo R HrHE 155 7]

7k 355, 2% H7P1ARE 4~6, 359 V1At

& 4~107 A= s vs2 ke AAE =

A8k Zlelot.

w3k EDSA %7} tie ok-&3 )

- Programmable Logic Controller(PLC)

- Distributed Control System(DCS) Controller
- Safety Logic Solver

- Programmable Automation Controller

- Intelligent Electronic Device(IED)

- SCADA Controller

- Remote Terminal Unit(RTU) &
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