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Abstract: Recently, Ethernet-based Diagnostic Over Internet Protocol (DolP) was applied to
automotive systems, and in-vehicle gateways have been introduced to integrate Ethernet with
traditional in-vehicle networks, such as the local interconnect network (LIN), controller area
network (CAN) and FlexRay. The introduction of in-vehicle gateways and of Ethernet based
diagnostic protocols not only decreases the complexity of the networks, but also reduces the update
time for ECU software reprogramming while enabling the use of a range of services, including
remote diagnostics. In this paper, a diagnostic gateway was implement for an automotive system,
and the performance measurements are presented. In addition, a range of applications provided by

the diagnostic gateway are proposed.
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1. Introduction

Recently, the number of high performance electronic
control units (ECU) installed in vehicles has increased
significantly. ECUs provide convenient features to drivers,
such as advanced driver assistance systems (ADAS) [1, 2].
Both the number of ECUs for high-performance and the
size of the software for reprogramming are increased. This
results in the requirement for the network to have a higher
bandwidth and provide real-time functionality, but the
current CAN-based networks cannot meet these
requirements because of a small data size of 8 bytes and
low bandwidth of maximum 1 Mbps.

To solve these difficulties, DolP, which is an Ethernet-
based diagnostic protocol, was introduced for use in
automotive systems. Ethernet [3-9] can support a
maximum data size of 1,500 bytes and with a bandwidth
100 Mbps. Therefore, Ethernet-based DolP can meet the
requirements for high-performance functions. Moreover,
automotive systems can provide services, such as
diagnosis, calibration and software updates for ECUs, and
new applications that support DolP through the in-vehicle
gateway provide convenience to drivers [10].

The external diagnostic devices based on DolP cannot
interface directly with in-vehicle networks, so an in-

vehicle gateway [11-14] is essential to integrate different
in-vehicle networks with Ethernet. As a result, the external
diagnostic devices can be connected to the automotive
system. The gateway provides an interface to the external
diagnostic devices to access the in-vehicle ECUs through
an on-board diagnostics (OBD) terminal. If the external
diagnostic device is connected to the Internet, the vehicle
can provide a range of telematics services from the
external diagnostic devices through the gateway [1, 15].

In this paper, a diagnostic gateway was implemented
not only to integrate the different in-vehicle network
protocols, such as CAN, FlexRay, and Ethernet, but also to
interface the in-vehicle networks with external diagnostic
devices. Moreover, the performance of the diagnostic
gateway was analyzed and various applications for the
diagnostic gateway with external diagnostic devices are
proposed.

The remainder of this paper is organized as follows.
Section II reviews the related work. Section III describes
the implementation of the diagnostic gateway system.
Section IV explains the application for the diagnostic
gateway. Section V presents the performance analysis of
the diagnostics gateway, and Section VI concludes the

paper.
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2. Related Work

Many studies related to automotive gateways that
integrate different networks have been conducted. One
study [9] proposed that the future generation of the
networks and automotive gateways will focus on methods
for data conversion between different protocols, such as
CAN, FlexRay and Ethernet.

In [1], the authors implemented a CAN-Ethernet
gateway embedded system, which that integrates the CAN
and Ethernet networks. Based on the implemented gateway,
they [1] also presented methods for packing and unpacking
CAN messages into and from Ethernet packets and
proposed methods for monitoring, diagnostics and control
of the in-vehicle networks.

Another study [11] presented a conversion method of
CAN-Ethernet frame transmission in a range of scenarios
(one-to-one, buffered, timed and urgency) through a field-
programmable gate array (FPGA)-based gateway.
Moreover, the study presented the mechanisms of protocol
conversion in several cases, and the experiments were
conducted with the conversion mechanisms by a real
network configuration. As a result, the average end-to-end
latency (from 500 Kbps CAN network to 100 Mbps an
Ethernet network) was 500 ps.

The Ethernet-based DolP diagnostic protocols were
standardized by the International Organization for
Standardization (ISO) [10]. The ISO 13400 standards
provide global standardized interfaces for developing
Ethernet-based diagnoses of vehicle communication. Each
part of the ISO 13400 standards deals with the following
information.

* ISO 13400 Part 1: General information and used case

definition.

* ISO 13400 Part 2: Network and Transport Layer
services.

* ISO 13400 Part 3: Wired vehicle interface based on
IEEE802.3.

A previous study [15] on DolP topic explained how
remote online vehicle diagnostics can be realized based on
the DolIP. Moreover, in studies [4] and [7], the authors
announced the application of Ethernet for vehicle
diagnostic in 2008 at BMW. In these studies, the
reprogramming time (based on CAN network) of the 4™
generation vehicle was compared with the reprogramming
time (based on) of a 5™ generation vehicle. Ten hours were
needed to upload 81 MB in the 4™ generation vehicle
(based on CAN), whereas only 20 minutes was needed to
upload 1 GB of software data in the 5" generation vehicle
(based on Ethernet).

In the automotive gateway related studies, the DolP
was introduced, but the research related to the automotive
gateways using DolP is insufficient. Therefore, this paper
focused on the implementation of the automotive gateway
to support Ethernet-based DoIP. A method is also
presented for the transmission of diagnostic messages
through connection between the gateway and external
diagnostic devices, and show the performance of the
diagnostic gateway.

3. Diagnostic Gateway Implementation

This paper proposes the diagnostic gateway that
supports CAN, FlexRay and Ethernet. The diagnostic
gateway can be connected to the external diagnostic device
through the Transmission Control Protocol (TCP), and
provides the reliability and integrity of the diagnostic data
through the TCP connection.

Diagnostic request messages (from the external
diagnostic device to the in-vehicle networks) are packed in
the TCP datagram and transmitted to the gateway. The
diagnostic gateway unpacks the TCP datagram when the
TCP packet is received, and separates the diagnostic
information (DolP data type, data length, target address,
data payload) into the TCP datagram. Moreover, the
gateway searches the configured routing table that includes
a routing parameter, such as the target address, a network
type of a target ECU and other network information, and
transmits the diagnostic request data to the destination
network domain (CAN and FlexRay).

The target ECU receives the diagnostic request
messages, which perform a diagnostic operation, and
transmit a diagnostic response message. The diagnostic
response message is assembled in DolP format by the
diagnostic gateway. A DolP frame is packed in the TCP
datagram, and the diagnostic gateway transmits the TCP
packet to the external diagnostic gateway.

The diagnostic gateway implements the basic operation,
such as the connection control, routing activation handler,
DolIP header handler and routing of diagnostic messages,
and adds additional functions, such as security and a
software reprograming.

The sub-sections, describe the diagnostic gateway
system that has been implemented for the integration of the
in-vehicle networks, and a test environment is constructed
using the embedded systems.

3.1 System configuration

Fig. 1 presents the system configuration of the
diagnostic gateway. The system consists of the following
components: one gateway ECU, two ECUs connected to a
High Speed CAN (HS-CAN), two ECUs connected to a
Low Speed CAN (LS-CAN), two ECUs connected to a
FlexRay network, and on ECU connected to an Ethernet
network.

The ECU connected to Ethernet and the diagnostic
gateway ECU, have been developed using the MPC5668G
MCU-based evaluation board. The diagnostic gateway
enables the exchange of messages between the ECUs of
different networks, which are connected to different
network domains and deliver diagnostic messages from an
external diagnostic device to each of the ECUs.

The ECUs connected to HS-CAN and LS-CAN are
based on the HCS12 MCU. The ECUs connected to
FlexRay, are based on XF512. Each exchanges a
diagnostic request message and response message from the
ECU to external diagnostic devices passing through the
gateway. When the ECUs request software reprogramming
through the external diagnostic device, the ECUs receive
reprogramming messages at a large scale and load these
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Fig. 1. Implemented embedded system.

into flash memory.

The external diagnostic device was constructed using a
PC, which is was to the diagnostic gateway through the
OBD terminal and provided diagnostics as well as a range
of services to each of the ECUs.

3.2 Software for the Diagnostic Gateway

Fig. 2 presents the software architecture of the
diagnostic gateway. The gateway software was configured
to use the AUTOSAR3.1 [16] stack. An Ethernet
communication stack was implemented using Light
Weight IP (LWIP) [17] because the Ethernet
communication stack is not supported in AUTOSAR3.1.
LWIP is a dedicated, embedded TCP/IP stack. In addition,
sub-modules were implemented to provide diagnostic and
other services, such as DolP, reprogramming and security.

The DolP module can manage the active connection
between the external diagnostic device and the gateway,
and it routes the diagnostic messages between the external
diagnostic device and the in-vehicle networks. Fig. 3
presents the process for routing the diagnostic message to
the target ECU from the external diagnostic device. The
gateway receives the DolP request messages from the
external diagnostic device, and the received DolP request
messages are delivered to the DolP module through the
TCP/IP stack. The DolP module separates the protocol
version, payload type, and payload length in the DolP
frame, and then checks the target ECU address in the DoIP

payload. Finally, the diagnostic user data in the DolP
payload is transmitted to the network domains connected
to the target ECU.

If the DolIP frame received from the diagnostic device
is a reprogramming type, the DolP module calls the
reprogramming module to process the reprogramming data.
The reprogramming module transmits the reprogramming
data to the target ECU, but it cannot transmit the
reprogramming data to the target ECU directly because the
data size of the reprogramming data in the DolP frame is
relatively large compared to the maximum data size that
can be transmitted through the CAN or FlexRay. Therefore,
to reprogram using data with a large-size, a data division
transmission that conforms to the maximum data size is
needed. Accordingly, for the transmission process during
reprogramming, the transport layer (TP layer) aims to
divide the reprogramming data, and the transmission
divides the data for the target ECU using continuous
transmission control.

Because the in-vehicle networks can be accessed
through the gateway, a security function is essential to
prevent unwanted access. A security module processes the
encryption and decryption of the diagnostic data that is
exchanged between the gateway and the external
diagnostic device. The gateway using the security module
prevents network monitoring and undesired operation by
unauthorized users. More detailed descriptions of the
related security are included in [18].
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Fig. 3. DolP messages processing.

4. Application of the diagnostic gateway

The diagnostic gateway system that is implemented can

be applied as follows:

* Remote ECU diagnosis — The diagnostic gateway will
connect to an external diagnostic device through
Ethernet. If the diagnostic device is connected to the
Internet, the condition of the vehicle can be
monitored and diagnosed in real-time. The real-time
monitoring of the wvehicle condition allows the
diagnostic device to confirm system failures
immediately, and can help improve the quality of the
vehicle by recording fault information.

 Fast Software update of the ECU — The software
reprogramming of ECUs through CAN can be quiet

time consuming. In contrast, Ethernet-based DolP
provides the 100 Mbps bandwidth and a 1,500byte
message size. Therefore, DolP can perform parallel
reprogramming of in-vehicle ECUs connected to
different networks. Parallel processing can be
achieved if the diagnostic gateway receives data at a
high speed from the external diagnostic devices and
then simultaneously transfers the received data to
multiple vehicle networks at a relatively slow speed.
As a result, it would take much less time to update
the software of all in-vehicle ECUs.

Real time monitoring of traffic congestion — A
vehicle using Ethernet can receive real-time services,
such as information on the road condition from other
vehicles and peripheral devices.
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Table 1. Performance of the diagnostic gateway.

Type Performance Note \
DolP CAN 1 ms -
response | FlexRay | 2 * (Cycle time) -
One channel 50's HS-CAN
Re-programming (663Kbyte)
Parallel 58 s HS-CAN 2-Ch
Re-programming (each 664Kbyte)

5. Performance analysis

Table 1 presents the performance of the implemented
diagnostic gateway. Upon the diagnosis of ECUs, the total
time for the diagnostic device to transmit the DolP request
message to the ECU connected to the HS-CAN, and to
receive the DolP response message from the ECU
connected to HS-CAN through the diagnostic gateway is
approximately 1 ms. Moreover, the total time required to
exchange the DolP request/response messages to the ECU
connected to FlexRay is approximately 2 cycle times.

Using the diagnostic gateway, the software
reprogramming time for the ECU connected to a one-
channel HS-CAN, takes approximately 50 seconds. This
time is equivalent to that required to reprogram through
CAN-based external diagnostic devices. Therefore, it will
take 100 seconds for the serial processing of two ECUs
connected to two-channel HS-CAN. On the other hand, the
re-programming time, with parallel processing of two
ECUs connected to the gateway by two HS-CAN channels,
lasts 58 seconds, which saves 42 seconds.

6. Conclusion

CAN-based in-vehicle networks have limitations when
high performance systems are implemented (i.e.,
multimedia, infotainment, ADAS). Furthermore diagnostic
services using CAN-based diagnostic protocols take too
long because of the low bandwidth, and it is difficult to
apply new services that provide convenience to drivers. In
contrast, Ethernet-based DolIP provides high bandwidth
and large data sizes for large-scale communication, and it
can diagnose the vehicle in near real-time. With an
external connection to the Internet, an external diagnostic
device can request a variety of services, such as the remote
diagnosis of ECUs and real-time monitoring of traffic
congestion, through the in-vehicle gateway. These
application services for high-performance features are
made possible for drivers by introducing an in-vehicle
gateway. The in-vehicle gateway integrates a traditional
in-vehicle network with Ethernet, thereby providing an
interface for the external diagnostics device and for the
automotive system. Because of the increasing importance
of in-vehicle gateways, the interface between the gateway
and in-vehicle network should be studied further to
optimize communication and as well as provide comfort
and safety to the drivers.
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