Subquadratic Space Complexity Multiplier for
GF(2") Using Type 4 Gaussian Normal Bases

Subquadratic space complexity multipliers for optimal
normal bases (ONBs) have been proposed for practical
applications. However, for the Gaussian normal basis
(GNB) of type > 2 as well as the normal basis (NB), there
is no known subquadratic space complexity multiplier. In
this paper, we propose the first subquadratic space
complexity multipliers for the type 4 GNB. The idea is
based on the fact that the finite field GF(2") with the type 4
GNB can be embedded into fields with an ONB.
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1. Introduction

Finite field GF(2") arithmetic is important in coding theory,
computer algebra, and public key cryptography, such as elliptic
curve cryptography, pairing-based cryptography, and ElGamal
cryptography [1], [2]. The choice of basis for GF(2") over
GF{(2) has a great influence on the efficiency of field arithmetic.
The polynomial basis and the normal basis (NB) are frequently
used to represent a field element in GF(2"). The merit of the
NB is that the squaring of a field element can be performed by
a cyclic shift of the coordinates of the element and so it is free
in hardware. However, a multiplier for the NB is generally less
efficient than the other bases. Therefore, a special class of NBs,
such as the optimal normal basis (ONB) or the Gaussian
normal basis (GNB), has been considered (it is known that type
1 and type 2 GNBs are the same as type I and type II ONBs,
respectively).

Until now, most of the known bit-parallel multipliers using
the NB have quadratic space complexity (that is, the number of
2-input AND and XOR gates is greater than or equal to O(%)).
However, for such practical applications as cryptographic
applications, subquadratic space complexity multipliers have
been required. In recent years, subquadratic space complexity
multipliers for ONBs (that is, GNBs of types 1 and 2) were
proposed. The researchers in [3] presented the first
subquadratic space complexity multiplier for the type I ONB
using the Karatsuba algorithm. The researchers in [4] proposed
subquadratic space complexity multipliers for types I and II
ONBs using the Toeplitz matrix-vector product (TMVP)
scheme. However, for the GNB of type £2 as well as the NB,
there is no known subquadratic space complexity design of
multiplier. In this paper, we present subquadratic space
complexity multipliers for the type 4 GNB. We first show that
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the finite field GF(2") with a type 4 GNB can be embedded
into fields with an ONB. Then, to derive subquadratic space
complexity multipliers for the type 4 GNB, we use the
subquadratic space complexity multipliers for ONBs. As far as
we know, it is the first time that a subquadratic space
complexity multiplier for the type 4 GNB has been proposed.
Furthermore, we present asymptotic complexities of proposed
multipliers for the type 4 GNB and compare those with known
multipliers presented in the literature.

II. Preliminaries

1. Gaussian Normal Basis

In this section, we give the definition of GNB. For a given
NB {8, S, ---,B" } of GF(2") over GF(2), the element
B is called a “normal element” and any element 4 in
GF(2") can be represented as

n—1 i n-1
A= Zizoaiﬂz = aoﬂ+a1ﬂ2 +"'+an—1ﬂ2 >

where a,€ GF(2) for 0<i<n . The squaring of 4 is
simply implemented by the right cyclic shift:

47= Z:;al_ﬁf” =an71ﬂ+aoﬁ2 +Cllﬂ22 ---+Cl,172,52”’1 .

Definition 1 [5]. Let p=n-t+1 bea prime. Let 7€ Z,
be an element of order ¢ and k& the multiplicative order of 2 in
Z, Ifged(n-t/k, n)=1,then

B=y+7 +7 +ty

is a normal element for GF(2") over GF(2), where
ye GF(2"™") is a primitive p-th root of unity. The NB
(B, B, -, >} iscalleda GNB of type 7.

It is known that the GNBs for GF(2") always exist when 7 is
not divisible by 8 [5].

2. Toeplitz Matrix-Vector Product

In this subsection, we introduce TMVP schemes and present
their asymptotic complexities, shown in [6]. Elements of the
matrix are in GF(2).

Definition 2. An nxn Toeplitz matrix is a matrix
(m; )< jen With the property that m, =m,_, ,, for all
1<i,j<n.

Let 7' be an nxn Toeplitz matrix and ¥ an nx1 vector. If 2|n,
Fan and Hasan [6] use the following two-way split of matrix 7'
and vector }'to compute the TMVP 7V:

(T (%) _(B+h
n, t)n) \R+n)

where Ty, T}, and T are (n/2)x(n/?2) Toeplitz matrices, Vj

M
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and V; are (n/2)x1 wvectors, F=(T,+T1)V,
b= +T1,)V,, and P,=T,(V,+V,). Then, the TMVP TV
of size n is reduced to three TMVPs, that is, Py, P;, and P, of
sizes n/2.

We use the notations T°(n), T®(n), Dy (n), and Dy (n)
to respectively denote the number of XOR gates and AND
gates and the time delays by XOR gates and AND gates to
compute the TMVP TV of size n. According to Section 2.1 of
[6], we have the following recurrence relations

T°(n)=3T°(n/2)+3n-1,
T®(n)=3T%(n/?2),

DY (n)=Dy (n/2)+2T,,
Df (n)=Df (n/2),

@

where Ty is the delay due to one XOR gate. In the case of
n=2'(i>0), the two-way split (1) may be used recursively
to compute the TMVP TV. Using the recurrence relations (2),
the complexities for the TMVP TV are computed in Section 2.1
of [6]. We summarize its complexities in Table 1, where 7 is
the delay due to one AND gate.

If 3|n, a three-way split approach is used:

L T L)\(V) (R+B+E
=1L L, T |Vh|=|R+B+E | ©)
L I, LN\V,) \B+E+h

where T,(0<i<4) are (n/3)x(n/3) Toeplitz matrices and
Vo, Vi, Vyare (n/3)x1 vectors,
B =T+ + )V,
B=T+L+T)N,
b=+ TL+THV,,

B =L +7)),
E =L, +V),
B =L, +1).

Then, the TMVP TV of size n is reduced to six TMVPs,
thatis, F,,---,P ofsizesn/3.

In the case of n=3(i>0), we compute 7TV using the
three-way split (3) recursively. Similarly to the case n=2' the
complexities for computing the TMVP TV are derived in
Section 2.2 of [6] and given in Table 1.

3. Subquadratic Space Complexity Multiplier for ONBs

In this subsection, we recall the subquadratic space
complexity multipliers for type I and type II ONBs, proposed
in [4].

We use the notations S®(n) and S®(n) to denote the
space complexity of a GF(2") multiplier, that is, the number of
XOR gates and the number of AND gates, respectively.
D¢ (n)and D¢ (n) denote its time delay due to XOR gates
and AND gates, respectively.

Let X ={x,x,,--,x,} be a basis of GF(2") over GF(2).
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Table 1. Complexities for TMVP TV in case thatn = b'(i > 0).

Table 2. Complexities of ONB multipliers for 7 =5'(i > 1).

b T°(n) 7°(n) D®(n)+ D2 (n) ONB | b | #AND #XOR Time delay
n'e? 5.5n°%* —6n+0.5 (2log, m)T, +T, — 2| A+ | 550 —4n-0.5 | (2log, n+ )T, +T,
ype
3 n'os’ 4.8n"%° —51+0.2 (Blog, m)T, +T, 3| n*®+n | 4.81°°-3n-0.8 | Blog,n+1)T, +T,
20 20" | 1™ —12n+1 | log, n+1)T, +T,
Type I
3 2n°8% | 9.6n"%° ~10n+0.4 | Blog, n+DT, +T,

For elements 4 and B in GFQ2"), A=) ax and

=1 170

B:Z:':lb,.x[,where a;, bye GF(2) for 1<i<n.Then,

AB =3 ax)B
:[X1Ba sza "'axy,B][ap az, ""aan]l
:[xlo Xy 9"'axn]Z[a1= a,, a"'aan]ta (4)

where Z is an nxn matrix. To compute the product AB of 4 and
B, it suffices to compute a matrix-vector product
Zla,, a, ,,a,].

A. Tipe I ONB Multiplier

Assume that GF(2") has a type I ONB (that is, type 1 GNB)
M={y, ¥, 7" }, where y is an (n+1)th primitive
root of unity. According to subsection IILLA of [4], the set
X={y, 7%, ---,y"} isalso a basis for GF(2") obtained by
permuting the NB M. Moreover, the matrix Z in (4)
corresponding to this basis X has the form Z = Z, + Z, , where

0 bn bnfl o b3 bZ
bl 0 bn o b4 b3
7 - b, b, 0 b, b,
I - : : : P
bn72 bnfS bn74 bn
bn—l bn—Z bn—3 bl O
bn bn—l n-2 b2 bl
bn blrl bnfz ' b2 bl
Z _ bn bn—l bn—2 b2 bl
27 : :
bn bn—l bn—Z ' bZ bl
bn bn -1 bn -2 ' b2 bl
Hence, the matrix-vector product Z[a,, a,, ,---,a,] may
be computed via
Z[alﬂaz’ 7”"an]t:Z1[al7a29 5“.7an]t+22[alﬂa25 5“.9an]t’
The computation of Z,[a,, a,, ,---,a,]’ requires n

AND gates and n—1 XOR gates. The complexities of the
TMVP Z[a,.a,,,,a,] are T®(n) AND gates, T®(n)
XOR gates, and Dj@ (n) +D}® (n) delay, which are given in
Table 1. Finally, we add two vectors, Z [a,,a,,, --,a,] and
Zyla;, a5, ,,a, ]'. As a result, the complexities to
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compute the matrix-vector product Z[a;, a,, ,-:-,a
as follows.
S®(n)=T®m)+(n—-1)+n,
S®(n)=T®(n)+n,
D¢ (n)=Df (n)+T,
Dy (n) =Df (n).

(&)

If n=2", thenwe have
S®m)y= T®(m)+2n—1= 5.5n"%°—4n-0.5,
S®(n)y= T®m)+n= n"%’+n,
D¢ (n)y= Dy (n)+T, = (2log, n+1)T,,
D)= Df(n)= T,
using Table 1. The case #n=3' is dealt with similarly. The
complexities for the type | ONB multiplier are given in Table 2.

B. Bpe Il ONB Multiplier

Let GF(2") have a type I ONB (that is, type 2 GNB)
N={B, B, . p 1, where B=y+y"' and
ye GF(2*") is a primitive (2n+1)th root of unity. Let
Bi=y+y" for 1<i<n and X:={B, B, ---.fB,} .
According to subsection IIL.B of [4], the set X is equal to the
set N, and so X is a basis for GF(2"). Also, the matrix Z in (4)
corresponding to the basis X can be decomposed as the
summation of two matrices, thatis, Z =Z, +Z, , where

b, b - b, b b
b, b - b b b,
Zl _ N ° . ’
bn -1 bn b5 b4 b3
b, b, b, b, b
bn bn -1 b3 bZ bl
0 b] n-3 bn -2 b}l -1
b0 s by b,
Z, = :
b, b, 0 b b
bn -2 bn -3 bl O 1
brl -1 brl -2 2 bl
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The matrix Z; is a Hankel matrix, that is, entries at (i, j) and
(1, j+1) are equal. The Hankel matrix-vector product can be
changed into the TMVP without using any logic gates (one
first exchanges the i-th column and (r+1—)th column of Z; for
1 <i < n/2 and reverses the column vector[q,, a,, ,---,a,]).
Therefore, its computation requires the same complexity with
the TMVP. The matrix Z, is a Toeplitz matrix. Therefore, two
TMVPs and the next addition of two vectors are used to
compute the matrix vector product Z[a,, a,, ,---,a,] . Thus,
we have the following:

S®(n)=2T%n)+n,
§%(n)=2T°(n),
D¢ (n)=Dy (n)+T,
DE(n)=Df (n).
Table 2 gives the complexities for the type II ONB multiplier
in the case of n=2" or n=3' using Table 1.

©)

III. Multiplier for GNB of Type 4

In this section, we propose subquadratic space complexity
multipliers for the type 4 GNB. For the rest of the paper, we
assume that GF(2") hasatype4 GNBandso p=4-t+1 isa
prime. The following lemma was proven in [7].

Lemma 1. (Lemma 1, [7]) Suppose that 7 is odd and GF(2")
has a type 4 GNB. Then, the multiplicative order & of 2 in

Z,,., is4n,and so GF(2"") has a type | ONB.

Here, we remove the constraint of Lemma 1 that # is odd.
Moreover, we prove that if GF(2") has a type 4 GNB, then
GF(2”") has a type Il ONB.

Lemma 2. Assume that GF(2") has a GNB of type 4. Then,
n isodd.

Proof. Assume that GF(2") has a GNB of type 4. From
Definition 1, p:=4-n+1 isaprimeand gcd(4n/k, n)=1,
where & is the multiplicative order of 2 in Z;. The condition
ged(4n/k, n)=1 implies that ke {n, 2n, 4n}. If n is
even, p=1 mod 8 and 2 is quadratic residue mod p. Hence,
k #4n, and so 2 divides gcd(4n/k,n), which leads to the
contradiction of the condition gcd(4n/k,n)=1. So, n must
be odd. O

Lemma 3. If GF(2") has a type 4 GNB, then the finite field
GF(2”") has a type Il ONB.

Proof. By Lemmas 1 and 2, if GF(2") has a GNB of type 4,
then the multiplicative order k of 2 in Z, ., is 4n. So,
p=4-n+1=2-2n+1 is prime and gcd(4n/k, 2n)=1.
Therefore, by Definition 1, the finite field GF(2*") has a type II
ONB. 0

By Lemmas 1, 2, and 3, the field GF(2") with a type 4 GNB
can be embedded into finite fields GF(2*) and GF(2*") with
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ONBs.

1. Construction

We would like to consider the embedding of GF(2") into
GF(2*") or GF(2*") in more detail. Let ¥ be a p-th root of
unity in GF(2”™") = GF(2*") . Then, yis a normal element of
a type I ONB for GF(2"") over GF(2) by Definition 1. Note
that the multiplicative order of 2 in Z =Z, .,
Lemmas 1 and 2, and so the multiplicative order of 2" in Z:,
is 4. Therefore, by Definition 1,

is 4n by

Bo=y+y'=y+7  and

Bertr +y s =B O

are normal elements of a type Il ONB for GF(2*") and a type 4
GNB for GF(2") over GF(2), respectively. From (7), an

n-1

i=0

5
element D = Z d.f € GF(2") may be considered as an

element
D = Z:(: di}/2i + Z,Z:”,;l diﬂl }/21
+ 213:2_11 di_z'l 7/2’ + zj‘:}_ﬂl di—3n 7/2’ € GF(24")
or

n-1 2 2n-1 i .
D:Zizodlﬂo +>."d,_ B € GF2™).

Moreover, we have the following,

Lemma 4:
(1) (Theorem 1 [7]) For an  element
A=Y""ay" e GF(2"), AeGF(2")if and
onlyif a,=a,,, A6 =a,, =a,, for 0<i<n.

(2) For an element B=z::bfﬁ(fle GF(2™),

Be GF(2")ifandonlyif b, =b,,, for 0<i<n.
Proof- (1) is proved in Theorem 1 of [7]. The proof of (2) is
similar to that of (1). [
To derive a subquadratic space complexity multiplier for
GF(2"), we perform the field multiplication in GF(2") as
follows. For elements A,Be GF(2"), we regard A and B as
elements in field GF(2*) or field GF(2*") and compute the
product C of 4 and B in GF(2") or GF(2*") using known
subquadratic space complexity multipliers. Finally, we derive
the product C as an element in GF(2") using one of the
following equations (Lemma 4):

4n-1 i n-1 i
C_Z[:O CI.Q/Z _Zf:()ciﬁ >
or
_ 2n-1 2 n-1 i
C_Zi:O ciﬂo _Zizoc[ﬂ ’

Note that the complexities of the multiplier for GF(2") equal
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Table 3. Complexities of multipliers for GF(2") with type 4 GNB using embedding into fields with an ONB.

n # AND # XOR Time delay
Embedding into 2 9n"E> +4n 49.57°%* ~16n-0.5 (2log, n+5)T, +T,
GF(2") 3 9n"=° +4n 43.20° ~Tn-3.2 (log, n+5)T, +T,
Embedding into 2 6n'"? 33" —22n+1 (2log, n+3)T, +T,
GF(2™) 3 6= 28.81°%° ~16n—0.8 (3log,n+3)T, +T,

those of the used multiplier for GF(2*") or GF(2%").

2. Complexities for Subquadratic Space Multiplier for Type
4 GNB

In this section, we give asymptotic complexities of the
GF(2") multiplier for type 4 GNB. That is, we compute the
complexities of the multiplier for field GF(2*) or field GF(2™")
in which GF(2") is embedded. For subquadratic space
complexity multipliers for GF(2*') and GF(2*), we use
multipliers based on the TMVP scheme in [4].

A. Embedding into GF(2") with Type I ONB

Let GF(2") with a type 4 GNB be embedded into GF(2*")
with a type I ONB. To compute the complexities of the GF{(2")
multiplier, we must compute the complexities of the multiplier
for GFQ2"), that is, S®(4n), S®(4n), D (4n), and
DZ(4n) . Using a two-way split formula (2), we obtain the
following equations:

T®(4n) =3T°2n)+12n—1=97°(n)+30n—4,
T%(4n)=3T°(2n) =9T°%(n),

D (4n) = DY (2n)+ 2T, = Dy (n)+4T,,

Dy (4n)= D}’ (2n) = Dy ().

Therefore, (5) implies that
S®4n)=T®4n)+8n—1=9T%(n)+38n -5,
S®(4n) =T®(4n)+4n =9T°(n)+4n,

D¢ (4n) = DY (4n)+T, = Df (n)+5T,,
D¢ (4n) = Dy (4n) = Dy ().
We obtain the formula for S®(4n), S®(4n), DS (4n), and
D¢ (4n) using Table 1. For example, when #n=3', we have
S®(4n) =9T°(n)+38n -5
=9(4.87°%° =51+ 0.2) +38n -5
=43.2n"%° ~Tn-3.2,
S®(4n)=9T%(n)+4n =9n" %" + 4n,
D¢ (4n) = Dy (n)+ 5T, = (3log, n+5)T,,
Dg(4n)=Df (n)=T,.
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The complexities for the GF(2*") multiplier are summarized
in Table 3.

B. Embedding into GF(2™") with Type Il ONB

Assume that GF(2") with a type 4 GNB is embedded into
GF(2*) with a type Il ONB. We compute the complexities of
the multiplier for GF(2™), that is, S®(2n), S®(2n),
D (2n), and D (2n) . A two-way split formula (2) implies
that

T°2n)=3T%(n)+6n-1,
T°(2n)=3T°%(n),
DY (2n) = Dy (n)+2T,,
DE (2n) = DE (n).
From (6), we have
S°(2n) = 2T®(2n) +2n = 6T° (n) +14n -2,
S®(2n)=2T®(2n) =6T°%(n),
D& (2n) =Dy (2n)+T, = Dy (n)+3T,,
D{ (2n) = Df (2n) = Df (n).

In Table 3, we present the complexities for the GF(2*)
multiplier, that is, S®(2n), $®(2n), D (2n),and DF (2n),
for the case in which #=2" or #=3', using Table 1.

Remark 1. In Table 3, we consider the case in which #=2".
However, n is odd according to Lemma 2. To illustrate the
asymptotic complexities of the proposed type 4 GNB
multiplier, we choose the smallest 2’ that is larger than 7 instead
of choosing n. Then, we may expand the sizes of the matrices
and vectors, as shown in Section 2.3 of [6]. Also, for other
approaches, see Section 2.3 of [6].

Remark 2. According to Table 3, it is more efficient to use
embedding in the field GF(2*") with the type II ONB than
GF(2*) with the type I ONB.

IV. Comparison

In this section, we compare the proposed multiplier with
other multipliers for GF(2") with the type 4 GNB recently
published in the literature. Here, we use an embedding of the
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Table 4. Complexity comparison of bit-parallel multipliers for GF(2") with type 4 GNB.

Multiplier # AND # XOR Time delay
[9] n 4n* —4n T, +(2+[log, n DT
[10] n 2.5n" —4.5n T,+(1+[log,(2n -1 T,
DLGMp [11], [12] (d=n) " 2.5n* —1.5n T,+(2+[log,n DT,
DLGMd [11] (d=n) n 2.5n%—2.5n T, +(2+[log, n T,
[13] n <2n*=2n T,+Q2+[log,n )T}
This paper with [4] (7=2") 61"’ 33587 —22n+1 T,+(3+2log, n)T,
This paper with [8] (7=2") 818> + 20.57"%° —~15n+1.5 T,+(3+2log, n)T,
Table 5. Complexity comparison for type 4 GNB multipliers.
Multipkcr n=409 (=2*.3%) n=>573 (=2°-3% n=1759 (=2°-3
#AND | #XOR Delay # AND #XOR Delay # AND #XOR Delay
[9] 167,281 | 667,488 | T, +11T, 328329 | 1,311,024 | T,+12T, 576,081 | 2,301,288 | T,+12T,
[10] 167,281 | 416,362 | T, +11T, 328,329 818244 | T, +12T, 576,081 | 1,436,787 | T,+12T,
DLGMp [11],[12] | 167281 | 417,589 | T,+11T, 328,329 819963 | T,+12T, 576,081 | 1,439,064 | T,+12T,
DLGMd [11] 167,281 | 417,180 | T, +11T, 328,329 819,390 | T, +12T, 576,081 | 1,438305| T,+12T,
[13] 167,281 | 333,744 | T, +11T, 328,329 655,512 T,+12T, 576,081 | 1,150,644 | T,+12T,
This paper with [4] | 104,976 | 507,358 | T, +20T, 157,464 781210 T,+21T, 236,196 | 1,223,134 | T,+22T,
This paper with [8] | 140,400 | 321,936 | T, +20T, 210,528 493278 | T,+21T, 315,696 765,960 | T, +22T,

field GF(2") into the field GF(2*") with the type Il ONB (see
Remark 2). Many authors have proposed quadratic space
complexity multipliers for the type 4 GNB. Their space and
time complexities are given in rows 1 through 5 of Table 4.
Row 6 of Table 4 presents the space and time complexities of
the proposed multiplier, referred to in part B of subsection I11.2.
It uses a multiplier presented in [4] for the type II ONB,
described in part B of subsection I1.3. Recently, [8] proposed a
subquadratic space complexity multiplier for ONBs that is
based on the block recombination of the TMVP given in
subsection I1.2. The type Il ONB multiplier in [8] has a fewer
number of XOR gates but larger number of AND gates
compared with that presented in [4]. However, the total number
of gates (that is, the sum of the number of XOR gates and
AND gates) of [8] is fewer than that presented in [4]. The
proposed multiplication scheme for GF(2") with the type 4
GNB in this paper has no restriction on multipliers for GF(2*")
with the type II ONB in which GF(2") is embedded. A more
efficient type I ONB multiplier induces a more efficient type 4
GNB multiplier. The last row of Table 4 presents the
complexities of the type 4 GNB multiplier that uses the type II
ONB GF(2*") multiplier presented in [8]. As predicted, it has a
fewer number of XOR gates but a larger number of AND gates
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compared with the multiplier shown in row 6 of Table 4.

Table 4 shows a comparison of multipliers in terms of the
total number of gates (the sum of the number of XOR gates
and the number of AND gates). The total number of gates of
the multipliers using the proposed scheme, that is, the data
shown in rows 6 and 7 of Table 4, is 391"°%* —=22n+1 and
28.5n"%° —14n +1.5, respectively. The best known quadratic
space complexity multiplier for the type 4 GNB has a
3n* —=2n (n” +(2n*> —2n)) total number of gates (row 5 of
Table 4). It is larger than the total number of gates reflected in
rows 6 and 7 of Table 4 if n>467 and n=>218,
respectively.

For an odd »n <2,000, there are 193 values of n for which
there exists a type 4 GNB. For only 19 values (about 10%) of
the 193 values of n, there exists an ONB. Table 5 shows a
comparison of the multipliers in Table 4 for three specific
fields, namely, GF(2*®), GF(2°™), and GF(2"™). Those fields
have a type 4 GNB but no ONBs. Since neither 409, 573, nor
759 is a power of 2 or 3, we choose sizes 243! which is close
to n, to use the proposed multiplication scheme. Then, we
expand the sizes of the matrices and vectors as needed and
use a combination of two-way and three-way split
approaches (see Remark 1).
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V. Conclusion

In this paper, we proposed subquadratic space complexity
multipliers for the type 4 GNB. Moreover, we derived the
complexities of multipliers for the type 4 GNB and compared
those with known multipliers. However, there is no known
subquadratic space complexity multiplier for general GNBs
except for types 1, 2, and 4.

References

[1] R. Lidl and H. Niederreiter, An Introduction to Finite Fields and
Their Applications, Cambridge: Cambridge University Press,
1986.

[2] AJ. Menezes et al., Applications of Finite Fields, Kluwer
Academic, 1993.

[3] M. Leone, “A New Low Complexity Parallel Multiplier for a
Class of Finite Fields,” Proc. 3rd Int. Workshop Cryptographic
Hardware and Embedded Systems, LNCS 2162, 2001, pp. 160-
170.

[4] H. Fan and M.A. Hasan, “Subquadratic Computational
Complexity Schemes for Extended Binary Field Multiplication
Using Optimal Normal Bases,” IEEE Trans. Computers, vol. 56,
no. 10, Oct. 2007, pp. 1435-1437.

[5] D.W. Ash, LF. Blake, and S.A. Vanstone, “Low Complexity
Normal Bases,” Discrete Appl. Mathematics, vol. 25, no. 3, 1989,
pp- 191-210.

[6] H. Fan and M.A. Hasan, “A New Approach to Subquadratic
Space Complexity Parallel Multipliers for Extended Binary
Fields,” IEEE Trans. Computers, vol. 56, no. 2, Feb. 2007, pp.
224-233.

[7] CH. Kim et al, “Modified Serial Multipliers for Type-IV
Gaussian Normal Bases,” INDOCRYPT, LNCS 3797, 2005, pp.
375-388.

[8] J. Adikari et al., “Improved Area-Time Tradeoffs for Field
Multiplication Using Optimal Normal Bases,” [EEE Trans.
Computers, vol. 62, no. 1, Jan. 2013, pp. 193-199.

[9] L. Gao and G.E. Sobelman, “Improved VLSI Designs for
Multiplication and Inversion in GF(2") over Normal Bases,”
Proc. 13th Annual IEEE Int. ASIC/SOC Conf., 2000, pp. 97-101.

[10] A. Reyhani-Masoleh and M.A. Hasan, “A New Construction of
Massey-Omura Parallel Multiplier over GF(2™),” IEEE Trans.
Computers, vol. 51, no. 5, 2002, pp. 511-520.

[11] A. Reyhani-Masoleh, “Efficient Algorithms and Architectures for
Field Multiplication Using Gaussian Normal Bases,” IEEE Trans.
Computers, vol. 55, no. 1, 2006, pp. 34-47.

[12] C.H. Kim, S. Kwon, C.P. Hong, “FPGA Implementation of High
Performance Elliptic Curve Cryptographic Processor over
GF(2'®) J. Syst. Architecture, vol. 54, no. 10, 2008, pp. 893-
900.

ETRI Journal, Volume 35, Number 3, June 2013

[13] R. Azarderakhsh and A. Reyhani-Masoleh, “A Modified Low
Complexity Digit-Level Gaussian Normal Basis Multiplier,”
Proc. 3rd Int. Workshop Arithmetic Finite Fields, LNCS 6087,
2010, pp. 25-40.

Sun-Mi Park received her BS in mathematics
education and her MS and PhD in mathematics,
all from Korea University, Seoul, Rep. of Korea,
in 1997, 1999, and 2004, respectively. She is
currently working as a researcher with the
Department of Applied Mathematics at Kongju
National University, Gongju, Rep. of Korea.
Her research interests include number theory, algorithms, and
architectures for computations in Galois fields.

Dowon Hong received his BS, MS, and PhD in
mathematics from Korea University, Seoul, Rep.
of Korea, in 1994, 1996, and 2000, respectively.
He was a principal member of the engineering
staff of ETRI, Daejeon, Rep. of Korea, from
2000 to 2012. Since March 2012, he has been
an associate professor in the Department of
Applied Mathematics at Kongju National University, Gongju, Rep. of
Korea. His research interests include cryptography and information
security, data privacy, and digital forensics.

Changho Seo received his BS, MS, and PhD in
1990, 1992, and 1996, respectively, from the
Department of Mathematics at Korea University,
Seoul, Rep. of Korea. Currently, he is a full
professor in the Department of Applied
Mathematics at Kongju National University,
Gongju, Rep. of Korea. His research interests
include cryptography, information security, and system security.

Sun-Mi Park etal. 529




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [1200 1200]
  /PageSize [612.000 792.000]
>> setpagedevice


